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IAB EMPOWERS THE MEDIA
AND MARKETING INDUSTRIES TO
THRIVE IN THE DIGITAL ECONOMY.
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We Are Digital Media’s Biggest Tent

650+ LEADING MEDIA COMPANIES RESPONSIBLE FOR SELLING 86% OF U.S. DIGITAL ADVERTISING
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JAB and Our Partners
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What IAB Does and How We Do It

Improve Help Publishers Spur Greater Build a Trustworthy
Put Consumers 3 E 3 s 1 . .
First Measurement and Develop New E Creativity in E Digital Marketing
Attribution . Revenue Models :: Digital Supply Chain
ADVERTISING & MARKETING & DATA SCIENCE
DATA TECHNOLOGY THOUGHT LEADERSHIP
VIDEO
MOBILE CONSUMER & MARKET RESEARCH
...................................................................................................................................................................................................... TR FRE R T
INTERNATIONAL RELATIONS TRAINING & DEVELOPMENT COMPLIANCE &
______________________________________________________________________________________________________________________________________________________________________________________________________ SELF-REGULATION
PUBLIC POLICY & LOBBYING INDUSTRY CHANGE MANAGEMENT
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JAB Data & Ad Effectiveness

All in service of ensuring and assessing...
FUBIISASIS Ad Effectiveness

[
Monetization/
Design Insights

Selling Automation

Data & Ad Effectiveness Charter:

Fulfill data’s central role in planning,
activating, and measuring effective
advertising (for consumers, publishers, and

Ad Relevance

Ad Personalization marketers) by raising awareness,

_ Data
Targeting
Measurement/Attribution /

Buying Automation Privacy/Controls
Benchmarks

/ Activation \
Identity
Marketers Audience Data Consumers
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publishing and driving adoption of
guidelines and best practices, and
informing tools and standards.




JAB Data & Ad Effectiveness — Scope

Data Benchmarks & Activation

Data

(Canier ori=xeslEs) ldentity & Audience Data v v v
Consumer Experience: v v
Relevance/Targeting & Personalization
Consumer Experience: v
Privacy/Controls

: Measurement & Attribution 4 v

Ad Effectiveness
Buying Automation 4 v
Selling Automation v
Publisher Monetization/Design Insights v v
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ldentity Management — Why It Matters

THE AVERAGE
U.5. CONSUMER HAS: 5"'|' 60%

Houwrs per day Time spent on
spant on digital mobile ftablet vs. PC

67% 75%

Start shopping on Use smartphones

one device and while shopping
continue on another

Sources: Conversant, Forrester, IPSOS5, ComScore
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Mobile Identity Whitepaper Objective

. MORBILE IDENTITY
I Idb. FOR MARKETERS

MOBILE IDENTITY
FOR MARKETERS

e
e

N
MR

10800 8 o=

Mobile Identity for Marketers {(a best practices primer for mobile &
cross-device marketing)

This document was written primarily for marketers who wish o better understand current
on mobile and other devices for markating. It was developad
roup, part of the 1AS's Mobile Markating Ci

Centar of Excalience

About the IAB's Mobile Marketing Center of Excellence
The LAB Mabile Marketing Center of Excelience focuses on driving the growth of mobile
ng. & h W

White paper and 1-sheet focused primarily on
mobile (secondarily on cross-screen):

- Different approaches and solutions for
identifying users on mobile & cross-screen

- How mobile differs from desktop
- Answers to buyers most frequently questions
- Addresses privacy best practices

Primary Audience Marketers, Advertisers and
Agencies

Secondary audience: publishers

Released at IAB Mobile Symposium
iab.
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Building on Earlier Documents
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Cookies on Mobile 101

UMDE NDING THE LIMITATIONS OF COOKIE-BASED TRACKING FOR MOBILE

2013 Paper highlighted limitations in
cookies function on mobile devices.
References client/device generated ID’s
and Statistical ID.

IAB.com search “Cookies 101"

iab.

DIGITAL ATTRIBUTION PRIMER 2.0

August 2018

© 2018 Interacthes Advertising Bursau Afiribution Primer 2.0

Released in August of this year, includes
chapter on device graph as a foundation
for a holistic view of message delivery
and definitions of deterministic /
probabilistic methods

IAB.com search “Attribution Primer”

iab.

Privacy and Tracking in a
Post-Cookie World

A whitepaper defining stakeholder guiding principles and evalating approaches
for aliernative models of state management, data transparency and privacy

controls for consumers, publishers, and trusted third parfies.

JAMUARY 2014

2014 paper explored potential alternatives
to cookies. Examined needs of
consumers, publishers, advertisers and
solution classes: server issued (cookies),
device-inferred (algorithm driven IDs),
client generated (browser, app, OS
generated), network inserted (3rd party
servers between user device and publisher
servers), and cloud synchronized
(centralized service that all parties would
potentially agree to work with)

iab.

Search IAB.com: Privacy and Tracking



Cross-channel audience identification & measurement cited as key

focus areas by marketers and media practitioners

“"Which use cases do you expect will most occupy your time,
attention and resources during 2017?”

Cross-channel measurement and attribution - %:
Programmatic media buying for established formats 47.6% i
Cross-channel audience identification/matching 42.9% :
Advertising content/experience optimization 40.5%
General audience analytics 40.5%
"""" Predictive modeling and/or segmentation [N 25 1%
Yield optimization
Online retargeting 22.6%
Online to offline (or offline to online) retargeting 22.6%
Site content/experience optimization 22.6%
Single-channel measurement and attribution 10.7%
Something else 4.8%
NA —my organization does not use data 3.6%

Not at all sure 1.2%

L ]
5 labo DATA
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Marketing Begins with Identity Mapping and Matching

The practice of establishing (deterministically or probabilistically), linking, and storing
consumer identifiers (e.g., cookies, device IDs, statistical IDs, IP addresses)

.

Essential to:
Data hygiene /N
Accurate audience segmentation (targeting/addressability) / \

Consumer experience / personalization ™

Delivery measurement
Multi-touch attribution /
Publisher liquidity / yield (especially mobile)
Simple Device Graph (AdExchanger.com)

And increasingly critical with the rise of mobile
and cross-device media consumption...

. iab.
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How Ildentity is Used

Marketing applications of mobile and cross-device identity

TARGETING

TARGETED ADVERTISING - serving ads specifically

to people based on their behavior

RE-TARGETING - serving ads specifically to people
who have already visited a website or app, or are a
contact within a database

FREQUENCY CAPPING - limiting impressions

delivered to users across devices

AUDIENCE EXTENSION - reach audiences beyond a

publisher’'s owned and operated properties

DYNAMIC CONTENT PERSONALIZATION -
tailoring messages based on criteria such as behavior,
interests and demographics

MEASUREMENT

e REPORTING - identify, segment and analyze users,
gain insights info behavior, habits, content and offer
response patterns. Meifrics can include impression
delivery (reach and frequency) as well as ad
engagement and conversions

e ATTRIBUTION - identifying a set of user actions
(“events”) across multiple screens and touchpoints that
contribute to a desired outcome, and then assigning
value to each of these events

 PREDICTIVE MODELING - using statistics to predict

future behavior

iab.



Ways of identifying users on mobile | Ad ID vs Cookies
Device / Ad IDs

TYPES EXAMPLES NOTES

Hardware IDs * Universal Device |dentifier (UDID) Non-privacy supporting
* Media Access Control (MAC) Address

Software-based * Google Android Advertising ID (AAID) Privacy-supporting (may be

Advertising IDs * Apple iOS Advertising ID (IDFA) disabled / reset by user).
* Microsoft Mobile OS Advertising ID Used for advertising purposes
Cookies -0 Cookies on mobile work (to an extent)

I -l - Their persistence and acceptance can vary
ﬁg‘”i‘lﬂ “Cookies Don’t Work on Mobile” .4 - NEW:iniOS 11 - Safari now blocks passing of
b= e N cookies to 3rd parties determined to be “trackers”

FACT

Cookies in Mobile Browser: 3rd party cookies supported in Android (not iOS, where default Safari setting has 3" party
cookies disabled)

Cookies in Mobile App: cookies handled via “webview” (enables access to content/sites without leaving app), stored in app-
specific space called “sandbox” Result: advertisers cannot follow users from app to app with cookies like they can on browser.

: iab.



Safari Cookie Blocking | Update

With the release of iOS 11 in September came an updated version of the Safari browser with a feature called
Intelligent Tracking Prevention (ITP). Enabled by default, ITP blocks certain cookies from websites

Before ITP: Safari desktop & mobile browsers blocked 3 party cookies by default (15t party cookies were
traditionally safe from automatic blocking/removal, as they retain user sessions/login status, shopping cart info,
website settings etc.)

With ITP: Apple removes possibility of 1Stparty user event establishing a more persistent cookie readable in 3rd
party contexts.

1) Safari determines algorithmically whether a web domain has the ability to track a user across sites

2) When a domain is flagged as being able to track a user across sites, 2 new rules are applied to cookies
from that domain:
- 24 hours after most recent 15t party interaction with the domain, cookie payload for that domain
becomes unavailable in a third-party context
- 30 days after most recent 15t party interaction with the domain, cookie payload for that domain is purged

: iab.



Implications of ITP for Advertising

Eliminates method of establishing consistent, cookie-based identity for use by 3rd party ad systems
(ultimately depreciates value of cookies in match tables). Other implications:

» Publishers with (a) frequent first-party engagements with users and (b) their own advertising ecosystems will
be less affected than smaller publishers (who are more reliant on 3' party tracking)

» Publishers with significant off-property (“network™) business will be significantly affected
* Industry efforts to create standard |ID (using cookies) may be further challenged as will industry wide opt-out

« Minimal impact on short-term conversion tracking (cookie remains available for 24 hours after it's been set
during click), and web analytics (whose systems generally depend on 15t party cookies set by JavaScript)

. iab.


http://www.prnewswire.com/news-releases/appnexus-liveramp-and-mediamath-launch-technology-consortium-to-enable-people-based-programmatic-advertising-300451304.html

Short-term Solutions to Mitigate ITP Impact on Reach, Targeting, Measurement

(within browser-based and in-app webview Safari environments)

Focus on establishing a first-party assets (continually refresh that 15t party asset vs relying on 3rd-party
data synch)

Buyers:
« Develop first-party data strategy by leveraging first-party cookies in combination with ID matching to protect

and activate data assets.

* Advertisers can serve 15t party cookies from their own sites, warehouse in a 15t party location (onboard data
from external sources to enrich)

* Apply non-cookie-based technologies for user identification and impression valuation (Probabilistic and

statistical approaches are the most common)

Publishers:

* Build data assets against first-party cookies and store in ways that retain first-party relationships with users
(warehousing done via white label DMP, or bespoke/custom DMP).

« Consistently use same ID matching service as buyers and DMP partners (allows buyers to decision on
publisher first-party data by mapping that data to the identity vendor’s user ID for un-fragmented activation).
Note: not all identity vendors develop their own ID, should factor into partner selection in this scenario

o
17 More info: https://iabtechlab.com/safari-response/ lab "



Other Ways of Identifying Users Across Screens

Access to Advertising IDs - not a given
Marketers assume Ad IDs gathered by publishers openly accessible / transferable (not always the case, more so in RTB settings)

Device graphs
Rely on two distinct approaches: probabilistic and deterministic methods
Challenges with both approaches include accuracy testing and controlling for errors (ex: friends, family, using same device)

Deterministic Approaches:

Relies on PII (ex: email, ph #, mailing address, credit card info) to identify / target same user across screens

- User logs in or makes a purchase, deterministic providers associate those device IDs or cookies in a device graph
- Because of ability to authenticate across devices, deterministic approaches are thought of as most accurate

- Downside is perceived lack of scale across devices (hard limits to the amount of reg data that companies have)

- Because of this, some deterministic providers may also leverage probabilistic device inferences

Probabilistic Approaches

Incorporates thousands of anonymous data points (device type, OS, location data etc.) to identify statistical correlations between devices.
« Signals may be also be drawn from multi-user identifiers like IP addresses or geographic regions.

» Based on these signals, probabilistic techniques attempt to determine devices likely used by the same person.

* Once determination is made, provider assigns particular statistical ID to the device.

. iab.



Precision (accuracy) and Recall (reach or scale) in Probabilistic Approaches

High Precision Graph High Recall Graph
- 2 O K 0 U
" " E "B

- - 0 5 L
8 B . H
L] 4[] DO @20
- . g g

Of the devices matched, all are correct

(but leaves many devices unmatched) A lot more devices are matched

(but not all matches are correct) ° b
1aD.
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Linking Across Data Sets | Tactics for Bridging Web to App

marketers must mix and match

8:00 AM 12:00 Noon 6:00 PM 10:00 PM 10:00 AM

Mobile Web Mobile Web Mobile Tablet Web Tablet App Mobile App Mobile App
Browser Browser App Browser Discussion with friend Return visit on Visit to local store
Product search  Click on sponsored search Continued on messaging app installed retail app for  where consumer uses
for consumer ad leads to deep link and  product search about product price check and local ~ 10% in-app coupon for
electronics download of retailer app on tablet recommendations in-store availability store purchase
Cookie ID Coockie ID Advertlsmg Cookie ID Advertlsmg Advemsmg Advertlsmg

Combination of web-based IP addresses, cookies, app-based Ad IDs, 1st and 3rd party data and location

Identifiers o
20 Iab.



Screens vs Users | How Audiences are Counted Matters

A consumer with a single device can have multiple ID’s

One User, One Screen, Multiple ID’s

AAID - Google Android In-App Advertiser ID
§T7987bca-ae59-4¢c7d-94ba-eedf19abBc21

SHA1 - Hashed Ad ID Q
d42b4890298Ic4B21a52c11f24e2aBacD6ia10b0

TIP: Confirm the

MDS5 - Hashed Ad ID process by which
a06c008973b8a1bA6e08TcB 1492271
R S T your vendor is

AAID - Google Android In-App Advertiser ID mat:hlng IDs to
) 97987bca-aed9-4c7d-94ba-eedl19abic2 users

Mobile Cookie ID (Third Party)
BEAF 1 TcaSuLYABIAWMFAg==

Mobile Cookie ID (Third Party)

! _j VEOP2CcuSVPUTIVAMCGF -4+

-
'
)

Source: Conversant
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Example Identity Match Processes

- Since cookies are domain-specific, those

created by one 3rd-party cannot be read by
another unless matching process used

- “Cookie synch” used by companies to jointly

identify user’s browser

Cookie ID

BEAF1TcaSuLY D
ABIAWMFAg== | ! !

Platform / Provider A

Cookie ID

XBEAF1TcaSulL
YABiAWMFAg++

Platform / Provider B

 Match table created to map IDs of one platform
to IDs for that same user, on another.

« Ad IDs gathered through mobile in-app can also
be linked with cookie IDs

AdID
d42b4890298fc4821a52c
11f24e2a8ac06fa10b0

<

Cookie ID

IDFA rBEAF1 TcaSulYABiAw

affel34e3c8e805d2ib72 P MFAg—
151146ab7841f275¢36

® AdID

ba06c008973bBa1bffée08
761492271

- Cookie ID
XBEAF1TcaSuLYABIA
wMFAg++

e |ID clusters combined in device graph-building process
 Result is data that creates connections between IDs based

on anonymous and/or login data

NOTE: Post Safari ITP techniques going forward will likely be based on:

(1) a short-interval sync leveraging 1st-party assets available within 24 hours;
(2) passively executed sync using HTTP header fields (user agent, referrer, etc.), on-page script, or other probabilistic approaches
(3) an actively requested sync through user-provided data such as email address or via an explicit authentication

iab.



Marketer Considerations for Data Linkage / Matching Vendors

Discuss service pricing model (ex; flat rate, CPM rate, matched user rate)

Determine data onboarding process/costs (how client segments / data handled to ensure compliance)

Question vendor processes for matching devices, cookies and IDs

How does the vendor measure performance for their solution?

23
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Privacy Resources

Apple iI0S Advertising Preferences and Opt-Out
process

Other Opt-Out Mechanisms
 DAA (Digital Advertising Alliance) AdChoices
and App Choices

User Permissions for Location Data In-App and
mobile web

GDPR: IAB working group forming to help educate

A BEST PRACTICES PRIMER FOR MOBILE & CROSS-DEVICE MARKETING

iab MOBILE IDENTITY GUIDE FOR MARKETERS
L]

Google policy prohiblts app developers and assoclated markefing companies from using fhe advertising ID for inferest fracking and
targafing purposas following an optaut. Cnly non-nterest bosed ods may be shown fo vsers who have opted out In interest based ods
Google guidelines stafe that app developers must respect user's parsonalizad od flag preferences and may not link the Advarfising 1D to
personal Identifiable Information or persistent device 10s [such as the previously menfloned hardware-based IMEI or Mac address) without
explicit user consent. As Google states In their developer guidelines:"You must abide by o user's 'Opt out of Interest-based odverfizing’
ar “Opt out of Ads Persanalization’ seffing. IF o user has enabled this satting, you may not use the advertising identifier for craching user
profiles for advarhising purposes or for fargeting users with personalized adverfising. Allowed activities include contextual advarhising,
frequency capping, converslon fracking, reparting and securify and fraud defection. Visit the Androld Developer Policy Center for more
detall on usage of the Android Advertising ID.

APPLE 105 ADVERTISING PREFERENCES AND
OPT-OUT PROCESS

Apple's 105 olso enables consumers to opt out of Inferestbosed ads A Trcking
served within mobile apps by selecting the "Limit Ad Ti
The process Is s fallows

» Choose “Setiings” from the 105 home screen
» Select Privacy

* Select Advertizsing

« Selact “Limit Ad Tracking”

NOTE: In iO5 10 and later, when the consumer has selected "limit od
tracking”, the value of the IDFA advertising identifier iz et to: DO00D000-
0000-0000-0000-000000000000).

OPT-OUT PROCESS FOR 105 SAFARI MOBILE BROWSERS
Appla smart phone ownars moy also opt out of ad fracking on Safari
through the following steps

» Select "Seftings” from the home screen
+ locate the Safarl browser app lcon
» Select “Do Nat Track”

NOTE: Apple i05 does not allow the use of cookies for 3rd party advertising
serving purpases. However browser cackies may be used by websites io

shore infarmation about user visits and shopping cart preferences and to serve
mare relevant content and offers. Consumers have the opfion with their S<h

hari
browser privacy seHings to dlear their brewsing histery and cockies and,
whilz using the browser, 1o enable private browsing.

OTHER OPT-OUT MECHANISMS

The DA [Digital Advertising Alliance) is on indusiry body focused on giving consumers mars control
ond better understanding of interesthased ads that ore served based on online behovior. IAB and many ather
organizations ars members of DAA_ Their AdChaicss privocy maonagemeant salution |
and App Choices service {for in app adverfising) ore visible to consumers in the form of icons disployed in
o arsund ad creative. When the consumer clicks the icon they're presented with information about the data

web and mobile web)

prowiders and ad servers that are sed 1o zelect and sarve ads and they can opt cut Frem raceiving interest
based ads in the future. Cansumers con downlood the DA4 AppChoices app on #035 and Android devices fo
opt out of inkeresthased ads rom o parficular company, of they can "seled ol companies” with o dick.




Other IAB Identity Initiatives

ldentity Standards Working Group Examining ldentity solutions and key quality
components:

* Reliability (persistence) of underlying data currencies used

* Processes to associate nodes to graph

e Graph maintenance over time

« Consumer privacy considerations

\ iab.



Get Involved!

IAB Members Contact: committees@iab.com
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‘ Eric John

eric@iab.com
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