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Reports About
Slow DMARC Adoption



Annual Email Security Reports

DMARC Intelligence Report

February 2016

- Annual reports cited growing
adoption for several years

) Boen Sea for Phishers . Email authentication featured
oy industry analysts

. Focus of reports shitting to

2015

ONLINE TRUST ‘ publication of more stringent
AUDIT and ey .
HONOR ROLL reject” policies

Analysis of the adoption of best practices in:

« Brand Protection
- Site, Server & Infrastructure Security
+ Data Protection, Privacy & Transparency

OTA

Online Trust Alliance




Email Security Firms Focused On Reject

AGARI

Return Path
“Protect your “Implementing
customers and a DMARC “reject”
brand by safely policy is still the best
publishing DMARC way to block phishing
reject policies.” attacks”

“...they lack a reject
or quarantine policy.
Without enforcement,
there’s no real
protection.”



News Articles More Frequent

TER SOFTWARE SECURITY TRANSFORMATION  DEVOPS BUSINESS PERSONAL TECH

. Data breach

IBM All-flash Storage

increase in performance?

Almost all UK law firms - W OMARC anti-phishing standard . Business Email Compromise

vulnerable to email fraud, adoption is lagging even in big firms
StUdy shows We could cut down on e-mail spoofing, but we
don't
. - Ransomware
rd Chirgwin 24 Aug 2017 at 01:53 SHARE v
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Government and Bank Websites Flunk New

Security and Privacy Test ® Ema” |S the prlmary Or mOSt

by HERB WEISBAUM

_ \S/::::tes :Jn by the country’s largest banks and the U.S. federal government -:re q U e n t \/e Cto r fo r t h e S e a tt a C kS

scored the poorest in a new security and privacy analysis.

FBI: BUSlneSS Emall Compromlse ] The non-profit Online Trust Alliance (OTA) Alliance anonymously audited more

a $5 Billion Industry kg Lo Industry and press increasingly

May$8, 20171621 ' by Paul The OTA's 2017 Online Trust Audit & Honor Roll found that many of the

o °
companies and government agencies that operate some widely-used websites d r t T r‘ l t n
) ) ) ) ) ) ) ) drop the ball when it comes to security and responsible privacy practices. 6 E S 6 E a 6 E O S O u | O S
I n-brief: the FBI is warning the public to beware of business email compromise attacks, sayin

they have cost U.S. businesses more than $1.6 billion in losses since 2013. Slightly more than half (52 percent) of the audited sites qualified for the OTA's

Honor Roll — a five percent improvement from 2016 and up from just 30 percent
The U.S. Federal Bureau of Investigation (FBI) is warning business owners and the pub in 2014

about the growing threat posed by so-called “business email compromises,” a form of g

scam in which employees are fooled into transferring money to cyber criminals, often

believing that they are acting on orders from senior executives.




What Are The Obstacles to
DMARC Adoption?



Obstacles To Adoption

- Email operations often dispersec . Are my customers asking ror it?
across departments, outsourced

- |s there a penalty for not doing this?

- Email authentication requires

o . Does arelevant regulator or agenc
coordination 5 5eNeY

require this?

. Email marketing drives revenue |
5 . Do my current vendors offer this?

. Cleanup expenses would increase
budgets, lower profits

- Do I have to find an expert?



What Happens Next?



Government Views Evolving

Government to name and shame
departments failing to secure email

GOVERNMENT

o DHS will sean agencies for DMARC,
other hygiene measures

12 Oct 201617:00

The NCSC is pilot
such as Dmarc an
those which fail tq

RON WYDEN COMMITTEES:
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- - JOINT COMMITTEE ON TAXATION

WASHINGTON, DC 20510-3703

July 18, 2017

Jeanette Manfra

Senior Official Performing the Duties of the Under Secretary
National Protection & Programs Directorate

Department of Homeland Security

Washington, D.C. 20528

Dear Ms. Manfra:

[ write to ask you to take immediate steps to ensure that hackers cannot send emails that
impersonate federal agencies. Industry-standard technologies exist, and are already used
throughout the private sector and even by a few federal agencies, which, if enabled, would make
it significantly harder for fraudsters and foreign governments to impersonate federal agencies.

Dutch, German agencies moved early

US and Australian agencies tollow

UK sets national policy in late 2016

FTC and NIST make strong recommendations
Senator Wyden calls for government adoption

DHS announces DMARC Initiative
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