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Foreword

This rule-based standard drafting @B/ T 1.1-2009 and B/ T 20000. 2-2009 gi ven.

Instead of the standard B/ T 28454-2012 "Infornation technology - Security
techniques Intrusion Detection System (IDS) selection, deploynent and operation."

Conpared with the B/ T 28454-2012, the main changes are as follows:

- structural changes are: Mdify the original standard suspension segnent as a
separate chapter (see 7.1,7.3.1,7.4.7.1,7.4.9.1,7.5.1,8.1,8.3.1,9.1,9.4.1,9.5.1,9.6. 1,
A2.1, A3.1, A3.4.2.1, A3.43.1, A3.451, A41, A6.2.1, A6.2.1, A7.1);

- technological changes in Appendix B

This standard ISO/ ITEC 27039: 2015 and their nain differences for the following
reasons:

- topic errata, the "operations" changed to "operation" (see English title);
-Standard Structure: Due to the international reference standard in intrusion
detection and prevention product safety and other standards no rating, while Standard
abbreviations nore, to maintain continuity with the old standards, the increase in

Chapter 2, "Normative references" and 4 Chapter "Abbreviations";

- Standard section 7.3.1 adds "Wien the organization has requested level of security
aspects of IDPS products, see B/ T 20275 and B/ T 28451"The nain consideration
protection requirenents for IDPS product safety level;

- increase the informative Appendix B

This nodified standard international standards ISO/ TEC 27039: 2015 "Infornation
technology - Security techniques intrusion detection and prevention system (IDPS)
selection, deploynent and operation."

This standard is proposed and nmanaged by the MNational Information Security
St andardi zation Technical Conmittee (SAC/ T(C260).

This standard was drafted: Shandong Province Institute of Standardization, China
Information Security Certification Center, Shaanxi Province Network and Information
Security Evaluation Center, Beijing Talent Network Security Technology Co., Ltd.

The main drafters: Shuguang, Wng L, Wing Fengjiao, Wi, Wi public, Bin, Yang Fan,
Leixiao Feng

This standard supersedes the previous editions are:

—@B / T 28454-2012.
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Introduction

(rganizations before selecting and deploying intrusion detection and prevention
systens (IDPS), not only should know when their network, systemor application invasion
occurred, is occurring, and howit happened, but also should know what the use of
intrusion vulnerability, and to prevent simlar intrusion, or what protective neasures
appropriate risk treatnent nethods will be inplenented in the future (ie, risk
mtigation, risk retention, risk avoidance, risk sharing). (rganizations should identify
and prevent network-based intrusion. In the mid-1990s, the organization began using
intrusion detection and prevention systens (IDPS) to neet those needs. Wth the energence
of a series of IDPS products, IDPS applications continue to expand to neet the growing
denmand for tissue intrusion detection and prevention capabilities.

To get the maxi mumbenefit fromIDPS, the process should be perforned by trained and
experienced personnel carefully planned and inplenented selection, deploynent and
operation of IDPS. Wen the process of inplenenting, IDPS products can help organizations
exploit information obtained, and can play an inportant role in the safety of the entire
information and communication technology infrastructure.

This standard provides an effective selection, deploynent and operation of IDPS
Guide, and the basics of IDPS. This standard applies to consider while outsourcing its
intrusion detection capabilities of the organization. Qutsourcing the service-level
agreenents can be found in the IT service managenent processes based on 1SO/ TEC 20000
in.

This standard is prinmarily intended to help:

a) Organization neets the following requirenents (B / T 22080-2016 of:

—The organization shall inplenent procedures and other controls to quickly
detect and respond to security incidents;

—The organization shall perform the nonitoring and review process and other
safety hazards and de facto control of security events to identify
appropriate attenpts.

b) (rganizations to achieve security control to neet the following objectives @B/ T

22081-2016 of:

—Detect unauthorized information processing activities;

—The system should mnonitor and record information security matters. The
operator should use the default log and log information to ensure that the
problemis identified system

—The organization should conply with all the relevant legal requirenents
applicable to nonitor and record activities;

—Mbnitoring system should be wused to check the wvalidity of the control
inplenented to verify conpliance access policy nodel.

The organization should recognize that to neet the above requirenents, it is not the
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only deploying IDPS and (or) perfect solution. In addition, this standard is not intended
to be part of conformity assessnent criteria, such as information security nanagenent

system (ISMP) certification, IDPS service or product certification.
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Information technology — Security techniques intrusion
detection and prevention system (IDPS) selection,

deployment and operation

1 range

This standard provides guidelines to help organizations prepare to deploy intrusion
detection and prevention systens (IDPS) of. In particularThis standardDetails IDPS
selection, deploynent and operation. At the sane tine standard gives background

information to get these guidelines.
2 Normative References

The following docunents for the application of this docunent is essential. Al the
reference docunents date, only the edition is applicable to this docunent. For undated
references, the latest edition (including any anendnents) applies to this docunent.

@B/ T 18336 (all parts) IT security evaluation criteria IT security technol ogy
(15408 (all parts of I1SO/ TEC), IDI)

@B/ T 20275 Information security technol ogy network intrusion detection system
technical requirenents and test nethod for evaluation

@B/ T 20985.1-2017 Information technology - Security techniques - Information
security incident managenent - Part 1: Event managenent principles (ISO/ ITEC 27035-1:
2006, 1DI)

@B/ T 22080-2016 Information technology - Security techniques Information Security
Mnagenent System Requirenents (ISO/ TEC 27001: 2013, I1DI)

@B/ T 22081-2016 Information technology - Security techniques - Infornmation security
control practice guidelines (ISO/ TEC 27002: 2013, I1DI)

@B/ T 25068.2-XXXX IT Security Network Security Technology: Part 2: Security Network
Design and Inplenentation Gaiide (ISO/ ITEC 27033-2: 2012, IDI)

@B/ T 25068.3-2010 Information technology - Security techniques - IT network
security - Part 3: Wingjiantongxin security gateway security (ISO/ TEC 18028-3: 2005,
1DI)

@B/ T 28451 information security technol ogy network-based intrusion prevention
product technical requirenents and testing and evaluation approaches

@B/ T 29246-2017 Information technology - Security techniques - Information Security
Mnagenent System Overview and vocabulary (ISO/ TEC 27000: 2016, IDI)

@B/ T 32920-2016 Information technology security technology industry and inter-
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organi zational commnication information security managenent (ISO/ TEC 27010: 2012, IDI)
ISO/ TEC 27033-1: 2009 Information technology - Security Network Security

Technol ogy: Part 1: Overview and concepts

3 Terms and Definitions

@B/ T 29246-2017 and defining the following terns and definitions apply to this

docunent .
3.1

Attack attack

In the information system the systemand / or destruction of infornation,
disclosure, alteration or loss of function or try to nmake it contrary to its security
policy.
3.2

Attack signature attack signature

Execute an attack of conmputer activity series or a variant thereof (sually be
deternined by examining network traffic or log host ,IDPS also be found according to their
attacks have occurred.

Note: This can also be called an attack mode.
3.3

Proof attestation
Variables generated public key encryption, can IDPS software prograns and devices to
identify the identity of its renote party.

Note:See 2.23 renote attestation.
3.4

Bridge bridge
Layer located OBl 2 local area network LAN connected to the other network device

using the sane protocol.
3.5

Cryptographic hash cryptographic hash value
Assigned to a file and used to test the mathematical value in the latter part of this

docunent ,To verify the data contained in the file is not nalicious changes.
3.6

Denial of service attacks (Denial-of-Service) attack
DoS
By flooding bandwidth or resources of the target system a plurality of broken ring

systemaccording to unauthorized access to systemresources and operating system
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functions or delay the loss of availability of authorized users.
3.7

Distributed denial of service attacks distributed Denial-of-Service attack

DDoS

By flooding the bandwidth or resources of the target system disruption of miltiple
systens approach to unauthorized access to systemresources or delayed system operation

and function, resulting in loss of availability of authorized users.
3.8

DMZ Demilitarized zone

DMZ

Logical or physical network located in the space between the outer border routers and
firewalls.

¥1: DMZ nmay be located between the network, if necessary, can be placed under close observation.

3£2: They usually contain unsafe area Public Domain Security bastion host.
3.9

(Flaw) exploit exploit

(he way has clearly undermine systemsecurity vulnerability information defined use.
3.10

Firewall firewall

Disposed between a network environnent class barrier. It can be a dedicated device,It
may be a conbination of several conponents and technologies. All communications between
the network environnent must flow through the firewall (Only allowed, authorized

comuni cation according to local security policy defined by.
[Quoted from ISO/ IEC 27033-1: 2009]

3. 11

False false positive

IDPS alarm when there is no case of attack.
3.12

False negative false negative

The case when an attack occurs IDPS no alarm
3.13

Honeypot honeypot
To deceive, disrupt and distract the attacker's decoy systemPronpting the attacker
to spend tine on sone of the information,This infornation is valuable to look,In fact

false,No value to legitinate users
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3.14

Host host
A TCP / TP network protocol (e.g., Internet), the systemnay be set, or conputer

addresses.
3. 15

Intruder intruder
For the target host, site, network or organization,W are or have been subject to

attack or invasion.
3.16

Intrusion intrusion
Uhaut horized access to a network or networked systens,That is an information system
on intentional or unintentional unauthorized access,Including internal information system

for malicious activity or information systemresources fromunauthorized use.
3.17

IDS intrusion detection

Intrusion detection formal process. The process is generally characterized as follows
knowl edge acquisition: Abnormal usage patterns, and the vulnerability of the type to be
utilized by the way, and when i1t happened and how 1t happened.

3.18

Intrusion detection system IDS
IDS
In information systens and networks, a nethod for identifying sone have tried,

intrusion is occurring or has occurred, and can be nade technol ogy systemresponse.
3.19

IPS intrusion prevention system
IPS
Variant specifically designed to provide a responsiveness active intrusion detection

system
3.20

Intrusion detection and prevention system, intrusion detection and prevention system

IDPS

In order to prevent nmalicious activity and nonitoring systens intrusion detection
system (ID5) and Intrusion Prevention SystemIPS software application or device, 1DB
alarmcan only be found on these activities, and the ability to block certain IPS

Intrusion detected.



GB / T 28454-XXXX

Note: If you need to guard against attacks, IPS will actively deployed in the network. If deployed
in the passive mode, it will not provide the above functions, which can provide only an alarm

function effectively as conventional as IDS.
3.2

Penetration penetration

Bypass systemsecurity, unauthorized acts
3.22

Upgrade provisioning online
Installation of information technology (IT) equipnent the right software, enforce

security policies and processes configuration data is 1oaded.
3.23

Remote Attestation remote attestation
The use of digital certificates to ensure the identity and IDPS software and hardware
configuration,And securely transfer the information to a trusted process operations

center.
3.24

Response response
Incident response or intrusion response incident response or intrusion response
Wen the attack or invasion,In order to protect and restore operations information

systemup and running conditions and the information stored therein taken.
3.25

Router router

Select a path or route through a route protocol nechanisns and al gorithns  Network
devices to establish and control the data flow between different networks.

E1: Wiich itself may be based on different network protocols.

3£2: Routing information stored in the routing table.

[Quoted from 1SO/ TEC 27033-1: 2009]
3.26

Server server

Conputer systemor programprovides services to other conputers.
3.27

Service Level Agreement Service Level Agreement
SLA
The provisions of technical support contracts or business performance
objectives ,Including service providers offer to their custoners as well as perfornance

neasurenent of the results of failure
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3.28

Sensor sensor
Information fromthe systemor network to be observed, the collection nenber IDPS one
kind or agent situation data by sensing, nonitoring and the like.

Note: also called a monitor.

3.29

Subnet subnet

In certain network,Sharing a part of the public address conponents

3.30

Switch switch
Bet ween net worked devices,(he kind of communication device is provided by neans of an
internal exchange nechanism Switching technology which is usually inplenented in two or
three layers of the (Bl reference nodel.
NOTE: The switch is different from other LAN interconnection equipment(Such as a hub),The reason is
that technology is used to establish point-switch-connection basis. Ensure that network traffic
is visible only to the address of the network equipnent ,And several connections can co-exist.

[Quoted from 1SO/ TEC 27033-1: 2009]
3.31

Test access point

Test Access Points

TAP

Typical passive device,It will not install any load on the network packet ;Wen they
make the data collected in the network interface is not visible,Also can increase the
security level ,Here still holding layer 2 switch ports

Note: TAP also gives the function of multi—port ,In this way, without losing the ability to IDPS, You

can debug network problens.
3.32

Trojan trojan horse

That nasquerades as a benign application software malicious prograns.
3.33

Virus virus
Che kind of malware with bad intentions can cause potential harm directly or

indirectly, to the user and (or) the user's system
3.34

Virtual Private Network virtual private network
VPN
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(ne kind of a virtual network using tunneling connection, i.e., a logical conputer
network limted to use of the network resources based on the physical build a network
system establishing a connection through the actual network.

[Gted: B/ T 25068.3-2010]

3.35

Vulnerability vulnerability
It nmay be one or nore assets or control neasures using the threat of weakness.
[Gted: B/ T 29246-2017]

4 Abbreviations

The following abbreviations are applicable to this docunent.

AL DPS Based IDPS applications Application-Based 1DPS
APl Application Progranmng Interface Application Progranming Interface
ARP ARP Address Resolution Protocol

03 Common (ateway Interface Common (ateway Interface

CPU for Central Processing lhit

DVZ Demilitarized Zone Demilitarized Zone

DN\S Donmain Nane System Domain Nane System

DS Distributed Denial of Service Distributed Denial of Service

DoS Denial of Service Denial of Service

ICQW Internet Control Mssage Protocol Internet Control Mssage Protocol
IDS Intrusion Detection System Intrusion Detection System

IDPS intrusion detection and prevention systemIntrusion Detection and Prevention

Syst ens
I / OlInput / Oatput Input / output
I ODEF Event Object Description Exchange Format Incident (bject Description

Exchange Format
IP Internet Protocol Internet Protocol
IPS Intrusion Prevention System Intrusion Prevention System
ISIRT Information Security Incident Response Team Information Security Incident
Response Team
IT Information Technol ogy Information technol ogy
H DS Host-based intrusion detection systens Host-based 1S
HDPS host-based 1DPS Host-based 1DPS
HPS Host Intrusion Prevention System Based Host-based IPS
HITP Hypertext Transfer Protocol Hypertext Transfer Protocol
MC MC Mdia Access Control
MB MB Mnagenent Infornation Base
N DPS net work-based IDPS Net work-based 1DPS
NPS network-based Intrusion Prevention System Network-based IPS
NOC Network (perations Center Network (perations Center
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GBI GBI (pen System Interconnection

RIDreal-tine network defense Real-tine Intern-network Defence

RO RA Return On Investnent

SIEMsecurity infornmation and events nanagenent Security Information Event
Mnagenent

SMP Short Mssage System Short Mssage System

SLA Service Level Agreenent Service Level Agreenent

SMP Sinple Mil Transfer Protocol Sinple Mil Transfer Protocol

SNVWP SNWP Sinple Network Mnagenent Protocol

SPAN Switch Port Analyzer Switch Port Analyzer

A test access point TAP Test Access Points

TCP Transm ssion Control Protocol Transport Control Protocol

WP ser Imtagram Protocol User Datagram Protocol

WN VMirtual Private Network Mirtual Private Network

5 background

The purpose of intrusion detection and prevention systens (IDPS) is a passive
monitor, detect and record inproper, incorrect, suspicious or unusual activities when
these activities mnay represent intrusion is detected, IDPS an alarm and ( or) the
automatic response. Responsibilities of full-tinme IT security personnel are actively
reviewed IDPS alarm and associated logs in order to make decisions on the appropriate
response. W need to quickly detect when the tissue invasion of organizational
information system and an appropriate response, should consider deploying IDPS.
(Qrganizations can obtain by deploying IDPS IDPS software and (or) hardware products, it
can also be deployed by the IDPS IDPS IDPS outsourcing service providers the ability to
fashi on.

There are nany commercial or open source IDPS products and services, their different
techniques and nethods. In addition, IDPS is not plug and play technology. So when the
organization is ready to deploy IDPS, should at least be faniliar with guidelines and
information provided by this standard.

Appendix A lists the main foundation of know edge about the IDPS. This appendix
explains the characteristics of different types of IDPS:

—Network-based IDPS (NIDPS), wherein the nonitoring devices or a specific network
segnent network traffic, network and application protocol activity analysis to identify
suspicious activity;

—, Werein a single host and nonitoring events occurring in a host wherein, for
host-based IDPS (HIDPS) are three basic nethods for detecting suspicious activity
analysis, i.e., based on feature detection, anomaly detection based on statistical
analysis of the detection, the state of the protocol.

Behavior analysis nethod can be applied network-based and host-based IDPS. This
nethod checks the network traffic and host activities to identify abnormal behavior pose
a threat, such as Distributed Denial of Service (DS) attack, brute force attacks,

8
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specific forns of malware and policy violations (such as client system providing network
services to other systens).

Information host-based intrusion detection and prevention systens (HDPS) derived
from one or mnore hosts, and web-based information system intrusion detection and
prevention (N DPS) derived from one or nore network traffic segnents. Mthods based on
msuse of the information system attacks suffered by nodeling for a specific attack
signatures, and then scan the system as a whole, the nunber of attack signatures
statistics. This process needs to consider the early acts and activities with intrusion
or malicious conduct of specific coding. The nethod is based on an abnormality detecting
intrusion attenpts to severely abnormal behavior was found by the nethod based on such an
assunption, these attacks different fromnornal or legitinmate behavior, and the systemto
recognize the differences detected.

(Organization should realize the advantages of the different information from
different sources and nethods of analysis, drawbacks or limtations which can affect the
ability to detect specific attacks, and can affect the installation, the mnaintenance
difficulty IDPS.

6 General

IDPS features and limtations (see Appendix A) shows that, based on the appropriate
host tissue (including nonitoring application) and a conbination of network-based, fully
covered to achieve the effect of potential intrusion. IDPS each type has its strengths
and limtations, together, they can provide the ability to better security alarm events
coverage and analysis.

IDPS conbination of different techniques rely on the availability of the associated
engine managenent system alarm Artificial NDPS and alarns associated HIDPS to the
operator in work overload, no other advantages, which is worse than the results from a
single IDPS selected the nost appropriate output.

In tissue selection, deploynent, and operation of IDPS process shown in Figure 1, the

subsequent sections of the key steps in this procedure is described in detail.
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FIG 1 IDPS selection, deployment and operation

7 select

7.1 Brief introduction

There are many IDPS products and product lines to choose from These products cover a
very expensive commercial systens need to support the latest hardware from the free
product can be deployed on lowcost to the host. Because too many alternative IDPS
products, fromSel ect best mneets organizational needs IDPS products very difficult.
Mreover ,There mnay have limted conpatibility between the various IDPS products.
QG her ,Since the potential nerger and wide geographic distribution of the organization,The
organization nay have to use different IDPS,Integration is also a great challenge of
these different IDPS

In the operation of the network traffic in a large,IDPS manufacturer's instructions
may not be able to describe how good intrusion detection,As well as the deploynent,
operation and maintenance of the difficulty of IDPS how much. Mnufacturers can point out
vwhich attacks can be detected,But at the lack of understanding of an organization's
network traffic premise,IDPS describe how effective inplenentation and to avoid false
positives and false negatives are very difficult. IDPS active and independent assessnent
need responsiveness, and mapped to the tissue requirenents. The above process should
include deep packet inspection and require reconbination, rather than requiring network
performance and cost considerations. Therefore rely solely on information supplied by the
manufacturer IDPS capacity is not enough,(Grganization is not recommended to do so.

@B/ T 18336 (all parts)IDPS available for evaluation. In this case, conpared to the
manufacturer's instructions, the docunent known as the "safety objectives" may conprise
IDPS nore accurate and reliable performance of the description. The organization should
use this docunent in the selection process.

The following subsections provide a selection process should be organized through the

10
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use of the elenents in the IDPS.
7.2 Information Security Risk Assessment

Before selecting IDPS,The organization should perform information security risk
assessment, the aim is to identify for the organizationThere may be vulnerabilities
specific information system attacks and intrusions (Threat), andConsider the follow ng
factors, such as the nature of the information systens and the need to use howProtection
information, type of commnication system and other operating factors and environnental
uses. In the context of organization-specific information system security objectives, By
considering these potential threats, the organization can effectively identify and
mtigate risks with a cost-effective control.Identified as IDPS control functions
provided by the need to provide the foundation.

Note: The information security risk assessment and management GB / T 22080-2016 standardThene of.

Once installed and IDPS IDPS operable,According to the operating systemshould change
and environnental threats, continued inplenentation of riskEvaluation process, To

periodically review the effectiveness of controls.
7.3 Host or network IDPS

7.3.1 Outline

IDPS deploynent should be based on organizational risk assessnment and asset
protection a priority. In selecting IDPS,Research should nonitor the situation of the
nost effectiveMthods. Host-based 1DPS (H DPS) And web-basedl DPS (NIDPS)It can be deployed
together. Installation and maintenanceNDPS care is usually the easiest, soselectIDPS
noni t oring net hod, The organization should theNIDPS inplenented in phases, and then deploy
HDPS on critical servers.

Each option has its advantages and disadvantages. For exanple, the external firewall
can effectively prevent the need to scan a large nunber of alarm events, and
thereforewhenWien IDPS deployed outside the external firewall, IDPS can generate a lot of
alarmdoes not require careful analysis.

Wien the organization has requested level of security aspects of IDPS products, see
@B/ T 20275 and B/ T 28451.

7.3.2 Host—based IDPS (HIDPS)

Select HIIDPS need to identify the target host. In view of the full deploynent HDPS
on each host organization it is very expensive and can only be deployed HHDPS on critical
hosts. So HDPS deployment should prioritize based on risk analysis and cost-
effectiveness considerations. Wen H DPS deployed on all or a significant nunber of host
organizations IDPS should be deployed with centralized mnanagenent and reporting

capabilities.
7.3.3 Network-based IDPS (NIDPS)

Wien deploying NDPS, The main factor to consider is placed in what position sensor
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system Options include:
—In the external firewall;
—In addition to the external firewall;
—On the main backbone net work;

—In key subnet.
7.4 Considerations
7.4.1 System Environment

(Organizations should be based on security risk assessment, in order of priority,
first determine what assets to protect, and then custom fit IDPS environnent. To achieve
this goal, the need to collect at least the following infornmation system environnent:

—The nunber and location of the host, the network entry and network topology to the
external network connection points described in detail;

—Description of enterprise network managenent system

—UFach host operating system

—The nunber and type of network devices such as routers, bridges, and switches;

—MNinber and type of servers, and dial-up lines;

—Any network server description, including the type, configuration, application
software and versions are running;

—Connected to an external network, conprising a support and a nominal bandw dth
protocol;

—And the introduction of a different connection path docunents return path, i.e.,

asymmetric data stream
7.4.2 Security protection

After the technical attributes of the recording system environnent, it should
identify the security nechanisminstalled. A least the following infornation:

—Denilitarized zone (the DVY);

—Firewall and router filtering nunber, type and position;

—Authentication server;

—Dnta and communication link encryption;

—AMti-malware or anti-virus package;

—Access control products;

—Professional security hardware such as encryption hardware;

—WVirtual private networks (VPNs);

—Any other security nechanisns installed.
7.4.3 IDPS security policy

After identification system and general security environnent,Should determ nel DPS
security policy. SafetyStrategies need to answer at least the follow ng key questions:
—To nonitor what infornmation assets;

—Not opened successfully or unsuccessfully closed case what strategy to adopt;

12
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—Wat type of IDPS needs;

—IDPS can be placed in any position;

—To detect what type of attack;

—Wat type of infornmation to be recorded;

—Wien an attack is detected to provide an alarm or what type of response.

IDPS security policy reflects the target tissue for the IDPS investnent. This is the
initial step in trying to get the maxinmumbenefit fromthe IDPS assets.

For a detailed description IDPS security policy goals and objectives, the
organization should first identify the risks from internal and external sources. The
organization should understand that some nmanufacturers have IDPS IDPS security policy is
defined as a set of rules IDPS used to generate an alarm

Existing organization's security policy should be reviewed to provide for the needs
of IDPS tenplate, the tenplate can be clearly defined and based on confidentiality,
integrity, availability and security objectives standard anti-repudiation, but also
according to mnore general managenent objectives such as privacy, responsibility
protection and nmanageability explicitly and regulations.

Wien the IDPS to detect violations of security policy, the organization should
determine how to deal with IDPS. In particular, when the tissue in response to certain
types of desired active contrary, should IDPS configured to do so, and the operator
shoul d understand the response policy of the organization, so that they can deal with the
alarm in a suitable manner. For exanple, law enforcement agencies may be requested to
assist in the investigation of security incidents effectively addressed. Related
information (including IDPS logs) may be required to surrender to law enforcenent
entities to obtain legal evidence.

For additional information related to security event nanagenent can be found in B/
T 20985 in.

7.4.4 performance

In selecting IDPS,Performance is another consideration. Should at least answer the
fol 1 owi ngprobl em;

—IDPS how much bandwidth to deal with;

—Wen operating in a given bandwidth, false positives can be tolerated to what
extent;

—Wether IDPS to justify the cost of high-speed or nediumspeed or low speed can be
satisfied if I1DPS;

—Wat are the limtations IDPS performance because of missed potential consequences
of the invasion;

—MWien deep packet inspection and reconbination occurs, what will affect performance.

Sustainable performance is defined,Continuously attack detection capability within a
given bandwidth utilization range. In nost environnents, Hardly tolerate such IDPS:1t nay
be missing or mss attack traffic part of the package. occasionally,Wen the bandAnd
wide((r) network traffic increases,a lot ofIDPS will no longer be able to effectively and

continuously detect intrusion.
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Conbination of load balancing and adjustnents to inprove efficiency and perfornance.
E g:

—W need to organize knowl edge about the network and its vulnerability: Every
network is different; the organization should be clear what kind of network assets need
to be protected, and what kind of attack adjustnent features nmay be associated with these
assets. This is usually done through the risk assessnent process.

—Wen IDPS network traffic and is configured to handle a linited nunber of services,
most of IDPS better perfornance. For exanple there are many e-commerce business
organizations need to nonitor all HITP traffic and adjusting one or nmore of the IDPS, in
order to find the unique features associated with the attack WB traffic.

—The appropriate load balancing configuration enables signature-based IDPS run
faster and nore thoroughly, because the need to traverse only optimze a smaller attack
signature database for processing, rather than through all the possible attack signature
database for processing based 1DPS nmark.

In IDPS deploynent Load balancing is wused to separate the available bandw dth.
however ,Bandwidth separation may cause problens, Such as additional cost, admnistrative
overhead charges, traffic disorders, copy alarmand false negatives. Mreover, K The current
technology is about to reach IDPS bit rate G, The result is that the benefit-cost ratio of

load balancing may be mininal.
7.4.5 Verification capabilities

IDPS ability to rely on such infornmation supplied by the manufacturer is often not
enough. The organization may require mnanufacturers Annotated,(>r give suitablelDPS
specific organizational environnent and security objectives of the applicability of the
denonstration. Wen the target network expansion,nostIDPS vendors to adjust product
experience,Sone vendors are committed to supporting the new protocol in the threat
environnent Standard, platform type and change. The organization should claimdDPS vendors
at least answer the followi ng questions:

—IDPS applicability in this particular environnent which do hypothesis;

—Wat are the details of the test to verify the IDPS capabilities statenent is
execut ed;

—The operator of IDPS what assunptions;

—IDPS what kind of an interface (e.g., interface type conprising reporting fornat
inportant physical interfaces, commnication protocols, connected with the associated
engine);

—Wat nechanisns or alarmoutput format, and whether they are well docunented (e.g.,
managenent infornmation base format, the system log nessage or Sinple Network Mnagenent
Protocol (SNWP) nessage (the MB));

—During working hours, IDPS whether the interface, configuration and custom zation
of shortcut keys with alarm features, and attack signatures;

—IDPS case whether the working tinme can be configured, to provide this capability
characteristic well docunented;

—Product developnent and the ability to adapt to changing system infrastructure of
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the organization;

—IDPS products can neet the ever expanding and changing network;

—Wiether IDPS provide fail-safe and how the troubleshooting capability, and the
ability to integrate these sane capabilities on the network link layer;

—IDPS whether the alarmusing a private network, or an alarm and nonitors whether
the sane network for transnission;

—Quality assurance, discovered the vulnerability and response aspects of product

performance record, how reputable manufacturers.
7.4.6 cost

Cost is not the actual cost of purchasers of IDPS spent. Additional costs
include:runAcquisition cost IDPS software system special subsidies to install and
configure the IDPS, personnel training and naintenance costs. Mnagenent systens and
anal yzed the results of the largest costs. IDPS cost effective way to neasure the return
on investnent (RO )Qr analysis of costs and benefits. In this caseunder,groupBased
organizations to achieve the cost savings of managing intrusion calculatedRO. The cost
of buying and operating IDPS should be required to resolve the alarm personnel costs and
indirect costs of false alarns and inappropriate response caused by equilibrium Such as
the inability to determine which part of the information system is conpronisedThe
reloading information systens.

Benefits include running IDPS:

—Identify defective or misconfigured devices;

—Instant Confirmation configuration;

—Provide an early systemusage statistics.

To nmake financial decisions about the IDPS,Buyers need to answerQuestion IDPS total
cost. to this endShould be analyzedSpend IDPS deploynent within the organization. I[DPS
cost analysis need to answer at least the following questions:

—The initial capital expenditure budget to buy IDPS how much;

—Wat IDPS operation tine period is required, such as the 7 * 24h or less;

—Processing, analysis and reporting of what infrastructure IDPS output is needed,
and how nmuch it costs;

—Qrganization is configured in accordance with its security policy personnel and
other resources required for IDPS, whether there is operation, mnaintenance, update and
monitor the IDPS output and alarm response personnel and resources, if not, how to
achieve these functions;

—Are there funds for IDPS training;

—Wat is the scope of the deploynent, if HDPS, how many hosts will be protected.

By renote control to intrusion detection service provider outsourcing IDPS nonitoring
and maintenance functions for the daily managenent of cost-sharing,grouplt nay be less
cost weave.

IDPS is deployed in response to the mnost expensive part. The main cost includes
deternining the response node, setup response teanmy the developnent and deploynent of

response strategies, and training and exercises.
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7.4.7 Update
7.4.7.1 General

Mst of signature-based IDPS,IDPS value equivalent to only attack signature database
for the analysis of the situation. It 1is often found new vulnerabilities and
attacks ,Therefore we need to be updatedlDPS attack signature database.Qrganizations
should at leastConsider the following factors:

—1pdated tineliness;

—Internal distribution of validity;

—Inpl enent ation;

—Affect the system
7.4.7.2 Feature—based IDPS updates timeliness

The current attack signatures to detect known attacks is necessary mnaintenance. To
ensure the attack signatures in real tinelpdate,at leastShould address the following
issues:

—Wen they find or exploit a specific vulnerability, IDPS vendors release updates
how fast attack characteristics;

—Notification procedure is reliable;

—Wiether the attack signature updates to ensure the authenticity and integrity;

—If the attack to be customized features within the organization, whether they have
enough available technol ogy;

—In response to high-risk vulnerabilities immediate or sustained attack, whether

witten or have the possibility of receiving a customattack signatures.
7.4.7.3 The effectiveness and implementation of internal distribution

Wether the organization can quickly distribute and inplenent specific update within
a certain tine frane all relevant systems.In many cases,shouldMdify attack signature
updates to include specific IP addresses and ports. Specifically, At least within the
enterprise network trust boundariesShould be asked to answer the follow ngquestion:

—In the case of the manual distribution, the admnistrator or user whether an attack
signature updates within an acceptable tine wi ndow

—If you can neasure the effectiveness of automatic distribution and installation
process;

—Wether they have effective nechanisns for tracking the attack signature updates

change the situation.
7.4.7.4 Systemic effects

In order to inpact on system performance will minimize the attack signature
updates,at leastShould answer the followi ng questions:

—1Updated attack signatures would not affect the performance of inportant services or
applications;

—Is it possible to selectively focus updated attack signatures, it is necessary to
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avoid conflicts and performance affect service or application.
7.4.8 Alarm Policy

IDPS configuration and operation of the nonitoring should be based on organizational
strategy. Organization should ensure that at leastIDPS can support a specific nethod of
alarm organization's existing infrastructure. Supported alarm properties including e-
mil, web pages, text nessaging system (SM), SNW eventsAnd automatically block the
attack source.

Wien data for evidentiary purposes IDPS,Including the burden of proof carried out for
internal discipline,needin accordance withlaws and regulations to deal with, nanagenent,

application or submt IDPS data.
7.4.9 ldentity Management
7.4.9.1 General

In the case of human intervention,Identity nanagenent is achievedlDPS prove critical
infrastructure and renote online upgrade. These capabilities needed to create and use a
trusted third partyAs authority,Despite the poorD fferent, but its roleAnd often assuned
to be a public key infrastructure authority part simlar. The ability for seanless,
secure, controllable IDPS IDPS data and corporate identity exchange network trust

boundary is also very inportant.
7.4.9.2 Remote Attestation

IDPS can contain mllions of lines of code. In such a large code,Hard to find
intentional insertion of malicious software,It may allowXu attacker control IDPS output.
therefore,Correct IDPS software and hardware strict access control is very inportant to
identify,And appropriate portionsPoints based on the identity of the entity to initiate
access requests. In the case of unmanned renote attestation instruction is issued,Provide
this access control System capacity.

In hardware, Proof verification apparatus to the renote or unnmanned running on the
device or software by generating a hash value encrypted certificateldentity pieces. The
sinplest formof identity through an encryptedHashValues to represent ,The encrypted hash
value is used to distinguish different softwareProgram or device discovery and change
software. In the request the wuser IDPS,Certificates may be provided to any renote
party,In principleThere is also the role of the remvte party verification,which isIDPS is
being used and is not expected to change the software. If the software on IDPS been
altered,Gnerated certificate will reflect the code base I1DPS has been changed.

It would IDPS,The purpose is to detect remote attestationlDPS software unauthorized
changes. E. g If the attackerPart has been replaced or nodified an IDPS applications with
malicious or alternate versions of the operating system IDPS ,Hash values do notIt will be
recogni zed by the renote service or other software. therefore,Renote party(Such asNetwork
operations center NJX) can be detected by the virus orTrojan destruction IDPS

software,And will be able to make a nove on that information. Because the proof is
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renote,versusConbined with other IDPS IDPS should also know the specific IDPS has been
conprom sed. thereforeinNot repaired before the IDPS,Send themto avoidinfornation.

Based on the above reasons,IDPS advised to remote network operation center
(NOO)Certificate or report its status, configuration, orHs inportant information. Proven
ability to identify or IDPS IDPS ability to assess the robustness and perform many [DPS
configuration and update operations is critical. Mre clear is,It proved to be remote
testingAbility IDPS integrity. After summarylDPS proof report provides the status of
network defense posture review,It is a key part of the overall assessnent of the ability

of the network situation.
7.4.9.3 Online upgrade

Wien the renote attestation problens detected IDPS,Require corrective action to
alleviate the problem This can allow network operatorsCenter (NOC) has been pushed 1DPS
identify configuration, software updates and patches to conplete. The industry has
adopted the term "online upgrade" ,HanCover for IT equipnent (including IDPS)During the
installation of the correct software, enforce security policies and load the
configuration data. (nline's goal is to upgrade as remote processing. Wich saves a
single physical access to IDPS labor «costs,And allow mnore tinely mnitigation
askquestion,In particular attack signature updates. To be effective,IDPS online upgrade
capability from the need to launch operations center safely,ByIDPS safely pull. In the
latter case,IDPS should have secure and automatic ability to search new update software
vendors from a remote site and download the update has been identified in a tinely

nanner.
7.5 Supplementary IDPS tools
7.5.1 General

The organization should rapidly detect intrusion and reduce the damage caused by the
invasion. Tissue should also be appreciated, For achieving these goals,IDPS andlt is not
the only and (or) perfect solution. Sone network equipnent and IT tools provide the
ability to IDPS provides. The organization should consider the ability to deploy the
equi pnent and tools to enhance and conplenent the 1DPS.

Exanples of these include equipnent and tools:

—File Integrity Checker

—Firewall or security gateway

—honey jar

—Network Minagenent Tools

—Security infornmation and events managenent (SIEM tool

—HV/ Content Protection Tool

—WMilnerability assessnent tools
7.5.2 File Integrity Checker

File integrity checker is to assist IDPS another class of security tools. They use
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the nessage digest of the key file and object code or other cryptographic
checksuns ,Conpared with a reference value,Mrked difference or change. Since the attacker
will often nmodify the system filesItem Use Encryption check code in the three stages of
the attack is very inportant. The first stage),They nodified the system files targeted
for attack(E. g,Placed Trojans). second stage),They tried to leave the back door in the
systemso thatCan then re-enter. The final stage),They tried to cover his tracksSo
thatThe systemresponsible nmay be unaware of the attack.

advantage:

—Determne the vendor-supplied bug patch or other desired change is already applied
to systembinaries;

—Allow to attack marks for fast, reliable diagnosis, especially for the system has
been attacked for forensic examnation tine;

—Attackers often nodify or replace systemfiles, and use technology to preserve file
attributes, attributes these docunents are periodically reviewed by the system
admnistrator; using a cryptographic checksum code integrity checking tools can still
detect any change or nodification;

—Mbdification allows the data file is identified.

Short com ng:

—During the analysis, the information may require the system startup and shutdown,

or at least the verification system
7.5.3 Firewall

Firewall (See also@ / T 25068.2)The nain responsibility is to restrict access between
networks. Sinple firewall-based organization can access the source IP address,
destination IP address and port nunber to filterNetwork traffic.E gQrganizations may only
want to takeBy e-mail server(The port nunber25)orweb server(The port nunber80)Traffic.
however ,Application-level Firewall soFiltered to provide nore conplex application
protocol information. Wen the firewall is located within an enclosed area when,It
reducesNIDPS need to check the flow

Wile sone are trying to stop traffic through the firewall Mst firewall to nonitor
network information content and launchCapacity warning area 1is limted. 1in
conparison,NDPS designed to check the network packet,Constitutes legal and illegal
traffic detection and inspectionWien neasured nalicious content network packet ,Can alarm
In many cases,If necessary, NDPS alarm paraneters can be used to change the filtering of
the firewall.

Wen deployed inside the firewall NIDPS,A properly configured firewall can greatly
reduce theNDPS nunber of check packets. Such NDPS configuration can greatly inprove the
accuracy of  NDPS,Because when enteringlraffic will be  NDPScontrol Ti neCan
eliminateCaused by the scanning activitylnternet background noise.

7.5.4 honey jar

Honeypot system is decoy jargon,To deceive, dispersed, and transferred to lure

attackers seemingly valuable informationSpend tine on, butThis information is actually
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fabricated, Wthout any legal value to the user. The mmin purpose of the honeypot is
closingThere are a threat to the collection of information organization,And lure
intruders away fromcritical systens.

Honeypot is not an operating systemBut it can lure the attacker to maintain adequate
tine online information systemSo organizationsAssessnent intent, skill level and nethod
of operation of the attacker.

Information obtained from the activity analysis honeypot intruder enable
organizations to better understand the threats and vulnerabilities of systens,K Thereby
inprovinglDPS into the tissue operations. Information by analyzing action honeypot
intruder can be obtained for the organization IDPS strategy, organizational attack
signature database and holistic approach to the developnent of the organization to
contribute,The overall approach is to avoid the threat of a known type of attackerIDPS
best practices.

In all cases,(nly after the organization seek guidance fromlegal advice in,They
should use honeypot. From honeypotIata can be considered a form of entrapnent
technol ogy, Therefore required to determine the legality of their data.

Sone of the advantages and disadvantages of a honeypot :

advantage:

—AMn attacker can be transferred to the systemtarget their indestructible;

—Hbneypot does not nanage authorized activities, a honeypot to be captured any
activity is considered to be suspicious;

—Admnistrators have nore tine to decide howto respond to an attacker;

—Can nore easily and nore extensive surveillance operations of the attacker, the
monitoring results can be used to inprove threat nodel and system protection;

—Can effectively capture the internal staff on the network snooping.

Short com ng:

—This device was used to determine the legality bad;

—nce inside the trap system an attacker could becone angry and tried to organize
the systemnore hostile to launch an attack;

—In order to use these systens, admnistrators and security managers need a high

level of proprietary technol ogy.
7.5.5 Network Management Tools

Network managenent tools with different active and passive detection technology to
monitor the availability and performance of network devices. These tools have the
information collected by the network topology and nenberComeNetwork infrastructure
configuration and managenent functions.

Interconnected network or system managenent tools and IDPS IDPS alarmcan help alert

the operator to properly handle and evaluate their inpact on the nonitoring system
7.5.6 Information security events management (SIEM) tool

SIEMto organizational report uses integrated managenent and alarm control platform

SIEM can collect information from IDPS, firewall, sniffer, etc.,And can reduce
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information overload, so that the analyst can manage vast amounts of information. The
second and main reason is that the data collection like thisTogether, we can make
nunerous small single packet and multiple sources associated tine under control of the
radar ,andFor a singlelDPS attack it may becone false negatives.

SIEMtool can also be used to process data obtained fromIDPS. usually,SIEMtools are
available to performthe followi ng functions:

—Collect and maintain different sources of data security-related events in a
centralized database nmay contain data from one or nore of the IDPS, log files from
network devices and hosts and event data fromanti-virus tools;

—Further processing of the collected data, in particular to provide further
filtering, aggregation and correlation functions;

—Devel opnents related: to detect the node of non-related security vulnerabilities by
establishing a secure and non-secure scenarios related events;

—Filter events: by reducing the level alarm correlation based on the correlation,
e.g. IDPS alarmand security patch level;

—Pol ynerization events: by collecting and nornmalizing the situation based on source,
destination, and tine stanp events such as described, to mitigate overflow alarm IDPS;

—Reports related to the police and to provide help to conduct in-depth analysis of
the collected data based on alarm provides a sinple interface useful.

The main objective of SIEM tools by providing an automated fashion,The difference
between high-threat related alarns and irrelevant or no threat(¥ false positives. SIEM
tool is properly configured to achieve the objectives of this indispensable
condition,Wen planningSIEM tool is introduced,organizationShould consider it as an
inportant task. Wien used with the system IDPS,Configuration requires a high level of
expertise and considerable workFor the total amnpunt. After proper construction and
configuration, SIEMtools provide high value-added,In particular, can provide valuable

information,Trigger further processes and activities,Such as event nanagenent .
7.5.7 HIV / Content Protection Tool

HYV / content protection tools for cross traffic and virus-specific sources of

infornation analysis, to provide additional data to supplenent the IDPS through.
7.5.8 Vulnerability assessment tools

Milnerability assessnent is an integral part of the risk assessnent required,For good
security audit/ Conpliance checking and nonitoring strategy, it 1is also valuable
conponents. This assessnent allows organizations to look for vulnerabilities,And in
most Recommend corrective action in the case to reduce the chance intruders exploit
vulnerabilities invasion. therefore,useMilnerability assessment can be greatly
reducedI DPS find the nunber of attacks

Milnerability assessnent focuses assess the extent of a given host for a given
vulnerability is exposed. This assessnent process and the inplenentation of the attack
script different. The result is,IDPS to detect vulnerability assessnents failure does not

nean IDPS can not detect the attack. The opposite of ,IDPS detection wvulnerability

21



GB / T 28454-XXXX

scanning activity does not nean the sane IDPS can properly detect attacks.

Milnerability assessnent tools used to test network host susceptibility to dangerous.
Vulnerability assessnment tool for use in conjunction with IDPS, Wiether in attack or
attack detection reaction, they are to checkCheck the validity of IDPS provides a
valuable nethod. Vilnerability assessnment toolslt can be classified based on the host-
based or network. By querying the data source host-based vulnerability tools(Such as file
content ), Configuration details, and other status information,To assess the security of
information systens. Allow access to the target host host-based tools,Over a renote
connection running on the host. Network-based vulnerability tools are used to scan the
host vulnerabilities associated with network services. In order to perform a host or
network vulnerability assessnent ,A certain level managers within the organization should
be approved by the test. (ke vulnerability assessnent tools IDPS is a supplenent to, not
a substitute, to enphasize this point is very inportant.

The advantages and disadvantages of using vulnerability assessnment tools are:

advantage:

—Wilnerability assessment tools for information system security status file and
properly in order to re-establish security baselines rollback after the system change,
provides an effective nethod;

—Regular use of wvulnerability assessnment tool can reliably identify changes in
information systens security declaration;

—The biggest advantage is the wvulnerability assessment tool to help identify
vulnerabilities;

—It allows an organization known vulnerability and attack data matches to determne
vwhether the attack was successful.

Disadvantages and problens:

—Hbst-based vulnerability assessnent tool is specific platforns and applications, it
is generally nore expensive in the establishnent, managenent and mmintenance than the
web-based tools;

—Network-based vulnerability assessnent tool is platformindependent, host-based
tools are not as good as nore targeted;

—WMilnerability assessnent is resource consuning activities, activities mnay be
inpractical, or the system or network under reduced performance only at the cost of
operation, or only the date and tine request operation under stringent conditions;

—In many cases, vulnerability assessnent is based on weeks, nonths, or even nore
random with respect to the continuity of periodic activities, tinely detect security
problens can be a challenge, and sonetines inpossible;

—AMnd IDPS as vulnerability assessnent tool is subject to false positives or false
negatives, should be carefully analyzed;

—Repeat vulnerability assessnent can overlook a lot of anonaly-based IDPS real
attack;

—Attack signature updates required;

—The systemdoes not detect unauthorized network-based vulnerability assessnent tool
host.
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Network vulnerability assessnent testing should be linmited to the target systemOver
the entire process should be careful to protect the privacy of any data collected. Inta
collected by the tool to the vulnerability of sensitive information,An intruder nay be

used to organize a systemintrusion,It should therefore protect this information.
7.6 Scalability

IDPS before use, into the specific tissue should IDPS scalability. Mny IDPS full run
at a lower data transmission rate, but when the bandwidth increase, the performance would
decrease. As mnore and mnore packet loss and treatnent failure, IDPS perfornance
degradation, which in turn often leads to false negatives (when the attack produces no
alarns) and false positives (generate an alarm when there is no attack) were
significantly increased. In other words, nmany IDPS not suitable for large-scale or widely
distributed enterprise network environnent.

Scalability is a concern in a wide range of applications N DPS depl oynent, but in the

case where the host requires high perfornmance, also applies H DPS.
7.7 Technical Support

Like other systens, like, IDPS require maintenance and support. IDPS is not "plug and
play" technology. Mny manufacturers to custonmers to install and configure the IDPS
provides expert support. (ther manufacturers expect the organization enployees to install
and configure the IDPS, they only help by phone and e-nail.

Technical support is dependent on the degree of organization and the type of IDPS
vendors terns of the contract, conbined with specific cases to be inplenented. Regardless
of the organization's business needs is to monitor custom or legacy systens, or to
custom ze the protocol or format of the report IDPS result, technical support should
include at least help nmanufacturers adjust or debugging IDPS to suit the particular needs
of your organization.

(rganization appropriate to provide technical support contact information (such as e-
mail, phone, online chat, web-based reporting, remote nonitoring or response service).
Contract terns are usually elaborate on these technical support services and response
tines. And contract mnanufacturers should provide sufficient accessibility to these

services to support the needs of event processing or other sensitive periods.
7.8 Train

Technology alone is not sufficient intrusion detection system The organization
should require qualified technical personnel evaluation, selection, installation,
operation and maintenance of IDPS. Qualified personnel requirenents IDPS is very high, in
many cases, recruiting, hiring, retaining the call of duty to neet the IDPS has a very
difficult experience and knowl edge of the staff. In response, nany organizations decided
to IDPS operations outsourced to managed security service providers. This choice presents
its own problens and the risk of tissue in training. For exanple, even in the case of
nmost of its continued function outsourcing, organizations also should be inportant

knowl edge about the problem to staff training and operation of IDPS, or it may lose
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control of the IDPS. In order to achieve optimal application of IDPS organization that
oversees the operation of outsourced enployees IDPS IDPS should be fanmiliar with the
practices and procedures. This type of training usually get from vendors IDPS products.
The organization should be such as IDPS vendors training part of the cost of purchase.
Wen IDPS vendors do not provide training as part of a package of IDPS, organizations
should nmake the appropriate budget training operating personnel. This training should
continue to provide, in order to allow changes to staff turnover and IDPS and its

environnent .

8 deploy

8.1 General

According to earlier in this standard content, it can only be successful HDPS or
NDPS deploynent in the following ways:

—Based on a conprehensive needs assessnent of the risk analysis, including IDPS
security requirenents;

—~Careful selection of IDPS deploynent strategy;

—Identify organizational network infrastructure, policies, and resource level
consistent solutions;

—DMintenance and operation of IDPS professional training;

—Develop training and exercises procedures to address and respond to IDPS alarm

The two main advantages and limtations of IDPS, IDPS tissue should be considered in
conjunction with network-based and host-based IIDPS to protect the network across the

or gani zation.
8.2 Phased deployment

The organization should consider IDPS phased deploynent. This approach can allow
enployees to gain experience and to determine how nmuch nonitoring and naintenance
resources required to support IDPS operation. Changes in demand for each IDPS range of
resources is very broad, highly dependent on its security systens and environnental
or gani zations.

In a phased deploynent, the organization should start from network-based IDPS. N DPS
are usually the easiest to install and maintain the IDPS. The next step is to use to
protect critical server-based IDPS host. In addition, in order to inplenent appropriate
functionality and configuration, an organization should use vulnerability assessnent tool

for periodic testing IDPS and other security nechanisns.
8.3 NIDPS deployment

8.3.1 General

NDPS HDPS when used in conjunction with, should ensure that the tissue in a
controlled operation, active testing and training environnent has been the use of skilled

personnel NDPS. In operation prior to full deploynent of NDPS network, should NDPS
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test sensors at different locations. NDPS nornal position sensor described in FIG 2 in
detail below Wien deploying the network sensor, an organization should balance the
relationship between deploynent and ongoing operational costs and the actual level of
protection required

In addition, especially in the high-speed network environnent, the need to observe
the extent to IP packet loss, packet loss rate as too high will seriously increase the
nunber does not match the pattern, resulting in increased false positives even
underreporting. To be effective, it may need a higher capture rate nay provide a suitable
network interface card or reducing the packet loss rate as a renedy simlar techniques.

In order to nonitor the network deployment NIDPS, particularly in the case of using a
switch or TAP, data capture nethod should be considered. Wien deployed N DPS, physical
separation of tissue used should switch, or the core rather than exchange VLAN similar
techniques. Typically, the switch allows only a single Switch Port Analyzer (SPAN port
function at any given tine. SPAN port switch also increased (PU usage, and when the CPU
has reached the end, SPAN commonly used to stop data replication.

Simlarly, when the port used for network debugging, IDPS becone non-functional. The
organization should open the port to NDPS function. To deal with this, organization
should consider network TAP (test access port), in particular, conbined upstream and
downstreamtraffic aggregation TAP. These devices are typically passive devices, any load
is not installed on the information packet. Wien data collection interface so that they
are not visible to the network, they also increase the level of security, while still
holding the two layers switch ports. TAP also features multiple ports, which can debug

network problens without loss IDPS capabilities

Figure 2 Typical position NIDPS
8.3.2 NIDPS located within the Internet firewall

advant age:
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—Identifying from the external network, it has penetrated the boundary attack
protection;

—You can help detect errors in firewall configuration policy;

—Mbnitoring attacks against the DVEL (demilitarized zone) in the system

—It can be configured from within the organization to detect, attacks against
external targets.

Disadvantages:

—Because of its close to the external network is not as strong protection;

—CCan not nmonitor firewall to block (filter out) attacks.
8.3.3 NIDPS located outside the Internet firewall

advant age:

—Allows the nunber and type of attacks fromexternal networks for file nmanagenent;

—It can be found not blocked by a firewall (filtered) attacks;

—Reduce the inpact of denial of service attacks;

—In the case of cooperation with external to internal firewall of the IDPS, IDPS
configured to assess the effectiveness of the firewall.

Disadvant ages:

—Wien the sensor is located outside the boundary of network security, it is subject
to attack itself, requiring a reinforcing device invisible;

—A large anpunt of data generated in this position, so that the collected data IDPS
analysis difficult;

—IDPS sensors and interaction mnanagenent platform may be required to open an
additional breach in the firewall, the possibility of external access nanagenent console
lead.

8.3.4 NIDPS located on an important backbone network

advant age:

—Mnitor lot of network traffic, thus increasing the likelihood of attack is
detected;

—In the case of IDPS support an inportant backbone network, denial of service
attacks before damage to critical subnets, have the ability to stop them

—Authorized users in a secure internal organizational boundaries to detect
unaut horized activity.

Disadvant ages:

—Capture and store sensitive or risk the confidentiality of data;

—IDPS will process large anmpunts of data;

—Not detected not by attacking the backbone network;

—Not recognize subnet host attacks on the host.
8.3.5 Located in key subnet NIDPS

advant age:

—Mbnitoring attacks against critical systens, services and resources;
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—Allowlimted resources to focus on the greatest value of network assets.

Disadvant ages:

—Security situation subnets interrelated issues;

—If the alarmis not transmitted on the private network, IDPS key related traffic
may increase network load subnet;

—If the configuration 1is incorrect, IDPS may capture and store sensitive

information, and access infornmation in the case where the path is not specified.
8.4 HIDPS deployment

Before HIDPS be operational deploynent, the organization should ensure that the
operator but active environnent famliar with its features and capabilities is protected.
IDPS HDPS particular effectiveness, depending on the operator's ability to distinguish
between true and false alarms. This requires the organization's mnetwork topology,
vulnerabilities, and resolve false alarns and other details related knowl edge. Over tine,
the HHDPS nonitored environnent, operational experience with normal or substantially can
identify the type of activity. Due to constantly monitor HIDPS, organizations should
establish a tinetable for inspection IDPS output. Wy HDIPS operation should greatly
reduce the risk of damage to the attacker HHDPS during the attack.

HDPS full deploynent should start froma key server. Ohce HIIPS routine operations,
other servers can also consider the deploynent HIDPS. Wen the host for each specific
installation and configuration IDPS, HIDPS install costly and take a long tine on all
hosts within the tissue. Therefore, organizations should first install HIDPS on critical
servers. This mnethod can reduce the overall cost of deploynent and allows less
experienced personnel to focus on the nost inportant assets of the alarm Wen this part
of HIDPS routine operation, the organization nmay have to revisit the initial assessnent
of information security risks and consider installing nore HHDPS. The organization should
be deployed with centralized managenent and reporting capabilities HIDPS. These features
can greatly reduce the conplexity of deploying police from HDPS be nmanaged in the entire
organization. In the case of mass deploynent HIDPS, the organization nmay want to consider
outsourcing their HIIPS operation and maintenance to information security mnanagenent

service providers.
8.5 Protection and information security protection IDPS

IDPS database stores all data related to the suspicious activity and attacks in the
organization's information infrastructure is security-sensitive. Therefore, the need for
data protection, and recommends the following controls:

—Iking the check code to confirmthe integrity of the stored data;

—IDPS to encrypt stored data;

—Properly configured database, in particular through the use of access control
nechani sns;

—Including backup database naintenance procedures, including appropriate technology;

—IDPS system running the database will be sufficiently reinforced to resist

penetration;
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—IDPS sniffing connected to an Ethernet hub or switch (receive only) cable;

—IDPS managenent of separate network line.

—Regularly IDPS and connection systens vulnerability assessnent and penetration
testing.

Log should be stored on separate log host, rather than on the local system Advised
to avoid unauthorized nodification or deletion IDPS logs, configuration, and wherein the
infornmation exchanged between the attack and the collector IDPS sensors.

IDPS log may contain sensitive or private information, it should be protected in
storage and transmssion. Responsible for analyzing authorized personnel IDPS sensors or

collect information fromthe appropriate protection of such infornation.

9 operating

9.1 General

Before IDPS operation, the organization should:

—FEstablished process, procedures and nechanisns to ensure organizational
vulnerability managenent process covers [DPS;

—Preparation and B/ T 20985 consistent incident nanagenent processes;

—Wen IDPS alarm action should be taken of the provisions;

—Identification allows automated and semi-automated responses of condition, as well
as how to nonitor the results of this type of response to ensure safe and proper
inplenentation of the action;

—(ear and prepare legal considerations.
9.2 IDPS debugging

After IDPS deploynent ,The organization should determinelDPS alarm features, as well
as when and how to use the IDPS alarm features to ensure that the daily adjustnent of
these characteristics.

Mst IDPS alarm with configurable properties,It allow various Alarminclude:e-
mil, Mssaging system MnutePage and Network Mnagenent Protocol trap,And automatically
block the attack source. Although nany properties to choose from alarmBut in the
organization fully understandIDPS installation,And clearBefore IDPS behavioral
characteristics within the organization's environnent(rganization shoul dConservative use
them

As mnentioned earlier wuse, SIEM technology may have significant wvalue in the
prioritization and nitigation aspects of IDPS alarm for exanple, the vulnerability
assessnent data and alarm system patch level and configuration IDPS conpare. In this
case, the network traffic analyzer and found that the use of the tool can be further
increased value, and allowing for further adjustnent of alarmrules.

In sone cases,Organization should delay enables the full set alarm feature, until a
sufficient time to try operational requirements and alarm possibility to achieve the best
balance, and ultimately to allow customization of alarm rules and responsiveness. Then,
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the organization can decide what features are unnecessary, which features more helpful
than other properties, which properties are most beneficial to the organization.Wen an
alarm and responseWien features include automatic response to attacks Especially those
that allowWien IDPS instruct the firewall to block attack traffic source has been
discovered,The organization should pay close attention to prevent an attacker use
thisIDPS characteristics deny legitimate users access,That is self-inflictedDenial of
service attacks. initial ,These types of [DPS characteristics should be placed in the semi-

automatic node,In this node, ,Determned by staffAdvisability IDPS activation response.
9.3 IDPS vulnerability

In terns of sensors in an unsafe nanner enbodinent IDPS,Like other devices on the
network, as it is likely to be attacked. In attackCOick to understand the case of its
existence,They are mnore inclined to try and uselDPS any known vulnerabilities. An
attacker may attenpt to incapacitate the IDPS,(r force it to provide an error nessage.
QG her,a lot ofIDPS security vulnerabilities,The sending unencryptedlog files, restricting
access control and lack of integrity checks on the log file. In a secure nanner
enbodi nent IDPS sensors and control platformis necessary,Processing and shoul dPotential

weaknesses of IDPS.
9.4 Alarm processing |DPS
9.4.1 General

IDPS generally produce a lot of output. In order to distinguish serious alarm and
alarmof sone worthless, a conprehensive analysis of the organization should IDPS output.
Alarmtypically conprises detecting a concise summary of the attack, it should include at
least:

—Detecting the tine or date to the attack;

—A sensor detects the IP address of an attack;

—Wendor-specific attack nane;

—Standard nane for the attack (if present);

—Source and destination IP address;

—Source and destination port nunber;

—For network protocol attacks.

Sone IDPS provides a nore general nethod used by the details of the attack. This
infornmation allows the operator to assess the severity of the attack, and should contain
the following:

—Text description of the attack;

—Attack severity;

—The type of damage caused by the attack;

—Attack of the vulnerability of the type of use;

—WMilnerable to the list of software type and version nunber of the attacks;

—A list of related patches;

—Public consultation can be used as reference information, containing detailed
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information about the attack or vulnerability.
9.4.2 Information Security Incident Response Team (ISIRT)

Wen an alarm is received, an organization should have appropriate information
security incident response team (ISIRI). ISIRT planning organization should establish
procedures dealing with security incidents (such as viruses, internal systens msuse, and
other types of attacks). (rganizational procedures should outline actions when
information security incidents to be taken, and to establish a tinetable for the training
of personnel, and training staff on duty at the information event handling process. For
nore infornmation security incident reporting and handling are discussed in @B/ T 20985
in.

9.4.3 Outsourcing

In addition to IDPS products, some security service providers offer hosted I[DPS
services, including consulting and operations mnanagenent center. Mny organizations
prefer to outsource its main support duties, including the managed security services to
the service provider, so they do not have the training and retention of staff with
specialized skills. Wen selecting IDPS products should seriously consider the security
services provided by the custodian to deternmine if economically feasible, and to provide
an appropriate level of support to maintain confidentiality. Wen providing nanaged
security service solutions IDPS vendors have dealings, organizations should ask vendors
at least:

—Wat have confidentiality agreenents;

—IDPS nonitoring personnel need to have what kind of qualifications;

—Supervisors need to have what kind of qualifications;

—Wat between the service provider and the organization's internal security
personnel liaison and communication protocols are;

—To conplenent the organization's ability, whether manufacturers to provide
energency response services;

—Wiether manufacturers to provide forensic investigation services;

—Wiether manufacturers offer service level agreenents (SLA);

—Wat reports are available, whether they can be customized according to the needs
of the organization;

—Can custominspection policy for the organization's environnent, or if they have to
use a preset default value;

—In order to inplenent these agreenents, with what kind of technical neasures;

—Service provider what kind of security personnel diagnostic procedures.

After careful consideration of outsourcing SLA requirenents include the follow ng
details:

—Regul ar content of the report (daily, weekly, etc.);

—Response tine index;

—Wen the attack occurred, organizational nechanisns (such as e-mail, pager, SM

systens, miltinedia systens, telephones, etc.) commnications;
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—LEvent tracking and managenent procedures;

—~Confidentiality and Non-Disclosure Agreenent.

advant age:

—1Uhder the sane cost, with respect to the service organization to provide their own,
managed security service provider nay provide a higher level of security;

—Typically takes less cost, faster and nore efficient realization of 7 x 24h
capacity;

—Since nmany nanaged security service provider may access a lot of information from
different custoners, they are better able to handle suspicious activities and
identify attacks;

—The tissue can be reduced effectively IDPS procedures required placenent tine

together, and repeating the tine required for all inplenentation details;

—Although the organization needs to understand IDPS capabilities, but without
providing continuous professional training IDPS latest tools and capabilities to
enpl oyees.

Disadvant ages:

—Should mnonitor and audit the outsourcer to conply organization's security
requirenents, restrictions and policies;

—My expose sensitive information to a third party organization;

—If not handled carefully, it could cost nore than the internal support;

—You can deprive the organization control over sensitive data.
9.5 Response Options
9.5.1 in principle

Mny IDPS wide range of support response options that can be divided into active or

passive.
9.5.2 Active Response

Active Response actions include automatic detection of the attack when the IDPS
taken. Providing active response to intrusion detection systens are also referred to as
intrusion prevention system (IPS). Active response further classified as follows:

—Collecting additional information of suspicious attacks;

—Change the systemenvironnent, to prevent the attack;

—After the alarns do not require human action, the IPS take preventive neasures, and
actively rejects communication (or) termnating the communication session.

IDS and IPS have many simlar features, such as packet detection, acknow edgnent
protocol, and attack signature matching state analysis. However, the deploynent of each
device has a different purpose. IPS representing a conbination of protection and
intrusion detection capabilities, it detects the attack, followed by a static or dynamc
way to prevent attacks.

IDS is a passive device that nonitors activity and look for known attack signatures

or anonalies. IDB is a bypass device, used to tell what kind of malicious activity has
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occurred on the network. Because passive, IIB little chance of leading to a network
failure.

On the other hand, IPS certificate-based and rule sets or pre-defined policies that
allow or deny access to resources. IPS is a serial device, to nmonitor traffic and decide
vhether sone packets lost, an unauthorized disconnect connector conprising data, or to
allow traffic to pass. In other words, IPS provided by excluding nalicious network
traffic for the protection of information assets, and continues to allow legitimate
activity occurs. IPS are two nmain types:

—Direct software running on a workstation or server, and can detect and prevent
threats to the local host - host-based IPS (HPS);

—Network-based IPS (NPS) - standard binding IDPS, IPS and the characteristics of
the firewall. Traffic is transferred to the detection engine to determine traffic
situations caused by threats. Wien nmalicious traffic is detected, an alarmis generated,
the malicious traffic is discarded.

As HDB, HPS depends on the software installed directly on the protected system and
closely tied to the operating systemand services. This allows the systemto nonitor and
call the operating systemor interrupt APIs, to stop and record the attack. NPS binding
IDS, IPS and the characteristics of the firewall. Packets may occur within the interface
or an external interface, and is transmitted to the detection engine to determine whether
the packet is a threat. Upon detecting malicious packets, an alarm the packet is
discarded, the information flow is narked as nalicious. This nakes the remaining packets
arrives at the particular TCP session IPS device and is immediately dropped. Features
nore sophisticated IPS can prevent individual packets rather than the entire session,
they can dynamically reconfigure the firewall rules to route traffic to a honeypot, or a
conbination of these activities and so on.

HPS software intercepts all requests to the system of protection. So it should be
very reliable, and should not affect the blocking legitimate traffic.

advant age:

—The ability to detect and block attacks;

—Provide active protection;

—By reducing the response to the log of events in claim IDS, inproved operational
efficiency.

Disadvant ages:

—Serial work, thus creating a potential bottleneck and single point of failure;

—IDB is to bring the inpact of false positives nmay be nore serious and far-reaching,
that is likely to cause a denial of service attack itself;

—Is below the expected traffic load, no significant effect on the flow rate, it
should be analyzed for each information packet;

—Active response nay be applied to only a subset of the feature set;

—The HPS software is tightly integrated into the operating system kernel, the

future operating systemupgrades nay cause problens.

9.5.3 Reactive
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Passive response providing information to an operator or a predeternined position.
They rely on IDPS operator to take followup action based on the information provided.
Passive response has the following form

—Alarm and notification, usually the screen reported, pop-ups and pager or cell
phone infornation;

—Configure SNWP traps in response to a central nmanagenent console.
9.6 Considerations legal
9.6.1 General

Gimnal investigation after evidence collected information systens mnay contain
sensitive information, enployee data or,thus,Responsible should save or process data and
full conpliance with applicable laws. The organization should ensure that its personnel
are aware of this connectionlDuties. This section outlines the considerations relating to
the legal aspects of IDPS.

9.6.2 Privacy

During nornal operation,IDPS system can collect personal information,And it can be
used to mnonitor enployee activities. ThisPrivacy and nay be subject to applicable
regulations. The organization should develop and inplenent strategies to ensure that any

use of IDPS is consistent with relevant privacy and applicable law
9.6.3 Other legal considerations and guidelines

IDPS inplenentation and operations nay be subject to other legal and regulatory
requirenents, and deploynent approach requires IDPS organization. The inplenentation and
operation of IDPS, should review and deal with legal, regulatory and corporate policy

requirenents. Legal and regulatory issues are discussed further in @B/ T 20985 in.
9.6.4 Obtain evidence

IDPS log can be used for forensics. The organization should be appreciated discovery
requests related, andlt should nake appropriate storage and processingControl IDPS 1ogs
to ensure that this information can accept forensic review You nay also need to file
information about the IDPS systens and processes to neet forensic and evidentiary

requirenents.
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Mt R A
(Informative)

Intrusion detection and prevention systems (IDPS): Framework and issues to consider

A1l Intrusion detection and prevention of the introduction

Al though the vulnerability information systens can lead to accidental or intentional
use, intrusion and attack, but because of business needs, organizations still use the
information system and connect it to the Internet and other networks. Therefore
organizations need to protect these information systens.

Advances in technology, the convenience of access to information continues to
increase, but new vulnerabilities can arise. A the sane tine, to exploit these
vulnerabilities to attack has also been strengthened. Intruder invaded the continuous
inprovenent of technology and information in their favor are increasingly easy to obtain.
It is also inportant, due to the popularity of conputer knowl edge, and advanced scripting
attack tools available, to attack the necessary technology is weakening. Thus, an
attacker can occur without one knows for sure what will be able to bring any harm or
attack happening.

A first layer of defense protecting information systens using physical,
administrative and technical control, should include identification and authentication,
physical and logical access control, auditing, and encryption. (rganizations can find a
list of recommended control in B / T 22081-2016 in. However, from an economnic
standpoint, always protect the integrity of each information systens, services and
networks are not possible. For exanple, for a global use, there is no geographical
boundaries, and its internal and external network difference is not obvious, difficult to
inplenent access control nechanisns. In addition, the traditional perineter defenses are
no longer viable, because organizations are nore and nore trust of enployees and business
partners rempte access. IT environnent caused by the conplex network configurations, and
these configurations are dynamic, including access to multiple access points in an
organization's IT systens and services. Accordingly, in order to respond quickly and
effectively find invasion requires a second layer of defense. This layer is nmainly borne
by the Defense intrusion detection and prevention system (IDPS). In addition, the
feedback has been deployed IDPS can inprove the knowledge of the wvulnerability of
corporate information systens, and can help inprove the overall quality of the
organization's information security.

Organizations get IDPS software and (or) hardware product, or service provider
depl oynent by outsourcing to IDPS IDPS IDPS functions, etc. fromthe nmarket. In any case,
the organization should know IDPS is not a Plug and Play device, the effective depl oynent
requires sone understanding of the organization of the 1DPS.

The effectiveness of each control, organizations need to assess prove IDPS depl oynent
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of the information security risks and IDPS deploynent into the information security
managenent process. In addition, the need to consider, once the intruder or attacker
eavesdrop on the information contained within the IDPS have been deployed and covering
it, the organization will encounter enornous difficulties. These difficulties include how
to identify and prove protective neasures (such as IDPS) requirenents. (Organizations and
related service systens or security policy statenent should be protective neasures in
order to select the proper managenent of invasive risk. These protections include:

Eleven reduce the chance of the invasion;

Eleven effective intrusion detection and response that nmay occur.

Like every control as organizations need to assess the effectiveness of proof I[DPS
depl oynent of the information security risk, and into its information security nanagenent
process. In addition, the need to take into account, in case intruders and attackers from
intercepting the information contained in the IDPS deployed and covering it, wll face
enornous difficulties in the organization.

Wien organizations consider deploying IDPS, you should know

Eleven pairs of information systens and (or) the type of network intrusion and
attacks;

Eleven generic nodel IDPS standard nentioned.

A.2 Types of intrusions and attacks

A 2.1 Brief introduction

Information systens and intruder attacker can use the information system and (or) a
network configuration of a defect, defects and the inplementation (or) the concept of
defects, and can be utilized in a user abnornal behavior.

Milnerability would intruders and attackers access to protected information systens
and the information processed or stored, and undermines the confidentiality, integrity
and availability of information and information systems. These give the intruder the
invasion and attack and attack information systems and networks provide valuable
information, and this information can be used by nore sophisticated intrusion or attack
techni ques. The organization should recognize not only outside the organization who will
be trying to invade and attack, and that the internal staff may also have such an
intention. For exanple, an authorized user organization's information systens nmay attenpt
to gain unauthorized additional privileges. Mlicious intrusions and attacks can be used
to:

Eleven information gathering, the attacker tries to retrieve details information
collected target infornmation system

Eleven attenpt to gain unauthorized systemprivileges, resources or data;

Eleven conpromise the system systemresources may allow the use of further attacks;

Eleven information leakage, intruder attenpts to use the protected information (such
as passvords, credit card data) with unauthorized neans;

Not refuse service (DoS) attack, the attacker tries to target information system
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services becone slow or suspend their services.

In ternms of possible vulnerabilities and intrusion attacks, intrusions and attacks
can be divided into:

El even host-based;

El even-based net work;

Eleven based on a conbination of nethods.
A 2.2 Host-based Intrusion

Host-based Intrusion wusually invasive activities that may introduce danaging
malicious code (for exanple, using the attacks, Trojans, worns or viruses), and occur in
the following areas:

Eleven application layer (SMP, DNS) (such as fake e-mil, spam buffer overflow
attacks, race condition attack, mddle attack);

Eleven identification system (such as the use of eavesdropping or password guessing
attack);

Eleven Wb-based services (such as attacks against Gd, ActiveXor JavaScript is);

Eleven systemavailability (such as denial of service attacks);

Eleven operating system

Eleven network and application managenent systens (such as SNWP attack).
A 2.3 Network—-based intrusion

Network-based intrusion is generally considered intrusions at the followng
locations:

Eleven physical layer and data link layer commmnication protocol and system
enbodi nent thereof (e.g., ARP spoofing, M address clone);

Eleven network layer and transport layer communication protocol has been inplenented
and the system (IP, 1QW, WP, TCP) (eg IP- spoofing, IP- debris attacks, simultaneous
flooding attack, the attack abnormal TCP header infornation).

A.3 Universal model intrusion detection process

A 3.1 Brief introduction

Software and (or) hardware products conbining IDPS through automated nonitoring,
collection and analysis of information systems or networks of suspicious events, found
signs of invasion. Ulhiversal nodel of intrusion detection can be used to define a set of
functions. These functions include: the original data sources, the situation detection,
analysis, data storage, and response, as a function of these separate conponents or as
part of a larger system enbodinent of the package. Figure A1l way of illustration of

these interrelated functions.
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#]A.1 Universal model Intrusion Detection
A 3.2 Data Sources

Intrusion detection process depends on the success of the detected intrusion attenpts
data source information. Iata sources can be determined as:

Audit data eleven different systemresources: audit records contain data nessages and
status information, the range of very detailed data from the high-level abstraction of
information to the display tine sequential flow of events. Available sources operating
system audit data log files, including systemevents and activity logs generated by the
operating system such as the audit trail / log. Can be a good source of application
information log file system network services, such as access attenpts are also the raw
data;

Eleven operating system resource allocation: system nonitoring paraneters, such as
the workload of CPU nenory utilization, the systemresource shortage, the input / output
rate, the nunber of active network connections, etc., can help detect intrusion;

Eleven network nanagenent logs: network nanagenent logs provide a robust level of
network devices, device status and state transition infornation;

Eleven Network Flow The network flow provides information such as source and
destination addresses, and paraneters related to the safety of the source and destination
ports. ptions different communication protocols (such as IP and TCP state flag indicates
the source or the route and try to connect confirmation) to IDPS is useful. Because the
possibility of collecting data before being manipulated very snmall, so the OSI nodel to
collect raw data on lowlevel basis is helpful. If only the higher level of abstraction
to collect raw data (such as a proxy server), the information nay be lost on the lower
level;

Eleven other data sources: other data sources include firewalls, swtches and
routers, including of course IDPS particular sensor / nonitor agent.

The original data source is divided into two categories: host and network. Because in
the field of intrusion detection to distinguish the position of the dominant, IDPS is
also divided into two types: host-based and network-based. Host-based IDPS can check the
audit trail / log, and other data fromthe host or application. IDPS network nesh network

managenent can check blogs, and data from firewalls, switches, routers, and IDPS sensor

Agent .

A 3.3 Detection of events
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The purpose of affairs detection is to detect and provide data security-related
matters, for analysis.

Detection of affairs may be sinple affairs (including part of the event or attack
during normal operation) or conplex events (including the sinple state of affairs is
likely to represent a conbination of a specific attack). However, the situation or the
situation data may not be used as evidence of invasion.

Situation detection function is achieved by nmonitoring the IDPS nenber. They can be
installed on a network device (such as routers, bridges, firewalls), or on a specific
conputer (such as application servers, database servers), depending on original data
sources to be detected events data.

Since the detection process events generate a lot of events data, the frequency of
detected events can affect the overall effectiveness of the IDPS. This situation wll

also apply to the follow ng analysis.
A.3.4 analysis
A3.4.1 Brief introduction

The purpose is to analyze the situation analysis of data and processes events
detection functionality provided, are trying to find, and the invasion has occurred or is
occurring.

In addition to the events detected data, analysis can take advantage of many sources
of information or data, including:

Eleven result data previously analyzed and stored by the data storage capabilities of
data;

System from individuals or are expected to show how the know edge (as known from the
task should be carried out and should be conpleted by an authorized activity) generates
information or data;

Individual or systemfrom undesirable information or know edge of how to behave in
the data (such as froma known attack or known to be harnful actions) generated;

Part other relevant information or data, such as the original suspected attack site,
the individual or the attacker position.

There are two general nethods of analysis: based on misuse and anonaly-based. Also
known as knowl edge-based nethods mnisuse based nethod based anonmalies, also known as

behavior-based approach.
A.3.4.2 Based on method of misuse
A3.4.2.1 General

Mthods nmisuse of evidence-based attack detection main aspects of the situation data
and knowl edge known attacks and unauthorized activities based on accunulation.

Typical nethods based on misuse of trying to known attacks on information systens as
well as specific attack signatures previously considered to be nalicious or intrusive
behavior and activities, nodeling and coding to include a system scan to detect these

information systens attack signatures. Due to minor variations known attack patterns or
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known feature called attack, thus sonetines called misuse detection feature-based IDPS.

In commercial products, the nost common signature-based attack detection technology
is specified for each consistent with the node of attack or unauthorized activity state
of affairs, as an independent attack signatures. However, nore conplex nechanisns to
allow use of a single set of attack signatures to detect unauthorized activities and
known attacks.

Note that, when based on the assunption that the situation does not match the data
msuse attack signature nethod based, does not nean that there is intrusion or attack,
but does not nmatch sone of the data may still contain evidence of invasion or attack, the
evidence in feature nodeling attack is unknown.

Currently, the nethod of analysis used widely misused based are:
A3.4.2.2 Attack signature analysis

This approach may be the nost common nethod of intrusion detection, it expects the
information system of any safety-related behavior can produce corresponding audit 1og
entries.

Intrusion scenario nay be converted to the audit log sequence or data node, the data
information can be generated in a conputer operating system applications, firewalls,
switches and routers, nonitors or sensors, or specific IDPS found. (r other sequences nay
be found in the network attack signatures transport stream Analysis protocol analysis is
a form of network attack signatures particular, it uses the well-defined communication
protocol structure. Protocol analysis can handle such packet, frane and connecting
elenents.

By analysis program collecting semantic description of known attacks or attacks its
features or unified format, and save it in the database. Wen they find a particular
sequence or attack signature matches a predefined intrusion features, such as the audit
log, it neans have a intrusion attenpt.

Attack signature analysis nethod can be used with a threshold or not the threshold
value. If the threshold is not defined, when an attack signature identifying i.e. to
generate an alarm Wen the defined threshold, an alarm is generated only when the
characteristic exceeds a threshold nunber of attacks. Threshold may be the ratio of the
nunber or other neasure of events per unit of tine.

The main disadvantage is the need to attack signature analysis nethods constantly

updated attack signatures in order to discover new vulnerabilities and (or) attack.
A3.4.2.3 expert system

If msuse is a nethod based expert systemcontains rules describing the invasion. If
the exception-based nethod, generating a set of rules for a given tine, the recording
based on user behavior statistics user's usage behavior. Rules should be constantly
updated to accommndate the new description of the invasion or new usage nodels.

After the audit situation is converted to the fact that its semantic expression,
enter the expert system Intrusion analysis capabilities to use these rules and facts to

conclude that in order to detect intrusions or detect suspicious behavior inconsistent.
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A3.4.2.4 State Transition Analysis

This technique is described a series of goals with invasion and transformation, and
represent them as state transition diagrans. State and system state are consistent with
attack signatures, and includes states associated with these Boolean statenents that

should be converted to neet the other states.
A.3.4.3 Anomaly—based approach
A3.4.3.1 General

The observation of the intended use of other conventional profile defined by the
nornal operation of the observation system or paraneters, the nethod based on the focus
on the abnormality of the behavior prediction or conjecture typically found
unconventional behavior. A profile is a particular predefined pattern of events,
generally a series of events associated with, for conparison purposes stored in a
dat abase.

Note that, when based on the assunption that the situation data does not match the
attack signature for exception-based representatives of invasion or attack, but sone of
the data does not match may still contain the nornal evidence or unauthorized behavior,
the evidence in feature nodeling attack is unknown.

At present, the abnornal nethod of analysis based on the widely used are:
A3.4.3.2 To identify abnormal behavior

This nethod is suitable user activity patterns match the attack signature analysis
and inproper activity matches.

This nethod of nornal or authorized user behavior nodeling through a series of tasks
that the user through the use of non-statistical techniques are required or authorized to
perform on the system These tasks are described as desired by the user or authorized
behavior patterns, such as the right to access to specific files or file types.

Indi vidual behavior found in the audit trail conpared to the expected or authorized
nmode when the expected behavior patterns or licensing node is not the sane, an alarmis

gener at ed.
A 3.4.3.3 expert system
(See A3.4.2.3).
A3.4.3.4 statistical methods

In the anonaly-based intrusion detection nethods, the nost commonly used statistical
net hods.

By a nunber of different sanples to neasure the user or systembehavior and stored in
the configuration file. Conbined with the current configuration file on a regular basis
has been stored profile, and with the evolution of user behavior to be updated.

Exanples of these changes include the nunber of each session login and logout tine,

duration, resource utilization, disk storage and processor resources consuned within a
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session and a given tine.

Profiles can be conposed of different types of netrics, these types conprising:

Eleven activity intensity neasurenent;

Eleven audit record distribution neasure;

Eleven classification neasurenent (e.g. relative frequency log);

Eleven count neasurenent (e.g., a set of values for a particular user CPU or 1 /
Os).

Abnornal behavior is stored by the profile check to determine, i.e. to determine
whether the threshold is exceeded in accordance with the standard deviation of the

variable.
A3.4.3.5 Neural Networks

A neural network is an algorithm used to study the relationship between input and
output vectors in a reasonable way to find common rules to obtain new input - output
vectors. Intrusion detection, the main purpose neural network learning systemwithin the
behavior of characters (such as user daemon). In statistics advantages of using neural
network that represents a sinple neural network with nonlinear relationships between

variables, but also in self-learning neural network and retraining.
A3.4.4 Combination method

The nethod of misuse and abnornmal based on can be conbined to exploit the advantages
of each other. IDPS deploynent of the hybrid node to allow intrusion detection based on
known attack signatures and unconfirned node (such as the nunber of tines a particular
user login attenpt).

There are also studies underway to explore other ways or nethods of detecting
intrusion. Petri nets such as applied research, and study of conputer immnology,

relatively new
A.3.4.5 Frequency Analysis

A3.4.5.1 General

Raw data (such as audit trail or log) is usually produced constantly, but they may
not always be processed or analyzed by the situation analysis of the situation detection.

The frequency analysis may be:

El even continuous;

Eleven periodically;

Eleven specific environnent.
A3.4.5.2 Continuous or near real time

Wien the situation continues to look for specific data detection occurs, the
situation is the situation or activity and provides data, analysis still ongoing.
It should be noted that, in sone cases before it is detected and reported, intrusion

may be conpleted, because the tine of occurrence of events and may detect and report the
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presence of a tine interval between the tine it is. Tine interval can be determined by
the paraneters such as the data source events, intrusion detection nethods or properties,
vwhich results in the tine between the start and intrusive invasion difference target

system
A3.4.5.3 Periodic or batch processing

If the original data, and (or) the detected data transfer events into a storage
nedium or the periodic detection and (or) analysis of the data at the appropriate tine
will be possible. For exanple, to detect and analyze IT systens at low load, such as at

night or through a bypass auxiliary subsystens.
A3.4.5.4 Initiated only under certain circumstances

Sone analysts nay be initiated only under specific circunstances, such as when
already identified a wide range of attacks, and are causing serious damage when. In this
case, it can be taken to focus on all aspects of the attacks and the consequences of a
conprehensive analysis. These ways sonetines called forensic analysis can be used for the
purpose of legal proceedings. If there is expected lawsuits, we need to follow the rules

of evidence applicable.
A 3.5 data storage

The purpose of data storage function is to store security-related information and
make it available for later analysis and (or) reports.

Inta storage nmay include:

-Detected events and other types of necessary data;

-The results of the analysis, including the detected intrusion and suspicious events
(later used to coordinate suspicious situation analysis);

-Collection of known attacks and nornmal behavior profile;

-(hce the security alarm sounded, collect and preserve evidence in detail as the
original data (e.g., for traceability).

Mtters should have the appropriate data retention and data protection strategies,
handle a variety of concerns, such as the conpletion of the analysis, data forensics and

evidence preservation, and to prevent security-related information to be tapped.
A 3.6 response

The purpose of the response function is the appropriate analysis results presented to
the responsible personnel (such as system admnistrators, security person in charge).
Generally, these results are presented in the form of a graphical user interface on the
managenent console, by other neans e-mail, text nessaging, telephone and other relevant
personnel will be inforned of the results is also necessary to enhance and organize a
response to the alarm

Passive response function only when an alarm console, and active response
capabilities also provide an appropriate response to the invasion. Having an active

function in response to intrusion detection systens are also referred to as intrusion
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prevention system (IPS). Sone active response function by the way, provide corrective or
preventive neasures to limt the intrusion or minimze the inpact:

-Reconfigure intrusion system

-Lock invasion account;

-Blockade session protocol.

Information provided in response function can help organize reasonable authority to
assess the severity of the invasion, and decided to inplenent appropriate
counterneasures. (rganizations need to ensure that, to assess the severity of the
invasion and Strategies to be inplenented to be consistent with the information security
policies and procedures of the organization.

In Chapter 13 B / T 22081-2016, the organization can find a list of recommended
control, including reporting information security events, responsibilities and procedures
to recover fromsystem failures and correct security vulnerabilities in.@ / T 20985Aso

provide useful information on the nmanagenent of information security incidents.

A.4 IDPS type

A 4.1 Brief introduction

As described above, there are three types of IDPS: IDPS based feature, based [DPS
abnornal state IDPS protocol analysis. Mst IDPS using a variety of detection nethods
(either alone or integrated) to provide a broader and nore accurate detection. Detection
major categories as follows:

Identifying the event based on the feature detection neans known threat signatures
events will be observed conpared. This is very effective in detecting known threats, but
many variants to detect known threats and unknown threats largely ineffective. Based on
the feature detection and tracking can not know the state of the conplex communication,
it can not detect nost attacks include a plurality of events.

, It 1is defined based on a conparison of normal activity and detection of
abnormalities observed events, to identify significant deviations. The typical nethod of
forming the mnonitoring activity profile over tine profile. Then, IDPS and the
characteristics of the current active profile associated with a threshold value. Anonaly
detection nethod can be very effective in detecting previously unknown threats based. FAQ
anomaly detection of malicious activity based on the configuration file is accidentally
included the establishnent of the configuration file is not adequately reflect the
conplexity of real-world conputing activities, and produce many false positives.

State protocol analysis, refers preset profiles (the profile of each active protocol
as benign state protocol generally accepted to be defined) are conpared to identify
events with the observed deviations. Unlike anomaly-based detection (using a specific
host or network configuration file), depending on the general state protocol analysis
profile supplier developnent, the configuration file specifies how a particular protocol
should be used and not how to use. It is able to understand and track the status of the

protocol state has the concept, which enables it to detect many other nethods can not
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detect the attack. Problem state protocol analysis include the developnent of conplete
and accurate protocol mnodel is often very difficult or inpossible, is very resource
intensive, and can not detect the attack is not contrary to accepted protocol behavior
characteristics.

IDPS G her types include:

-Application-based IDPS (AIDPS), which is a special type of HIDPS HDPS and has
simlar properties.

Generally speaking IDPS can achieve the follow ng functions:

-Mnitor and analyze systemevents and user behavior;

-Identifying a known attack patterns corresponding systemevents;

-Identify statistically different fromnornal activity patterns of activity;

-Wen an attack is detected, appropriate to remind enployees through reasonable
nanner;

-In neasuring performance analysis engine coding security policies;

-Allow non-security professionals to performinportant security nonitoring;

-Increase the perceived risk and the ability to find the attacker's punishnent;

-Mny other security devices to identify problens could not be prevented;

-Coordination of other safety equipnent (such as firewalls) to deal wth the
situation;

-Verify, List and describe threats to the organization's infornation network system

-Provide information about the invasion of valuable information that support event
handling, danage assessnent, restoration work and legal activities specific environnent.

IDPS should understand the limtations of the main limtations include:

-Can not detect new attacks, we can not capture the majority of new variant of the
attack;

-Irreparable sources of error and noise;

-The process is difficult to effectively switched network;

-Difficult to scale to a very large or distributed network;

-Difficult to determine the physical and (or) the position of the intruder based IDPS
virtual output;

-Difficult to use NV to integrate different IDPS products;

-Irreparable security policy and (or) security mnechanisns (such as firewalls,
identification and authentication, link encryption, access control nechanisns and virus
detection and renoval) defects in infrastructure protection or mnissing;

-It can not detect, report or respond quickly to the specific type of attack;

-Despite the ability to identify DoS attacks, but can slow down the nost DbS attacks;

-Detecting new attacks can not attack or existing variants (which only applies
feature-based 1DPS, unavailable for anomaly of IDPS);

-In the case of hunman intervention, we can not attack a detailed analysis;

-Can not make up significant deficiencies in the organization's security strategy,
policy or security architecture;

-You can not make up for the security flaws network protocol;

-lsually, IDPS output nay contain a significant error rate, especially false
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positives, we need to spend a lot of tine and resources to solve;

-1t may be disabled as part of the attack sequence;

-They could be exploited by attackers to generate false positives, in order to
distract attention fromthe nmain attack;

-It may produce a large ampunt of audit information, which nmay take up additional
local storage system

-Based IDPS alarmautonatically block may cause security and availability issues;

-It requires advanced technology and systens knowl edge in order to effectively use
the IDPS.

A 4.2 Host-based IDPS (HIDPS)

HDPS present within one conputer and provide protection for this particular nachine.
This allows the conputer's operating systemto check HDPS log data (e.g., audit trails /
logs), and other local data. HIDPS also analyze devel opnents occur within the application
using the operating systemor application log files.

(perating system audit trails HDPS generally used by the operating system kernel
(core) 1is produced, and therefore in mnore detail than the system log and better
protected. However, these systens are shorter than log audit trails and easy to
under st and.

Sonre HIDPS designed to support IDPS managenent and centralized reporting
infrastructure, which can allow a single managenent console to track multiple hosts.
QG her HDPS generating a nessage for conpatibility with the network managenent system
fornat.

And NIDPS different, HDPS could sense the result of an attenpt to attack, because it
can directly access and nonitor data files and system processes attacks are usually
targeted. For exanple, HIDPS allow detection of attacks fromthe mission-critical server
keyboard.

HDPS intended to be used:

-The specific user identity associated with suspicious activity;

-(bserve and track changes in user behavior;

-Establish baseline systemsecurity status, and track the change from baseline;

-Mnagenent operating systemauditing, 1logging nechanismand generated data;

-Wen data is encrypted or non-encrypted form for transmission and storage,
application layer provides logging and surveillance;

-(bservation data changes caused by the attack;

-Present in the systemnonitoring high-speed network and the encrypted network;

-Detect network-based attacks IDPS can not be found.

HDPS should understand the unique limtations. The main limtations include:

-Specific DoS attacks can cause HIDPS ineffective;

-HDPS nay consume host resources, including the required host audit log data
storage;

-Because of the large nunber of installations (at least one per host), you may

require conplex installation and naintenance;
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-In stealth node can not be used, because the host is typically addressed by a higher
network layer;

-It does not recognize attacks against other hosts or networks.
A 4.3 Network-based IDPS (NIDPS)

NDPS flow nonitoring leads to a host systemin the network. Typically, N DPS by the
host or a series of single use sensor located in a network different conpositions. These
cells were analyzed by the local traffic and report attacks the central mnanagenent
console to monitor network traffic. Because the sensor is particularly useful as IDPS
nenber, so they are less likely to be protected against attack. Mny such sensors higher
network layer are not visible (i.e. is designed to run in "stealth" node), to make it
more difficult for an attacker to determine their presence and location.

And HIDPS response tine is directly related to the frequency of the polling interval
by providing intrusion suspicious (e.g., DoS attacks) information occurs, NDPS allows
real-tine or near real-tine detection and response.

NDPS with unique functional properties, its capacity is as follows:

-And the higher level of the sensor network protocol (layer 3 and above usually)
hidden in a "stealth node";

-lsing a single sensor nonitoring the flow of a plurality of hosts on the sane
network segnent;

-Mny hosts to identify the inpact of distributed attacks.

NDPS should understand the unique limtations. The main limtations include:

-Can not handle encrypted network traffic;

-You may require nore bandwidth than HIDPS and faster processing capabilities,
because should NIDPS perfornmance equivalent to the capacity of the flow to nmaximize the
perfornance of the deploynent of the network segnent;

-NDPS nany features provided may be provided to require special techniques in nodern
switch-based network is available (e.g., sensor networks, it needs to connect to a
particular network switch port to all other ports mapping data);

-Because of issues related to the application layer protocol decoding (e.g., HITP,
SMP), and sone may N DPS processing network layer (IP) or transport layer (TCP / UDP)
data packet segnent difficulties attack;

-lsually we can not observe whether the attack was successful.

A5 Architecture

IDPS can be achieved in different ways.

In smaller organizations, or to protect the well-defined and relatively independent
system a single IDPS may be a good solution.

In the considerable and conplex support network infrastructure, environnental systens
and applications, a single IDPS may not be sufficient or can not neet the requirenents of
intrusion detection. To neet these requirenents, may require multiple IDPS, IDPS is

custonized for each subsystem or conponent has been defined. In this environnent, a
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plurality of subsystens or conponents nay attack against. In another case, an attacker
may be configured for a particular conponent or subsystemy or subsystens rather than
vulnerability nenber itself. In order to detect attacks such cases, correlate and analyze
data fromdifferent IDPS of events.

IDPS target architecture is based on an efficient and effective way to achieve
intrusion detection features. In this context, about the two key architectural
considerations are:

-And a plurality of interconnected IDPS associated nanner;

-1DPS centralized or distributed architecture task.

Exanple of a layered intrusion detection architecture shown in Figure A 2.

[BlA 2 Layered intrusion detection architecture

In Figure A2, the output nenber and associated plurality of analysis are further
aggregated, to obtain a higher level of analysis and correlation. In any multi-tier
application infrastructure, there may be nore than one location to operational
requirenents.

In the centralized architecture, and sensor neans detecting the situation may sinply
collect raw data and sends it to the individual conponents for further analysis and
correlation. Although this nethod is sinple design, but it may not scale well, and nay
apply only to smaller environnents.

Mre scalable solution IDPS performcertain tasks in the dispersion nenber, the goal
is to reduce as early as possible in this process the raw data, and sends the relevant
matters to the next layer nenber. Chain nenber nay further analyze and correlate events

data, only the relevant alarm or transmtted to the final situation, i.e., the core
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nenber. Such a system nay have some very conplex task. For exanple, this requires
indicated by attacking the central nenber and find the correct mnanner of giving the

alarm and to configure the filter nenber associated analysis and correlation.

A. 6 IDPS management

A 6.1 Brief introduction

In the enterprise network infrastructure, mnanagenent, intrusion detection and
prevention systens are efficient and effective deploynent of their critical. IDPS order
to nmake nore efficient nmanagenent subsystemshould provide sufficient functionality. This

section discusses various aspects of IIPS managenent.
A. 6.2 Configuration Management
A6.2.1 General

Configuration managenent provides several features for controlling, entity
identification (IDPS part of those entities), and provide the data collected therefrom
For the purpose of intrusion detection, configuration nanagenent, including nanagenent

and detection of the corresponding response nechanism
A.6.2.2 Detection

Configuring detection function including the sequence of events and developments violation of security

policy and setting standards. This may also include a description of misuse mode and normal user behavior.
A 6.2.3 Response function

Mnagenent response function deternmines the behavior of the security alarm system
This includes controlling in response to a variety of nechanisns, such as an audible
alarm to notify the admnistrator, and (or) the security personnel and the session
ternmination. IDPS should also be protected against unauthorized initialization response.
If an attacker found a way to cheat the systemto respond to the invasion does not exist,
it is possible to install than no IDPS cause nore damage, depending on the configuration
response. Response Mnagenent Event Mnagenent program should be consistent with the

or gani zation.
A 6.2.4 Security Management Services

Security service mnanagenent includes IDPS as part of the security services
managenent. [t contains control user certificates, confidentiality, integrity, and access
control services. According to the user's credentials, access may be limted, to restrict
access to information on the security situation on the configuration paraneters, as well

as an audit trail.
A6.2.5 Integration with other management systems

IDPS receiving network managenent system and should be managed under the protection
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of the environnent, and nanagenent system (or) the safety nanagenent system security
interface, or mnanagenent of these systens to becone an integral part. This is the
realization of sone type of detection (e.g., the access log) function and sone type of
response nay be necessary. Choice is inportant not to separate or inplenented IDPS
because IDPS mnanagenent functions should be integrated with other system nanagenent

functions.
A.6.2.6 Security management operations
A6.2.6.1 General

Security should protect the managenent operations to prevent intruders fromaccessing
information or IDPS IDPS control of resources. IDPS security managenent, including
authentication, integrity, confidentiality and availability nanagenent services.

Administrative privileges to run IDPS system should be (conpared to other managenent
systens that require security policy) are configured according to the required high
security level security policy. Host IDPS sensors wusually run an operating system
privileged node, therefore prejudice the admnistration of privilege could result in a
very wide range of security vulnerabilities and possible danmage to all hosts running IDPS
agents. Based IDPS, especially host-based IDPS, the consequences of administrative
privileges are often overlooked security vulnerabilities, and attacks nost commercial
products with executable instructions to nonitor the host response options.

Mnitor devel opnents detectors and sensors to ensure proper operation and function of
IDPS essential for success. The events detector information from the sensors is
transmtted to the detection analysis. Failure to maintain these devices continues to
monitor the safety function may lead to erroneous sensor, such as sensor failure and a
central system (and thus the entire organization) are not aware of this technical
failure. Therefore, the central systemwll not send an alarmor reading to still believe

that everything good central administrator.
A6.2.6.2 Differentiate

Before perforning nanagenent operations on the managed entity should be appropriate

for identifying and authenticating. Mnagenent entity nmay be a user or systementity.
A6.2.6.3 Integrity

It should protect the integrity of nanagenent operations to prevent attacks. Not in

an unaut horized manner insert, delete, or change managenent operations.
A6.2.6.4 Confidentiality

Mnagenent should protect the confidentiality of operations in order to avoid
attacks. No unauthorized manner inappropriate to speculate any intention of nanagenent

operations.

A6.2.6.5 Availability
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For network infrastructure, IDPS itself or surveillance target attack should not
affect the availability of nanaged services. For exanple, when a denial of service attack
occurs, it should be feasible IDPS managenent. Even IDPS fails, it should be possible to
manage the IDPS. IDPS and its managenent should be incorporated into business continuity

planning process.
A 6.3 Management Model

Control and managenent is essential for the successful inplenentation of intrusion
detection, especially in a distributed environnent using a large nunber of intrusion
detection conponent. Figure A3 provides an exanple of a tiered managenent nodel, this
model is perfect for large organizations. In sone cases, the centralized control neans
that a single point of failure, in sone circunstances may not accept this situation. It
will also give attackers a single point of attack. This could give the attacker the
opportunity to delay attack detection, and prevents the admnistrator to take appropriate

action.

#]A 3 Intrusion Detection Management Model

In addition to using the hierarchical nodel in nmany collections, you may also use
other appropriate managenent relationship collection:

-Mny to many: multiple nmanagenent consoles can nanage multiple distributed agents;

- To-many: one Mnagenent Console can manage multiple distributed agents;

-(ne: one Mnagenent Console can nanage an agent.

A.7 Implementation and deployment issues

A 7.1 Brief introduction

Wien decisions need to deploy IDPS, there are mnany inportant issues and
considerations. Al IDPS not identical, therefore, enterprises in the deploynent IDPS
evaluate, should consider the requirenents of enterprises according to their IT risk

managenent and security policies.
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A 7.2 effectiveness

Wien deploying IDPS to be evaluated, an inportant consideration is the efficiency.
Evaluation of IDPS efficiency standards are:

-Accuracy: Wien the IDPS activities mstaken attack (such as false positives) or IDPS
to attack mstaken for legitimate activities (such as false negatives), the error will
occur. Any type of failure to the total nunber of events detected ratio wll
significantly affect the availability of IDPS. The ratio of false positives and false
negatives may be an inportant security policy paraneters, and mnay indicate the
inplenentation of analytical bias.

-Performance: Performance IDPS is to speed the collection, storage and processing
audit events. If IDPS poor performance can not be detected in real tine. Ch the other
hand the performance of the network load IDPS may arise.

-Conprehensiveness: Wen IDPS can not detect the attack, there wll be no
conprehensive. This neasure is more difficult to assess the evaluation index conpared
with other, because conprehensive understanding of assault or abuse of the privileges is
not possible.

-Fault Tolerance: IDPS itself should be resistant to attack, especially denial of
service attacks, and should be designed according to this target. This is particularly
inportant because nost IDPS runs on top of commercial operating systens or hardware, it
is known here vulnerable.

-Tineliness: IDPS must be perforned as soon as possible and send its analysis report
to the person in charge of security response can be nade before extensive damage caused,
the sane should also prevent the attacker from corrupting data, data source or IDPS
itself.

A 7.3 Feature

Wen deploying IDPS, another inportant consideration is the functionality of the
previous section discussed. The following will discuss sone of the functional aspects of
content:

-lse encryption or exchange environnent, host-based IDPS well suited for encryption
and exchange environnent. Because host-based systens deployed on a variety of host
conpanies, they can overcone the deploynent challenges faced by network-based IDPS in
exchange and encryption environnent.

-Detecting an attack, the source network-based data allow the tine of the attack by
providing data to detect malicious and suspicious attacks (such as denial of service
attacks) to detect and respond to real-tine, and also provides a nore rapid response and
notification. Network-based IDPS can detect a host-based systens miss attacks. Mny able
to identify them by looking up the IP header when denial of service attacks and
fragnented packet transmitted in the network based only.

-Conprehensive analysis of host-based and network-based data, both the host and the
use of sone of IDPS network data sources to the integrated nenber hosts and networks. As

discussed in 6.1, network-based and host-based IDPS solutions have their own unique
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advantages and strengths, can conplenent each other. Therefore, host-based and network-
based intrusion detection technology can be integrated analysis, in order to create a

more poverful defense information systens.
A 7.4 IDPS deployment and operations personnel

IDPS organization selected may be the nost advanced, and between subsystens and [DPS
with the organization's IT systens, services and (or) network can be well integrated.
However, nost features should be nanually operated by personnel with the trained and
understand intrusion detection, IT security (including network security), and the IT
organization (including network topology and configuration).

Intrusion detection process including the installation of IDPS and have the hunan
resources have the follow ng capabilities:

-Custom I DPS have to be able to find and deploy IT environnents IDPS-related matters;

-Wen the alarmdisappears, explain what IDPS to express;

-In response to the IDPS look real alarm develop policies and procedures;

-Correct the cause of the vulnerability of the success of the invasion.

These labor intensive operations beyond the scope of IDPS installed intrusion
detection process and should be an integral part of.

Analysis analyze data collected by the sensor to detect signs of unauthorized or
suspicious activities or events, these signs may indicate that the probe is / scan the
network intrusion has occurred or nmalicious attack is in progress. If there is no nanual
input, configuration, and interpret the output adjustnent support IDPS, automated part
will not be able to run.

Wien the IDPS is properly configured, it provides information should be carefully
analyzed to wunderstand intrusions occur in the network. IDPS requires intensive
interaction of people, not know what to wait for the network to reject packets that do
not want. IDPS requires skilled personnel to understand when the output IDPS be regarded
as nerely false positives (legitimate activities were as invasion) or false negatives
(the invasion activity occurred, but was identified as non-invasive).

Response functions include manual and automated tools. For exanple, nost of the
current IDPS to points according to a predefined alarm criterion Alarm severity(ass,
rarely point out what should be done when an alarm occurs. Because of today's nost IDPS
produce a lot of false positives, and in nost cases the first level of response would
involve quite inexperienced operators, leading to further aggravate the situation. Even
if the operator has the honor organizations both know edge and experience, they can not
know how to respond to each of the detected intrusions properly. On the other hand, the
situation in the tense period of rapid expansion, the rapid response of the IDPS is very
inportant to the police. For these and other reasons, to provide the operator through
careful consideration, to an overview of the specific types of IDPS guide alarm should
take steps to deal with extrenely inportant. If these guidelines are not available, then
the response of the IDPS alarm may be inadequate, disorganized or overreaction. Totally
dependent autonatic response nechanismis unwise.

By pattern matching the payload of known vulnerabilities or by nalicious bytecode
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feature, IDPS nay detect a zero day exploit, in this unusual situation, personnel should
be coordinated with the appropriate vendor has to be aware of an unknown the new
vulnerability has been discovered and the vulnerability is attacking an organization's

net wor k.
A 7.5 Other implementation considerations

Wien considering the inplenentation, operation, and when the integration selection
IDPS, there are other inportant features as follows:

-lser interface;

-The layout of the sensor network, the sensor network can be placed on a flexible
support to a range of detection and response strategies, such as the detection of an
attack attenpt external firewall;

-System fault tolerance, system integrity is the nost inportant concern, is an
exanple of denial of service attacks. If possible, the communication between the IDPS
appropriate sensors, monitors and network nanagers being independently nonitored outside
the network. This will inprove the safety and availability;

-1DPS assurance;

-Ease of use, such as ease of use;

-1DPS of scalability;

-Interoperability with other security products;

-Vendor support level and quality;

-Mnagenent, [IDPS Plug and Play devices are not typically required to analyze and
interpret the art IDPS output;

-Hardware and software requirenents;

-Docunent s;

-Costs, 1in addition to software, hardware and installation costs, as well as

education, training, operation and naintenance costs.

A.8 Intrusion detection problem

A 8.1 Intrusion detection and privacy

Privacy has becone a problem of the use of IDPS. Wien looking for hidden nalicious
and suspicious content specific attack signatures or pattern recognition or intrusion
detection network transmssion requirenents analysis and (or) operating system audit
trail.

Network traffic or the situation of data collection may contain sone personal data,
that data relating to a specific person. Hardware or IP address may be an exanple of the
above data. Therefore, intrusion detection could be nonitoring their behavior and user
tools. If the intrusion detection is used to detect the "internal" intruders, ie the
organi zation enployees should consider their inpact.

If you use intrusion detection, we should consider three principles reflect the

privacy challenges:
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-Intrusion detection systemmust neet the protected object or data;

-Iata collection (network packets, audit logs) must be fully satisfied the purpose of
protection;

-Should develop and apply policy that covers the privacy of personal information
collected IDPS clained.

The first aspect as a neans of intrusion detection tool does not require supervision
and enpl oyee behavior.

The second aspect should be pointed out that only the collection and analysis of data
necessary to identify the attack. The attack signatures events data and IDPS of
conparison, the data are no longer needed should be deleted or show signs of attack data,
show signs of attack by security-related data should be stored. However, in some cases
deleted data may be inappropriate, the situation nay need to archive data for subsequent
inspection, as for traceability attacker or for future forensic analysis. Sone data nay
at first appear to be benign. After further analysis, it may prove to be related to an
attack. Later, data collection nmay also prove relevant to attack. In any case, it should
strengthen the protection of data in order to avoid access a variety of purposes,
including privacy. The action taken should be consistent with the organization's security
policy.

Inta should be stored in accordance with the policy for some tine, and then safely
destroyed to protect the privacy of all parties. This tine to the forensics and law
enforcenent a lot of tine to investigate, and in the future mnay be subject to
unaut horized access to the system do not leave sensitive data no longer needed.

The third aspect inplies the need for a global privacy policy basis and (or) any law
applicable to sensitive personal information protection and privacy of personal
infornmation nanagenent organization.

Currently, there are few specialized intrusion detection associated with legal and
regulatory requirenents. Expect the law or regulations provide adequate protection for
the privacy of individuals, while allowing IDPS and related events log collection and use
enough data to identify potentially devastating invasion. Sone countries have regulations
contain enough standard, and the use of personal data related purposes. Sone countries
have regulations on the protection of personal data of staff, and staff involved in their
personal data privacy rights regulations. In addition, different national regulations and
treaties on cross-border data flows nmay affect the intrusion detection and privacy.

If the legal and regulatory requirenents to nonitor staff activities, such as logs
and events through specific IDPS sensor / Mnitor Agent, then it should clearly inform
enployees and contractors, and confirned before the operation starts. This can be
achieved by signing the form of enploynent contract terns, specific files or electronic

notice.
A 8.2 Invasion of shared data

Sharing data and invasion IDPS experience for all organizations are actively using
the IDPS is beneficial. For exanple, a simlar invasion by nany other organizations were

analyzed, so that a nunber of organizations for early warning of invasion is possible, or
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the invasion of a new information will be useful for many other organizations. IDPS use
of enpirical information may help other organizations to inprove their IDPS operation.

However, it is recognized that nost organizations already affecting their IT systens
thereby affecting the invasion of public knowledge of its business operations to be
uni versal consensus. These small public know edge to be msleading, the inpact of large
business, such as profitability, stock prices. Based on this, the organization, the nost
appropriate approach is to participate in cooperation prograns, thereby purifying the use
of information sources and IDPS invasion, naking it anonynous. These prograns collect
anonynous know edge is the foundation for community service IDPS database information in
the above. This database should be used for intrusion detection:

-Coordination vulnerability configuration, invasion and use details of these types of
configuration instructions;

-Processing large ampunts of information on a sanple of the invasion, in order to
make the right statement on the invasion of the prerequisites in terns of the type of
inpact, traces the difficulties, renedial neasures;

-1f both types of distinct traces were observed, then the storage of data on invasive
type of technology, and share major difference between the two;

-Ensure trace information is downloaded to support the invasion of new structured
format described;

-Wen they find new vulnerabilities, update rules and (or) change the paraneters;

-Can be extracted automatically generate newrules nay identify a newinvasion (e.g.,
signature, paraneters, etc.).

IDPS nodern database may be likened to a virus detection system the latter typically
having a network-based automatic update function.

Intrusion intrusion event database is not the database, which stores infornation
about the attack case evidence.

In B/ T 32920-2016 details the considerations to share event information. Data
model, format and secure exchange protocol has been developed and standardized in the
IETF to facilitate automatic exchange of data intrusion. International standards,
including RFC5070 event autonmation (bject Description Exchange Format (IQODEF), RF(6545

real-tine network defense (RID) and RF(6546 transmission of real-tine network defense.
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Mt & B
(Informative)
GB / T 28454-XXXX with GB / T 28454-2012 technical differences

1, nodified for the intrusion detection systemIDS IDPS intrusion detection and
prevention system an intrusion prevention systemIPS into the standard range;

2, to nodify the standard range;

3, nodified normative references cited references prepared (see 2) according to the
standard content;

4, part of the term no longer followthe B/ T 28454-2012 termpreparation ideas,
not adopted in the definition 25069-2010 B/ T, but directly using the definition of the
international standard, nodifying sone of the terns, including "attack", "denial of

noon;g

service", "demlitarized zone", "intruder invasion", "router", "switch", "Trojan
horse", according to international standards variations, nodifications, sone of the
2
terns, including "attack signatures", " password hash "," firewall "," host "," intrusion

nn nn

detection system"," intrusion prevention system"," online upgrade ","

probe "," test

access point ", an increase of sone terns, including" distributed denial of service

nn nn

attack "," intrusion detection and prevention systens, virus, virtual private
network "," vulnerability "of terns and definitions (see 3);

5, an increase of sone abbreviations, including AIDPS, DVMZ, DS, DoS, IDPS, I / Q
IOEF, HDPS, SIEM WN delete abbreviations NIDS, SIM(see 4);

6, IDPS selection considerations, add, delete, and nodify sone of the issues (see
7.4);

7, SIEMnodification function, associated with an increase of the situation, the
situation was filtered, the polynerization events (see 7.5.6);

8, due to the increased intrusion prevention system nodify "Wen organizations have
security requirenents to register aspects of IS products, see B/ T 20275" to "Wien the
organization has requested level of security aspects of IDPS products, see @B/ T 20275
and B/ T 28451 "(see 9.3.1).;

9, the nodified classification IDPS, IDPS and explanations given three types (see
A4 1);

10, increased data sharing case relevant international standards (see A 8.2)
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