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Foreword 

Thi s  r ul e- based s t andar d dr af t i ng GB /  T 1. 1- 2009 and GB /  T 20000. 2- 2009 gi ven.  
I ns t ead of  t he s t andar d GB /  T 28454- 2012 "I nf or mat i on t echnol ogy -  Secur i t y 

t echni ques  I nt r us i on Det ect i on Sys t em ( I DS)  sel ect i on,  depl oyment  and oper at i on. "  
Compar ed wi t h t he GB /  T 28454- 2012,  t he mai n changes  ar e as  f ol l ows :  
-  s t r uct ur al  changes  ar e: Modi f y t he or i gi nal  s t andar d suspens i on segment  as  a 

s epar at e chapt er  ( see 7. 1, 7. 3. 1, 7. 4. 7. 1, 7. 4. 9. 1, 7. 5. 1, 8. 1, 8. 3. 1, 9. 1, 9. 4. 1, 9. 5. 1, 9. 6. 1,  
A. 2. 1,  A. 3. 1,  A. 3. 4. 2. 1,  A. 3. 4. 3. 1,  A. 3. 4. 5. 1,  A. 4. 1,  A. 6. 2. 1,  A. 6. 2. 1,  A. 7. 1) ;  

-  t echnol ogi cal  changes  i n Appendi x B.  
Thi s  s t andar d I SO /  I EC 27039:  2015 and t hei r  mai n di f f er ences  f or  t he f ol l owi ng 

r easons :  
-  t opi c er r at a,  t he "oper at i ons"  changed t o "oper at i on" ( see Engl i sh t i t l e) ;  
- St andar d St r uct ur e:  Due t o t he i nt er nat i onal  r ef er ence s t andar d i n i nt r us i on 

det ect i on and pr event i on pr oduct  s af et y and ot her  s t andar ds  no r at i ng,  whi l e St andar d 
abbr evi at i ons  mor e,  t o mai nt ai n cont i nui t y wi t h t he ol d s t andar ds ,  t he i ncr ease i n 
Chapt er  2,  "Nor mat i ve r ef er ences"  and 4 Chapt er  "Abbr evi at i ons";  

-  St andar d sect i on 7. 3. 1 adds  "When t he or gani zat i on has  r eques t ed l evel  of  s ecur i t y 
aspect s  of  I DPS pr oduct s ,  s ee GB /  T 20275 and GB /  T 28451"The mai n cons i der at i on 
pr ot ect i on r equi r ement s  f or  I DPS pr oduct  s af et y l evel ;  

-  i ncr ease t he i nf or mat i ve Appendi x B.  
Thi s  modi f i ed s t andar d i nt er nat i onal  s t andar ds  I SO /  I EC 27039:  2015 "I nf or mat i on 

t echnol ogy -  Secur i t y t echni ques  i nt r us i on det ect i on and pr event i on sys t em ( I DPS)  
sel ect i on,  depl oyment  and oper at i on. "  

Thi s  s t andar d i s  pr oposed and managed by t he Nat i onal  I nf or mat i on Secur i t y 
St andar di zat i on Techni cal  Commi t t ee ( SAC /  TC260) .  

Thi s  s t andar d was  dr af t ed:  Shandong Pr ovi nce I ns t i t ut e of  St andar di zat i on,  Chi na 
I nf or mat i on Secur i t y Cer t i f i cat i on Cent er ,  Shaanxi  Pr ovi nce Net wor k and I nf or mat i on 
Secur i t y Eval uat i on Cent er ,  Bei j i ng Tal ent  Net wor k Secur i t y Technol ogy Co. ,  Lt d.  

The mai n dr af t er s :  Shuguang,  Wang L,  Wang Fengj i ao,  Wei ,  Wei  publ i c,  Bi n,  Yang Fan,  
Lei xi ao Feng 

Thi s  s t andar d super sedes  t he pr evi ous  edi t i ons  ar e:  
—GB /  T 28454- 2012.
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Introduction 

Or gani zat i ons  bef or e sel ect i ng and depl oyi ng i nt r us i on det ect i on and pr event i on 
sys t ems  ( I DPS) ,  not  onl y shoul d know when t hei r  net wor k,  sys t em or  appl i cat i on i nvas i on 
occur r ed,  i s  occur r i ng,  and how i t  happened,  but  al so shoul d know what  t he use of  
i nt r us i on vul ner abi l i t y,  and t o pr event  s i mi l ar  i nt r us i on,  or  what  pr ot ect i ve measur es  
appr opr i at e r i sk t r eat ment  met hods  wi l l  be i mpl ement ed i n t he f ut ur e ( i e,  r i sk 
mi t i gat i on,  r i sk r et ent i on,  r i sk avoi dance,  r i sk shar i ng) .  Or gani zat i ons  shoul d i dent i f y 
and pr event  net wor k- based i nt r us i on.  I n t he mi d- 1990s ,  t he or gani zat i on began us i ng 
i nt r us i on det ect i on and pr event i on sys t ems  ( I DPS)  t o meet  t hose needs .  Wi t h t he emer gence 
of  a s er i es  of  I DPS pr oduct s ,  I DPS appl i cat i ons  cont i nue t o expand t o meet  t he gr owi ng 
demand f or  t i s sue i nt r us i on det ect i on and pr event i on capabi l i t i es .  

To get  t he maxi mum benef i t  f r om I DPS,  t he pr ocess  shoul d be per f or med by t r ai ned and 
exper i enced per sonnel  car ef ul l y pl anned and i mpl ement ed sel ect i on,  depl oyment  and 
oper at i on of  I DPS.  When t he pr ocess  of  i mpl ement i ng,  I DPS pr oduct s  can hel p or gani zat i ons  
expl oi t  i nf or mat i on obt ai ned,  and can pl ay an i mpor t ant  r ol e i n t he saf et y of  t he ent i r e 
i nf or mat i on and communi cat i on t echnol ogy i nf r as t r uct ur e.  

Thi s  s t andar d pr ovi des  an ef f ect i ve sel ect i on,  depl oyment  and oper at i on of  I DPS 
Gui de,  and t he bas i cs  of  I DPS.  Thi s  s t andar d appl i es  t o cons i der  whi l e out sour ci ng i t s  
i nt r us i on det ect i on capabi l i t i es  of  t he or gani zat i on.  Out sour ci ng t he ser vi ce- l evel  
agr eement s  can be f ound i n t he I T ser vi ce management  pr ocesses  based on I SO /  I EC 20000 
i n.  

Thi s  s t andar d i s  pr i mar i l y i nt ended t o hel p:  
a)  Or gani zat i on meet s  t he f ol l owi ng r equi r ement s  GB /  T 22080- 2016 of :  

—The or gani zat i on shal l  i mpl ement  pr ocedur es  and ot her  cont r ol s  t o qui ckl y 
det ect  and r espond t o secur i t y i nci dent s ;  

—The or gani zat i on shal l  per f or m t he moni t or i ng and r evi ew pr ocess  and ot her  
s af et y hazar ds  and de f act o cont r ol  of  s ecur i t y event s  t o i dent i f y 
appr opr i at e at t empt s .  

b)  Or gani zat i ons  t o achi eve secur i t y cont r ol  t o meet  t he f ol l owi ng obj ect i ves  GB /  T 
22081- 2016 of :  
—Det ect  unaut hor i zed i nf or mat i on pr ocess i ng act i vi t i es ;  
—The sys t em shoul d moni t or  and r ecor d i nf or mat i on secur i t y mat t er s .  The 

oper at or  shoul d use t he def aul t  l og and l og i nf or mat i on t o ensur e t hat  t he 
pr obl em i s  i dent i f i ed sys t em;  

—The or gani zat i on shoul d compl y wi t h al l  t he r el evant  l egal  r equi r ement s  
appl i cabl e t o moni t or  and r ecor d act i vi t i es ;  

—Moni t or i ng sys t em shoul d be used t o check t he val i di t y of  t he cont r ol  
i mpl ement ed t o ver i f y compl i ance acces s  pol i cy model .  

The or gani zat i on shoul d r ecogni ze t hat  t o meet  t he above r equi r ement s ,  i t  i s  not  t he 
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onl y depl oyi ng I DPS and ( or )  per f ect  sol ut i on.  I n addi t i on,  t hi s  s t andar d i s  not  i nt ended 
t o be par t  of  conf or mi t y as ses sment  cr i t er i a,  such as  i nf or mat i on secur i t y management  
sys t em ( I SMS)  cer t i f i cat i on,  I DPS ser vi ce or  pr oduct  cer t i f i cat i on.
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Information technology - Security techniques intrusion 

detection and prevention system (IDPS) selection, 

deployment and operation 

1 range 

Thi s  s t andar d pr ovi des  gui del i nes  t o hel p or gani zat i ons  pr epar e t o depl oy i nt r us i on 
det ect i on and pr event i on sys t ems  ( I DPS)  of .  I n par t i cul ar This standardDet ai l s  I DPS 
sel ect i on,  depl oyment  and oper at i on.  At  t he same t i me s t andar d gi ves  backgr ound 
i nf or mat i on t o get  t hese gui del i nes .  

2 Normative References 

The f ol l owi ng document s  f or  t he appl i cat i on of  t hi s  document  i s  es sent i al .  Al l  t he 
r ef er ence document s  dat e,  onl y t he edi t i on i s  appl i cabl e t o t hi s  document .  For  undat ed 
r ef er ences ,  t he l at es t  edi t i on ( i ncl udi ng any amendment s )  appl i es  t o t hi s  document .  

GB /  T 18336 ( al l  par t s )  I T secur i t y eval uat i on cr i t er i a I T secur i t y t echnol ogy 
( 15408 ( al l  par t s  of  I SO /  I EC) ,  I DT)  

GB /  T 20275 I nf or mat i on secur i t y t echnol ogy net wor k i nt r us i on det ect i on sys t em 
t echni cal  r equi r ement s  and t es t  met hod f or  eval uat i on 

GB /  T 20985. 1- 2017 I nf or mat i on t echnol ogy -  Secur i t y t echni ques  -  I nf or mat i on 
secur i t y i nci dent  management  -  Par t  1:  Event  management  pr i nci pl es  ( I SO /  I EC 27035- 1:  
2006,  I DT)  

GB /  T 22080- 2016 I nf or mat i on t echnol ogy -  Secur i t y t echni ques  I nf or mat i on Secur i t y 
Management  Sys t em Requi r ement s  ( I SO /  I EC 27001:  2013,  I DT)  

GB /  T 22081- 2016 I nf or mat i on t echnol ogy -  Secur i t y t echni ques  -  I nf or mat i on secur i t y 
cont r ol  pr act i ce gui del i nes  ( I SO /  I EC 27002:  2013,  I DT)  

GB /  T 25068. 2- XXXX I T Secur i t y Net wor k Secur i t y Technol ogy:  Par t  2:  Secur i t y Net wor k 
Des i gn and I mpl ement at i on Gui de ( I SO /  I EC 27033- 2:  2012,  I DT)  

GB /  T 25068. 3- 2010 I nf or mat i on t echnol ogy -  Secur i t y t echni ques  -  I T net wor k 
secur i t y -  Par t  3:  Wangj i ant ongxi n secur i t y gat eway secur i t y ( I SO /  I EC 18028- 3:  2005,  
I DT)  

GB /  T 28451 i nf or mat i on secur i t y t echnol ogy net wor k- based i nt r us i on pr event i on 
pr oduct  t echni cal  r equi r ement s  and t es t i ng and eval uat i on appr oaches  

GB /  T 29246- 2017 I nf or mat i on t echnol ogy -  Secur i t y t echni ques  -  I nf or mat i on Secur i t y 
Management  Sys t em Over vi ew and vocabul ar y ( I SO /  I EC 27000:  2016,  I DT)  

GB /  T 32920- 2016 I nf or mat i on t echnol ogy secur i t y t echnol ogy i ndus t r y and i nt er -
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or gani zat i onal  communi cat i on i nf or mat i on secur i t y management  ( I SO /  I EC 27010:  2012,  I DT)  
I SO /  I EC 27033- 1:  2009 I nf or mat i on t echnol ogy -  Secur i t y Net wor k Secur i t y 

Technol ogy:  Par t  1:  Over vi ew and concept s  

3 Terms and Definitions 

GB /  T 29246- 2017 and def i ni ng t he f ol l owi ng t er ms  and def i ni t i ons  appl y t o t hi s  
document .  

3. 1  

Attack attack  
I n t he i nf or mat i on sys t em,  t he sys t em and /  or  des t r uct i on of  i nf or mat i on,  

di scl osur e,  al t er at i on or  l os s  of  f unct i on or  t r y t o make i t  cont r ar y t o i t s  s ecur i t y 
pol i cy.   

3. 2  

Attack signature attack signature 
Execut e an at t ack of  comput er  act i vi t y ser i es  or  a var i ant  t her eof ,Usual l y be 

det er mi ned by exami ni ng net wor k t r af f i c or  l og hos t ,I DPS al so be f ound accor di ng t o t hei r  
at t acks  have occur r ed.   

Note: This can also be called an attack mode.  

3.3  

Proof attestation  
Var i abl es  gener at ed publ i c key encr ypt i on,  can I DPS sof t war e pr ogr ams  and devi ces  t o 

i dent i f y t he i dent i t y of  i t s  r emot e par t y.   
 Note:See 2. 23 r emot e at t es t at i on.   

3.4  

Bridge bridge  
Layer  l ocat ed OSI  2 l ocal  ar ea net wor k LAN connect ed t o t he ot her  net wor k devi ce 

us i ng t he same pr ot ocol .   

3. 5  

Cryptographic hash cryptographic hash value  
Ass i gned t o a f i l e and used t o t es t  t he mat hemat i cal  val ue i n t he l at t er  par t  of  t hi s  

document ,To ver i f y t he dat a cont ai ned i n t he f i l e i s  not  mal i ci ous  changes .   

3. 6  

Denial of service attacks (Denial-of-Service) attack  

DoS 
By f l oodi ng bandwi dt h or  r esour ces  of  t he t ar get  sys t em,  a pl ur al i t y of  br oken r i ng 

sys t em accor di ng t o unaut hor i zed access  t o sys t em r esour ces  and oper at i ng sys t em 
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f unct i ons  or  del ay t he l os s  of  avai l abi l i t y of  aut hor i zed user s .  .  

3. 7  

Distributed denial of service attacks distributed Denial-of-Service attack  

DDoS 
By f l oodi ng t he bandwi dt h or  r esour ces  of  t he t ar get  sys t em,  di s r upt i on of  mul t i pl e 

sys t ems  appr oach t o unaut hor i zed access  t o sys t em r esour ces  or  del ayed sys t em oper at i on 
and f unct i on,  r esul t i ng i n l os s  of  avai l abi l i t y of  aut hor i zed user s .   

3. 8  

DMZ Demilitarized zone   

DMZ  
Logi cal  or  phys i cal  net wor k l ocat ed i n t he space bet ween t he out er  bor der  r out er s  and 

f i r ewal l s .   
注1：DMZ may be l ocat ed bet ween t he net wor k,  i f  necessar y,  can be pl aced under  cl ose obser vat i on.   

注2：They usual l y cont ai n unsaf e ar ea Publ i c Domai n Secur i t y bas t i on hos t .  

3.9  

(Flaw) exploit exploit  
One way has  cl ear l y under mi ne sys t em secur i t y vul ner abi l i t y i nf or mat i on def i ned use.   

3. 10  

Firewall firewall  
Di sposed bet ween a net wor k envi r onment  cl as s  bar r i er .  I t  can be a dedi cat ed devi ce,I t  

may be a combi nat i on of  s ever al  component s  and t echnol ogi es .  Al l  communi cat i ons  bet ween 
t he net wor k envi r onment  mus t  f l ow t hr ough t he f i r ewal l ,Onl y al l owed,  aut hor i zed 
communi cat i on accor di ng t o l ocal  s ecur i t y pol i cy def i ned by.  

[ Quot ed f r om:  I SO /  I EC 27033- 1:  2009]  

3. 11  

False false positive  
I DPS al ar m when t her e i s  no case of  at t ack.   

3. 12  

False negative false negative  
The case when an at t ack occur s  I DPS no al ar m.   

3. 13  

Honeypot honeypot  
To decei ve,  di s r upt  and di s t r act  t he at t acker ' s  decoy sys t em,Pr ompt i ng t he at t acker  

t o spend t i me on some of  t he i nf or mat i on,Thi s  i nf or mat i on i s  val uabl e t o l ook,I n f act  
f al se,No val ue t o l egi t i mat e user s .   
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3. 14  

Host host  
A TCP /  I P net wor k pr ot ocol  ( e. g. ,  I nt er net ) ,  t he sys t em may be set ,  or  comput er  

addr es ses .   

3. 15  

Intruder intruder  
For  t he t ar get  hos t ,  s i t e,  net wor k or  or gani zat i on,We ar e or  have been subj ect  t o 

at t ack or  i nvas i on.   

3. 16  

Intrusion intrusion  
Unaut hor i zed access  t o a net wor k or  net wor ked sys t ems,That  i s  an i nf or mat i on sys t em 

on i nt ent i onal  or  uni nt ent i onal  unaut hor i zed access,I ncl udi ng i nt er nal  i nf or mat i on sys t em 
f or  mal i ci ous  act i vi t y or  i nf or mat i on sys t em r esour ces  f r om unaut hor i zed use.   

3. 17  

IDS intrusion detection  
I nt r us i on det ect i on f or mal  pr ocess .  The pr ocess  i s  gener al l y char act er i zed as  f ol l ows  

knowl edge acqui s i t i on: Abnormal usage patterns, and the vulnerability of the type to be 
utilized by the way, and when it happened and how it happened.  

3. 18  

Intrusion detection system IDS 

IDS  
I n i nf or mat i on sys t ems  and net wor ks ,  a met hod f or  i dent i f yi ng some have t r i ed,  

i nt r us i on i s  occur r i ng or  has  occur r ed,  and can be made t echnol ogy sys t em r esponse.   

3. 19  

IPS intrusion prevention system  

IPS  
Var i ant  speci f i cal l y des i gned t o pr ovi de a r espons i veness  act i ve i nt r us i on det ect i on 

sys t em.   

3. 20  

Intrusion detection and prevention system, intrusion detection and prevention system  

IDPS  
I n or der  t o pr event  mal i ci ous  act i vi t y and moni t or i ng sys t ems  i nt r us i on det ect i on 

sys t em ( I DS)  and I nt r us i on Pr event i on Sys t em I PS sof t war e appl i cat i on or  devi ce,  I DS 
al ar m can onl y be f ound on t hese act i vi t i es ,  and t he abi l i t y t o bl ock cer t ai n I PS 
I nt r us i on det ect ed.  
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Note: If you need to guard against attacks, IPS will actively deployed in the network. If deployed 

in the passive mode, it will not provide the above functions, which can provide only an alarm 

function effectively as conventional as IDS. 

3.21  

Penetration penetration 
Bypass  sys t em secur i t y,  unaut hor i zed act s .   

3. 22  

Upgrade provisioning online  
I ns t al l at i on of  i nf or mat i on t echnol ogy ( I T)  equi pment  t he r i ght  sof t war e,  enf or ce 

secur i t y pol i ci es  and pr ocesses  conf i gur at i on dat a i s  l oaded.   

3. 23  

Remote Attestation remote attestation  
The use of  di gi t al  cer t i f i cat es  t o ensur e t he i dent i t y and I DPS sof t war e and har dwar e 

conf i gur at i on,And secur el y t r ans f er  t he i nf or mat i on t o a t r us t ed pr ocess  oper at i ons  
cent er .   

3. 24  

Response response 

Incident response or intrusion response incident response or intrusion response 
When t he at t ack or  i nvas i on,I n or der  t o pr ot ect  and r es t or e oper at i ons  i nf or mat i on 

sys t em up and r unni ng condi t i ons  and t he i nf or mat i on s t or ed t her ei n t aken.   

3. 25  

Router router  
Sel ect  a pat h or  r out e t hr ough a r out e pr ot ocol  mechani sms  and al gor i t hms,Net wor k 

devi ces  t o es t abl i sh and cont r ol  t he dat a f l ow bet ween di f f er ent  net wor ks .  
注1：Whi ch i t sel f  may be based on di f f er ent  net wor k pr ot ocol s .   

注2：Rout i ng i nf or mat i on s t or ed i n t he r out i ng t abl e.   

[ Quot ed f r om:  I SO /  I EC 27033- 1:  2009]  

3. 26  

Server server  
Comput er  sys t em or  pr ogr am pr ovi des  ser vi ces  t o ot her  comput er s .   

3. 27  

Service Level Agreement Service Level Agreement 

SLA 
The pr ovi s i ons  of  t echni cal  suppor t  cont r act s  or  bus i ness  per f or mance 

obj ect i ves,I ncl udi ng ser vi ce pr ovi der s  of f er  t o t hei r  cus t omer s  as  wel l  as  per f or mance 
measur ement  of  t he r esul t s  of  f ai l ur e.   
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3. 28  

Sensor sensor  
I nf or mat i on f r om t he sys t em or  net wor k t o be obser ved,  t he col l ect i on member  I DPS one 

ki nd or  agent  s i t uat i on dat a by sens i ng,  moni t or i ng and t he l i ke.   
Note: also called a monitor.  

3.29  

Subnet subnet  
I n cer t ai n net wor k,Shar i ng a par t  of  t he publ i c addr es s  component s .   

3. 30  

Switch switch  
Bet ween net wor ked devi ces,One ki nd of  communi cat i on devi ce i s  pr ovi ded by means  of  an 

i nt er nal  exchange mechani sm.  Swi t chi ng t echnol ogy whi ch i s  usual l y i mpl ement ed i n t wo or  
t hr ee l ayer s  of  t he OSI  r ef er ence model .  

NOTE: The switch is different from other LAN interconnection equipment(Such as  a hub) ,The r eason i s  

t hat  t echnol ogy i s  used t o es t abl i sh poi nt - swi t ch- connect i on bas i s .  Ensur e t hat  net wor k t r af f i c 

i s  vi s i bl e onl y t o t he addr ess  of  t he net wor k equi pment ,And sever al  connect i ons  can co- exi s t .   

 [ Quot ed f r om:  I SO /  I EC 27033- 1:  2009]  

3. 31  

Test access point 

Test Access Points  

TAP  
Typi cal  pas s i ve devi ce,I t  wi l l  not  i ns t al l  any l oad on t he net wor k packet ;When t hey 

make t he dat a col l ect ed i n t he net wor k i nt er f ace i s  not  vi s i bl e,Al so can i ncr ease t he 
secur i t y l evel ,Her e s t i l l  hol di ng l ayer  2 swi t ch por t s .  

Note: TAP also gives the function of multi-port,I n t hi s  way,  wi t hout  l os i ng t he abi l i t y t o I DPS,You 

can debug net wor k pr obl ems .  

3.32  

Trojan trojan horse  
That  masquer ades  as  a beni gn appl i cat i on sof t war e mal i ci ous  pr ogr ams .  

3.33  

Virus virus  
One ki nd of  mal war e wi t h bad i nt ent i ons  can cause pot ent i al  har m,  di r ect l y or  

i ndi r ect l y,  t o t he user  and ( or )  t he user ' s  sys t em.  

3. 34  

Virtual Private Network virtual private network  

VPN 
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One ki nd of  a vi r t ual  net wor k us i ng t unnel i ng connect i on,  i . e. ,  a l ogi cal  comput er  
net wor k l i mi t ed t o use of  t he net wor k r esour ces  based on t he phys i cal  bui l d a net wor k 
sys t em,  es t abl i shi ng a connect i on t hr ough t he act ual  net wor k.  

[ Ci t ed:  GB /  T 25068. 3- 2010]  

3. 35  

Vulnerability vulnerability 
I t  may be one or  mor e as set s  or  cont r ol  measur es  us i ng t he t hr eat  of  weakness .  
[ Ci t ed:  GB /  T 29246- 2017]  

4 Abbreviations 

The f ol l owi ng abbr evi at i ons  ar e appl i cabl e t o t hi s  document .  
AI DPS         Based I DPS appl i cat i ons                Appl i cat i on- Based I DPS 
API  Appl i cat i on Pr ogr ammi ng I nt er f ace Appl i cat i on Pr ogr ammi ng I nt er f ace 
ARP ARP Addr ess  Resol ut i on Pr ot ocol  
CGI  Common Gat eway I nt er f ace Common Gat eway I nt er f ace 
CPU f or  Cent r al  Pr ocess i ng Uni t  
DMZ Demi l i t ar i zed Zone Demi l i t ar i zed Zone 
DNS Domai n Name Sys t em Domai n Name Sys t em 
DDoS Di s t r i but ed Deni al  of  Ser vi ce Di s t r i but ed Deni al  of  Ser vi ce 
DoS Deni al  of  Ser vi ce Deni al  of  Ser vi ce 
I CMP I nt er net  Cont r ol  Message Pr ot ocol  I nt er net  Cont r ol  Message Pr ot ocol  
I DS I nt r us i on Det ect i on Sys t em I nt r us i on Det ect i on Sys t em 
I DPS i nt r us i on det ect i on and pr event i on sys t em I nt r us i on Det ect i on and Pr event i on 

Sys t ems  
I  /  O I nput  /  Out put  I nput  /  out put  
I ODEF								Event	Object	Description	Exchange	Format					    I nci dent  Obj ect  Descr i pt i on 

Exchange For mat  
I P I nt er net  Pr ot ocol  I nt er net  Pr ot ocol  
I PS I nt r us i on Pr event i on Sys t em I nt r us i on Pr event i on Sys t em 
I SI RT I nf or mat i on Secur i t y I nci dent  Response Team I nf or mat i on Secur i t y I nci dent  

Response Team 
I T I nf or mat i on Technol ogy I nf or mat i on t echnol ogy 
HI DS Hos t - based i nt r us i on det ect i on sys t ems  Hos t - based I DS 
HI DPS hos t - based I DPS Hos t - based I DPS 
HI PS Hos t  I nt r us i on Pr event i on Sys t em Based Hos t - based I PS 
HTTP Hyper t ext  Tr ans f er  Pr ot ocol  Hyper t ext  Tr ans f er  Pr ot ocol  
MAC MAC Medi a Access  Cont r ol  
MI B MI B Management  I nf or mat i on Base 
NI DPS net wor k- based I DPS Net wor k- based I DPS 
NI PS net wor k- based I nt r us i on Pr event i on Sys t em Net wor k- based I PS 
NOC Net wor k Oper at i ons  Cent er  Net wor k Oper at i ons  Cent er  
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OSI  OSI  Open Sys t em I nt er connect i on 
RI D r eal - t i me net wor k def ense Real - t i me I nt er n- net wor k Def ence 
ROI  ROI  Ret ur n On I nves t ment  
SI EM secur i t y i nf or mat i on and event s  management             Secur i t y I nf or mat i on Event  

Management  
SMS Shor t  Message Sys t em Shor t  Message Sys t em 
SLA Ser vi ce Level  Agr eement  Ser vi ce Level  Agr eement  
SMTP Si mpl e Mai l  Tr ans f er  Pr ot ocol  Si mpl e Mai l  Tr ans f er  Pr ot ocol  
SNMP SNMP Si mpl e Net wor k Management  Pr ot ocol  
SPAN Swi t ch Por t  Anal yzer  Swi t ch Por t  Anal yzer  
A t es t  access  poi nt  TAP Tes t  Access  Poi nt s  
TCP Tr ansmi ss i on Cont r ol  Pr ot ocol  Tr anspor t  Cont r ol  Pr ot ocol  
UDP User  Dat agr am Pr ot ocol  User  Dat agr am Pr ot ocol  
VPN Vi r t ual  Pr i vat e Net wor k Vi r t ual  Pr i vat e Net wor k 

5 background  

The pur pose of  i nt r us i on det ect i on and pr event i on sys t ems  ( I DPS)  i s  a pas s i ve 
moni t or ,  det ect  and r ecor d i mpr oper ,  i ncor r ect ,  suspi ci ous  or  unusual  act i vi t i es  when 
t hese act i vi t i es  may r epr esent  i nt r us i on i s  det ect ed,  I DPS an al ar m and (  or )  t he 
aut omat i c r esponse.  Respons i bi l i t i es  of  f ul l - t i me I T secur i t y per sonnel  ar e act i vel y 
r evi ewed I DPS al ar m and as soci at ed l ogs  i n or der  t o make deci s i ons  on t he appr opr i at e 
r esponse.  We need t o qui ckl y det ect  when t he t i s sue i nvas i on of  or gani zat i onal  
i nf or mat i on sys t em and an appr opr i at e r esponse,  shoul d cons i der  depl oyi ng I DPS.  
Or gani zat i ons  can obt ai n by depl oyi ng I DPS I DPS sof t war e and ( or )  har dwar e pr oduct s ,  i t  
can al so be depl oyed by t he I DPS I DPS I DPS out sour ci ng ser vi ce pr ovi der s  t he abi l i t y t o 
f ashi on.  

Ther e ar e many commer ci al  or  open sour ce I DPS pr oduct s  and ser vi ces ,  t hei r  di f f er ent  
t echni ques  and met hods .  I n addi t i on,  I DPS i s  not  pl ug and pl ay t echnol ogy.  So when t he 
or gani zat i on i s  r eady t o depl oy I DPS,  shoul d at  l eas t  be f ami l i ar  wi t h gui del i nes  and 
i nf or mat i on pr ovi ded by t hi s  s t andar d.  

Appendi x A l i s t s  t he mai n f oundat i on of  knowl edge about  t he I DPS.  Thi s  appendi x 
expl ai ns  t he char act er i s t i cs  of  di f f er ent  t ypes  of  I DPS:  

—Net wor k- based I DPS ( NI DPS) ,  wher ei n t he moni t or i ng devi ces  or  a speci f i c net wor k 
segment  net wor k t r af f i c,  net wor k and appl i cat i on pr ot ocol  act i vi t y anal ys i s  t o i dent i f y 
suspi ci ous  act i vi t y;  

—,  Wher ei n a s i ngl e hos t  and moni t or i ng event s  occur r i ng i n a hos t  wher ei n,  f or  
hos t - based I DPS ( HI DPS)  ar e t hr ee bas i c met hods  f or  det ect i ng suspi ci ous  act i vi t y 
anal ys i s ,  i . e. ,  based on f eat ur e det ect i on,  anomal y det ect i on based on s t at i s t i cal  
anal ys i s  of  t he det ect i on,  t he s t at e of  t he pr ot ocol .  

Behavi or  anal ys i s  met hod can be appl i ed net wor k- based and hos t - based I DPS.  Thi s  
met hod checks  t he net wor k t r af f i c and hos t  act i vi t i es  t o i dent i f y abnor mal  behavi or  pose 
a t hr eat ,  such as  Di s t r i but ed Deni al  of  Ser vi ce ( DDoS)  at t ack,  br ut e f or ce at t acks ,  
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speci f i c f or ms  of  mal war e and pol i cy vi ol at i ons  ( such as  cl i ent  sys t em pr ovi di ng net wor k 
ser vi ces  t o ot her  sys t ems) .  

I nf or mat i on hos t - based i nt r us i on det ect i on and pr event i on sys t ems  ( HI DPS)  der i ved 
f r om one or  mor e hos t s ,  and web- based i nf or mat i on sys t em i nt r us i on det ect i on and 
pr event i on ( NI DPS)  der i ved f r om one or  mor e net wor k t r af f i c s egment s .  Met hods  based on 
mi suse of  t he i nf or mat i on sys t em at t acks  suf f er ed by model i ng f or  a speci f i c at t ack 
s i gnat ur es ,  and t hen scan t he sys t em as  a whol e,  t he number  of  at t ack s i gnat ur es  
s t at i s t i cs .  Thi s  pr ocess  needs  t o cons i der  t he ear l y act s  and act i vi t i es  wi t h i nt r us i on 
or  mal i ci ous  conduct  of  speci f i c codi ng.  The met hod i s  based on an abnor mal i t y det ect i ng 
i nt r us i on at t empt s  t o sever el y abnor mal  behavi or  was  f ound by t he met hod based on such an 
as sumpt i on,  t hese at t acks  di f f er ent  f r om nor mal  or  l egi t i mat e behavi or ,  and t he sys t em t o 
r ecogni ze t he di f f er ences  det ect ed.  

Or gani zat i on shoul d r eal i ze t he advant ages  of  t he di f f er ent  i nf or mat i on f r om 
di f f er ent  sour ces  and met hods  of  anal ys i s ,  dr awbacks  or  l i mi t at i ons  whi ch can af f ect  t he 
abi l i t y t o det ect  speci f i c at t acks ,  and can af f ect  t he i ns t al l at i on,  t he mai nt enance 
di f f i cul t y I DPS.  

6 General 

I DPS f eat ur es  and l i mi t at i ons  ( see Appendi x A)  shows  t hat ,  based on t he appr opr i at e 
hos t  t i s sue ( i ncl udi ng moni t or i ng appl i cat i on)  and a combi nat i on of  net wor k- based,  f ul l y 
cover ed t o achi eve t he ef f ect  of  pot ent i al  i nt r us i on.  I DPS each t ype has  i t s  s t r engt hs  
and l i mi t at i ons ,  t oget her ,  t hey can pr ovi de t he abi l i t y t o bet t er  s ecur i t y al ar m event s  
cover age and anal ys i s .  

I DPS combi nat i on of  di f f er ent  t echni ques  r el y on t he avai l abi l i t y of  t he as soci at ed 
engi ne management  sys t em al ar m.  Ar t i f i ci al  NI DPS and al ar ms  as soci at ed HI DPS t o t he 
oper at or  i n wor k over l oad,  no ot her  advant ages ,  whi ch i s  wor se t han t he r esul t s  f r om a 
s i ngl e I DPS sel ect ed t he mos t  appr opr i at e out put .  

I n t i s sue sel ect i on,  depl oyment ,  and oper at i on of  I DPS pr ocess  shown i n Fi gur e 1,  t he 
subsequent  s ect i ons  of  t he key s t eps  i n t hi s  pr ocedur e i s  descr i bed i n det ai l .  
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FIG 1 IDPS selection, deployment and operation 

7 select 

7. 1 Brief introduction 

Ther e ar e many I DPS pr oduct s  and pr oduct  l i nes  t o choose f r om.  These pr oduct s  cover  a 
ver y expens i ve commer ci al  sys t ems  need t o suppor t  t he l at es t  har dwar e f r om t he f r ee 
pr oduct  can be depl oyed on l ow- cos t  t o t he hos t .  Because t oo many al t er nat i ve I DPS 
pr oduct s , fromSel ect  bes t  meet s  or gani zat i onal  needs  I DPS pr oduct s  ver y di f f i cul t .  
Mor eover ,Ther e may have l i mi t ed compat i bi l i t y bet ween t he var i ous  I DPS pr oduct s .  
Ot her ,Si nce t he pot ent i al  mer ger  and wi de geogr aphi c di s t r i but i on of  t he or gani zat i on,The 
or gani zat i on may have t o use di f f er ent  I DPS,I nt egr at i on i s  al so a gr eat  chal l enge of  
t hese di f f er ent  I DPS.   

I n t he oper at i on of  t he net wor k t r af f i c i n a l ar ge,I DPS manuf act ur er ' s  i ns t r uct i ons  
may not  be abl e t o descr i be how good i nt r us i on det ect i on,As wel l  as  t he depl oyment ,  
oper at i on and mai nt enance of  t he di f f i cul t y of  I DPS how much.  Manuf act ur er s  can poi nt  out  
whi ch at t acks  can be det ect ed,But  at  t he l ack of  under s t andi ng of  an or gani zat i on' s  
net wor k t r af f i c pr emi se,I DPS descr i be how ef f ect i ve i mpl ement at i on and t o avoi d f al se 
pos i t i ves  and f al se negat i ves  ar e ver y di f f i cul t .  I DPS act i ve and i ndependent  as ses sment  
need r espons i veness ,  and mapped t o t he t i s sue r equi r ement s .  The above pr ocess  shoul d 
i ncl ude deep packet  i nspect i on and r equi r e r ecombi nat i on,  r at her  t han r equi r i ng net wor k 
per f or mance and cos t  cons i der at i ons .  Ther ef or e r el y sol el y on i nf or mat i on suppl i ed by t he 
manuf act ur er  I DPS capaci t y i s  not  enough,Or gani zat i on i s  not  r ecommended t o do so.   

GB /  T 18336 ( al l  par t s)I DPS avai l abl e f or  eval uat i on.  I n t hi s  case,  compar ed t o t he 
manuf act ur er ' s  i ns t r uct i ons ,  t he document  known as  t he "saf et y obj ect i ves"  may compr i se 
I DPS mor e accur at e and r el i abl e per f or mance of  t he descr i pt i on.  The or gani zat i on shoul d 
use t hi s  document  i n t he sel ect i on pr ocess .  

The f ol l owi ng subsect i ons  pr ovi de a sel ect i on pr ocess  shoul d be or gani zed t hr ough t he 
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use of  t he el ement s  i n t he I DPS.  

7. 2 Information Security Risk Assessment 

Bef or e sel ect i ng I DPS,The or gani zat i on shoul d per f or m i nf or mat i on secur i t y r i sk 
as ses sment ,  t he ai m i s  t o i dent i f y f or  t he or gani zat i onTher e may be vul ner abi l i t i es  
speci f i c i nf or mat i on sys t em at t acks  and i nt r us i ons  ( Thr eat ), andCons i der  t he f ol l owi ng 
f act or s ,  such as  t he nat ur e of  t he i nf or mat i on sys t ems  and t he need t o use howPr ot ect i on 
i nf or mat i on,  t ype of  communi cat i on sys t em and ot her  oper at i ng f act or s  and envi r onment al  
uses .  I n t he cont ext  of  or gani zat i on- speci f i c i nf or mat i on sys t em secur i t y obj ect i ves , By 
cons i der i ng t hese pot ent i al  t hr eat s ,  t he or gani zat i on can ef f ect i vel y i dent i f y and 
mi t i gat e r i sks  wi t h a cos t - ef f ect i ve cont r ol . I dent i f i ed as  I DPS cont r ol  f unct i ons  
pr ovi ded by t he need t o pr ovi de t he f oundat i on.   

Note: The information security risk assessment and management GB / T 22080-2016 standardTheme of .   

Once i ns t al l ed and I DPS I DPS oper abl e,Accor di ng t o t he oper at i ng sys t em shoul d change 
and envi r onment al  t hr eat s ,  cont i nued i mpl ement at i on of  r i skEval uat i on pr ocess , To 
per i odi cal l y r evi ew t he ef f ect i veness  of  cont r ol s .  

7.3 Host or network IDPS 

7. 3. 1 Outline 

I DPS depl oyment  shoul d be based on or gani zat i onal  r i sk as ses sment  and as set  
pr ot ect i on a pr i or i t y.  I n sel ect i ng I DPS, Resear ch shoul d moni t or  t he s i t uat i on of  t he 
mos t  ef f ect i veMet hods .  Hos t - based I DPS ( HI DPS) And web- basedI DPS ( NI DPS) I t  can be depl oyed 
t oget her .  I ns t al l at i on and mai nt enanceNI DPS car e i s  usual l y t he eas i es t ,  sosel ect I DPS 
moni t or i ng met hod, The or gani zat i on shoul d t heNI DPS i mpl ement ed i n phases ,  and t hen depl oy 
HI DPS on cr i t i cal  s er ver s .   

Each opt i on has  i t s  advant ages  and di sadvant ages .  For  exampl e,  t he ext er nal  f i r ewal l  
can ef f ect i vel y pr event  t he need t o scan a l ar ge number  of  al ar m event s ,  and 
t her ef or ewhenWhen I DPS depl oyed out s i de t he ext er nal  f i r ewal l ,  I DPS can gener at e a l ot  of  
al ar m does  not  r equi r e car ef ul  anal ys i s .  

When t he or gani zat i on has  r eques t ed l evel  of  s ecur i t y aspect s  of  I DPS pr oduct s ,  s ee 
GB /  T 20275 and GB /  T 28451.  

7. 3. 2 Host-based IDPS (HIDPS) 

Sel ect  HI DPS need t o i dent i f y t he t ar get  hos t .  I n vi ew of  t he f ul l  depl oyment  HI DPS 
on each hos t  or gani zat i on i t  i s  ver y expens i ve and can onl y be depl oyed HI DPS on cr i t i cal  
hos t s .  So HI DPS depl oyment  shoul d pr i or i t i ze based on r i sk anal ys i s  and cos t -
ef f ect i veness  cons i der at i ons .  When HI DPS depl oyed on al l  or  a s i gni f i cant  number  of  hos t  
or gani zat i ons  I DPS shoul d be depl oyed wi t h cent r al i zed management  and r epor t i ng 
capabi l i t i es .  

7. 3. 3 Network-based IDPS (NIDPS) 

When depl oyi ng NI DPS, The mai n f act or  t o cons i der  i s  pl aced i n what  pos i t i on sensor  
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sys t em,Opt i ons  i ncl ude:  
—I n t he ext er nal  f i r ewal l ;  
—I n addi t i on t o t he ext er nal  f i r ewal l ;  
—On t he mai n backbone net wor k;  
—I n key subnet .  

7.4 Considerations 

7.4.1 System Environment 

Or gani zat i ons  shoul d be based on secur i t y r i sk as ses sment ,  i n or der  of  pr i or i t y,  
f i r s t  det er mi ne what  as set s  t o pr ot ect ,  and t hen cus t om f i t  I DPS envi r onment .  To achi eve 
t hi s  goal ,  t he need t o col l ect  at  l eas t  t he f ol l owi ng i nf or mat i on sys t em envi r onment :  

—The number  and l ocat i on of  t he hos t ,  t he net wor k ent r y and net wor k t opol ogy t o t he 
ext er nal  net wor k connect i on poi nt s  descr i bed i n det ai l ;  

—Descr i pt i on of  ent er pr i se net wor k management  sys t em;  
—Each hos t  oper at i ng sys t em;  
—The number  and t ype of  net wor k devi ces  such as  r out er s ,  br i dges ,  and swi t ches ;  
—Number  and t ype of  s er ver s ,  and di al - up l i nes ;   
—Any net wor k ser ver  descr i pt i on,  i ncl udi ng t he t ype,  conf i gur at i on,  appl i cat i on 

sof t war e and ver s i ons  ar e r unni ng;   
—Connect ed t o an ext er nal  net wor k,  compr i s i ng a suppor t  and a nomi nal  bandwi dt h 

pr ot ocol ;   
—And t he i nt r oduct i on of  a di f f er ent  connect i on pat h document s  r et ur n pat h,  i . e. ,  

asymmet r i c dat a s t r eam.  

7.4.2 Security protection 

Af t er  t he t echni cal  at t r i but es  of  t he r ecor di ng sys t em envi r onment ,  i t  shoul d 
i dent i f y t he secur i t y mechani sm i ns t al l ed.  At  l eas t  t he f ol l owi ng i nf or mat i on:  

—Demi l i t ar i zed zone ( t he DMZ) ;  
—Fi r ewal l  and r out er  f i l t er i ng number ,  t ype and pos i t i on;  
—Aut hent i cat i on ser ver ;  
—Dat a and communi cat i on l i nk encr ypt i on;  
—Ant i - mal war e or  ant i - vi r us  package;  
—Access  cont r ol  pr oduct s ;  
—Pr of es s i onal  s ecur i t y har dwar e such as  encr ypt i on har dwar e;  
—Vi r t ual  pr i vat e net wor ks  ( VPNs) ;  
—Any ot her  s ecur i t y mechani sms  i ns t al l ed.  

7. 4. 3 IDPS security policy 

Af t er  i dent i f i cat i on sys t em and gener al  s ecur i t y envi r onment ,Shoul d det er mi neI DPS 
secur i t y pol i cy.  Saf et ySt r at egi es  need t o answer  at  l eas t  t he f ol l owi ng key ques t i ons: 

—To moni t or  what  i nf or mat i on as set s ;  
—Not  opened success f ul l y or  unsuccess f ul l y cl osed case what  s t r at egy t o adopt ;  
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—What  t ype of  I DPS needs ;  
—I DPS can be pl aced i n any pos i t i on;  
—To det ect  what  t ype of  at t ack;  
—What  t ype of  i nf or mat i on t o be r ecor ded;  
—When an at t ack i s  det ect ed t o pr ovi de an al ar m,  or  what  t ype of  r esponse.  
I DPS secur i t y pol i cy r ef l ect s  t he t ar get  t i s sue f or  t he I DPS i nves t ment .  Thi s  i s  t he 

i ni t i al  s t ep i n t r yi ng t o get  t he maxi mum benef i t  f r om t he I DPS as set s .  
For  a det ai l ed descr i pt i on I DPS secur i t y pol i cy goal s  and obj ect i ves ,  t he 

or gani zat i on shoul d f i r s t  i dent i f y t he r i sks  f r om i nt er nal  and ext er nal  sour ces .  The 
or gani zat i on shoul d under s t and t hat  some manuf act ur er s  have I DPS I DPS secur i t y pol i cy i s  
def i ned as  a s et  of  r ul es  I DPS used t o gener at e an al ar m.  

Exi s t i ng or gani zat i on' s  s ecur i t y pol i cy shoul d be r evi ewed t o pr ovi de f or  t he needs  
of  I DPS t empl at e,  t he t empl at e can be cl ear l y def i ned and based on conf i dent i al i t y,  
i nt egr i t y,  avai l abi l i t y and secur i t y obj ect i ves  s t andar d ant i - r epudi at i on,  but  al so 
accor di ng t o mor e gener al  management  obj ect i ves  such as  pr i vacy,  r espons i bi l i t y 
pr ot ect i on and manageabi l i t y expl i ci t l y and r egul at i ons .   

When t he I DPS t o det ect  vi ol at i ons  of  s ecur i t y pol i cy,  t he or gani zat i on shoul d 
det er mi ne how t o deal  wi t h I DPS.  I n par t i cul ar ,  when t he t i s sue i n r esponse t o cer t ai n 
t ypes  of  des i r ed act i ve cont r ar y,  shoul d I DPS conf i gur ed t o do so,  and t he oper at or  
shoul d under s t and t he r esponse pol i cy of  t he or gani zat i on,  so t hat  t hey can deal  wi t h t he 
al ar m i n a sui t abl e manner .  For  exampl e,  l aw enf or cement  agenci es  may be r eques t ed t o 
as s i s t  i n t he i nves t i gat i on of  s ecur i t y i nci dent s  ef f ect i vel y addr es sed.  Rel at ed 
i nf or mat i on ( i ncl udi ng I DPS l ogs )  may be r equi r ed t o sur r ender  t o l aw enf or cement  
ent i t i es  t o obt ai n l egal  evi dence.  

For  addi t i onal  i nf or mat i on r el at ed t o secur i t y event  management  can be f ound i n GB /  
T 20985 i n.  

7. 4. 4 performance 

I n sel ect i ng I DPS,Per f or mance i s  anot her  cons i der at i on.  Shoul d at  l eas t  answer  t he 
f ol l owi ngpr obl em: 

—I DPS how much bandwi dt h t o deal  wi t h;  
—When oper at i ng i n a gi ven bandwi dt h,  f al se pos i t i ves  can be t ol er at ed t o what  

ext ent ;  
—Whet her  I DPS t o j us t i f y t he cos t  of  hi gh- speed or  medi um- speed or  l ow speed can be 

sat i s f i ed i f  I DPS;  
—What  ar e t he l i mi t at i ons  I DPS per f or mance because of  mi s sed pot ent i al  consequences  

of  t he i nvas i on;  
—When deep packet  i nspect i on and r ecombi nat i on occur s ,  what  wi l l  af f ect  per f or mance.  
Sus t ai nabl e per f or mance i s  def i ned,Cont i nuous l y at t ack det ect i on capabi l i t y wi t hi n a 

gi ven bandwi dt h ut i l i zat i on r ange.  I n mos t  envi r onment s,Har dl y t ol er at e such I DPS:I t  may 
be mi s s i ng or  mi s s  at t ack t r af f i c par t  of  t he package.  occas i onal l y,When t he bandAnd 
wi de(Or )  net wor k t r af f i c i ncr eases,a l ot  of I DPS wi l l  no l onger  be abl e t o ef f ect i vel y and 
cont i nuous l y det ect  i nt r us i on.   
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Combi nat i on of  l oad bal anci ng and adj us t ment s  t o i mpr ove ef f i ci ency and per f or mance.  
E. g: 

—We need t o or gani ze knowl edge about  t he net wor k and i t s  vul ner abi l i t y:  Ever y 
net wor k i s  di f f er ent ;  t he or gani zat i on shoul d be cl ear  what  ki nd of  net wor k as set s  need 
t o be pr ot ect ed,  and what  ki nd of  at t ack adj us t ment  f eat ur es  may be as soci at ed wi t h t hese 
as set s .  Thi s  i s  usual l y done t hr ough t he r i sk as ses sment  pr ocess .  

—When I DPS net wor k t r af f i c and i s  conf i gur ed t o handl e a l i mi t ed number  of  s er vi ces ,  
mos t  of  I DPS bet t er  per f or mance.  For  exampl e t her e ar e many e- commer ce bus i ness  
or gani zat i ons  need t o moni t or  al l  HTTP t r af f i c and adj us t i ng one or  mor e of  t he I DPS,  i n 
or der  t o f i nd t he uni que f eat ur es  as soci at ed wi t h t he at t ack WEB t r af f i c.  

—The appr opr i at e l oad bal anci ng conf i gur at i on enabl es  s i gnat ur e- based I DPS r un 
f as t er  and mor e t hor oughl y,  because t he need t o t r aver se onl y opt i mi ze a smal l er  at t ack 
s i gnat ur e dat abase f or  pr ocess i ng,  r at her  t han t hr ough al l  t he poss i bl e at t ack s i gnat ur e 
dat abase f or  pr ocess i ng based I DPS mar k.   

I n I DPS depl oyment ,Load bal anci ng i s  used t o separ at e t he avai l abl e bandwi dt h.  
however ,Bandwi dt h separ at i on may cause pr obl ems,Such as  addi t i onal  cos t ,  admi ni s t r at i ve 
over head char ges ,  t r af f i c di sor der s ,  copy al ar m and f al se negat i ves .  Mor eover ,The cur r ent  
t echnol ogy i s  about  t o r each I DPS bi t  r at e G,The r esul t  i s  t hat  t he benef i t - cos t  r at i o of  
l oad bal anci ng may be mi ni mal .  

7. 4. 5 Verification capabilities 

I DPS abi l i t y t o r el y on such i nf or mat i on suppl i ed by t he manuf act ur er  i s  of t en not  
enough.  The or gani zat i on may r equi r e manuf act ur er s  Annot at ed,Or  gi ve sui t abl eI DPS 
speci f i c or gani zat i onal  envi r onment  and secur i t y obj ect i ves  of  t he appl i cabi l i t y of  t he 
demons t r at i on.  When t he t ar get  net wor k expans i on,mos t I DPS vendor s  t o adj us t  pr oduct  
exper i ence,Some vendor s  ar e commi t t ed t o suppor t i ng t he new pr ot ocol  i n t he t hr eat  
envi r onment St andar d,  pl at f or m t ype and change. The or gani zat i on shoul d cl ai mI DPS vendor s  
at  l eas t  answer  t he f ol l owi ng ques t i ons: 

—I DPS appl i cabi l i t y i n t hi s  par t i cul ar  envi r onment  whi ch do hypot hes i s ;  
—What  ar e t he det ai l s  of  t he t es t  t o ver i f y t he I DPS capabi l i t i es  s t at ement  i s  

execut ed;  
—The oper at or  of  I DPS what  as sumpt i ons ;  
—I DPS what  ki nd of  an i nt er f ace ( e. g. ,  i nt er f ace t ype compr i s i ng r epor t i ng f or mat  

i mpor t ant  phys i cal  i nt er f aces ,  communi cat i on pr ot ocol s ,  connect ed wi t h t he as soci at ed 
engi ne) ;  

—What  mechani sms  or  al ar m out put  f or mat ,  and whet her  t hey ar e wel l  document ed ( e. g. ,  
management  i nf or mat i on base f or mat ,  t he sys t em l og message or  Si mpl e Net wor k Management  
Pr ot ocol  ( SNMP)  message ( t he MI B) ) ;  

—Dur i ng wor ki ng hour s ,  I DPS whet her  t he i nt er f ace,  conf i gur at i on and cus t omi zat i on 
of  shor t cut  keys  wi t h al ar m f eat ur es ,  and at t ack s i gnat ur es ;  

—I DPS case whet her  t he wor ki ng t i me can be conf i gur ed,  t o pr ovi de t hi s  capabi l i t y 
char act er i s t i c wel l  document ed;  

—Pr oduct  devel opment  and t he abi l i t y t o adapt  t o changi ng sys t em i nf r as t r uct ur e of  



                                     GB / T 28454-XXXX 

15 

t he or gani zat i on;  
—I DPS pr oduct s  can meet  t he ever  expandi ng and changi ng net wor k;  
—Whet her  I DPS pr ovi de f ai l - saf e and how t he t r oubl eshoot i ng capabi l i t y,  and t he 

abi l i t y t o i nt egr at e t hese same capabi l i t i es  on t he net wor k l i nk l ayer ;  
—I DPS whet her  t he al ar m us i ng a pr i vat e net wor k,  or  an al ar m and moni t or s  whet her  

t he same net wor k f or  t r ansmi ss i on;  
—Qual i t y as sur ance,  di scover ed t he vul ner abi l i t y and r esponse aspect s  of  pr oduct  

per f or mance r ecor d,  how r eput abl e manuf act ur er s .  

7. 4. 6 cost 

Cos t  i s  not  t he act ual  cos t  of  pur chaser s  of  I DPS spent .  Addi t i onal  cos t s  
i ncl ude:r unAcqui s i t i on cos t  I DPS sof t war e sys t em,  speci al  subs i di es  t o i ns t al l  and 
conf i gur e t he I DPS,  per sonnel  t r ai ni ng and mai nt enance cos t s .  Management  sys t ems  and 
anal yzed t he r esul t s  of  t he l ar ges t  cos t s .  I DPS cos t  ef f ect i ve way t o measur e t he r et ur n 
on i nves t ment (ROI )Or  anal ys i s  of  cos t s  and benef i t s .  I n t hi s  caseunder ,groupBased 
or gani zat i ons  t o achi eve t he cos t  s avi ngs  of  managi ng i nt r us i on cal cul at edROI .  The cos t  
of  buyi ng and oper at i ng I DPS shoul d be r equi r ed t o r esol ve t he al ar m per sonnel  cos t s  and 
i ndi r ect  cos t s  of  f al se al ar ms  and i nappr opr i at e r esponse caused by equi l i br i um,Such as  
t he i nabi l i t y t o det er mi ne whi ch par t  of  t he i nf or mat i on sys t em i s  compr omi sedThe 
r el oadi ng i nf or mat i on sys t ems .   

Benef i t s  i ncl ude r unni ng I DPS: 
—I dent i f y def ect i ve or  mi sconf i gur ed devi ces ;  
—I ns t ant  Conf i r mat i on conf i gur at i on;  
—Pr ovi de an ear l y sys t em usage s t at i s t i cs .  
To make f i nanci al  deci s i ons  about  t he I DPS,Buyer s  need t o answer Ques t i on I DPS t ot al  

cos t .  t o t hi s  endShoul d be anal yzedSpend I DPS depl oyment  wi t hi n t he or gani zat i on.  I DPS 
cos t  anal ys i s  need t o answer  at  l eas t  t he f ol l owi ng ques t i ons: 

—The i ni t i al  capi t al  expendi t ur e budget  t o buy I DPS how much;  
—What  I DPS oper at i on t i me per i od i s  r equi r ed,  such as  t he 7 * 24h or  l es s ;  
—Pr ocess i ng,  anal ys i s  and r epor t i ng of  what  i nf r as t r uct ur e I DPS out put  i s  needed,  

and how much i t  cos t s ;  
—Or gani zat i on i s  conf i gur ed i n accor dance wi t h i t s  s ecur i t y pol i cy per sonnel  and 

ot her  r esour ces  r equi r ed f or  I DPS,  whet her  t her e i s  oper at i on,  mai nt enance,  updat e and 
moni t or  t he I DPS out put  and al ar m r esponse per sonnel  and r esour ces ,  i f  not ,  how t o 
achi eve t hese f unct i ons ;  

—Ar e t her e f unds  f or  I DPS t r ai ni ng;  
—What  i s  t he scope of  t he depl oyment ,  i f  HI DPS,  how many hos t s  wi l l  be pr ot ect ed.  
By r emot e cont r ol  t o i nt r us i on det ect i on ser vi ce pr ovi der  out sour ci ng I DPS moni t or i ng 

and mai nt enance f unct i ons  f or  t he dai l y management  of  cos t - shar i ng,gr oupI t  may be l es s  
cos t  weave.   

I DPS i s  depl oyed i n r esponse t o t he mos t  expens i ve par t .  The mai n cos t  i ncl udes  
det er mi ni ng t he r esponse mode,  s et up r esponse t eam,  t he devel opment  and depl oyment  of  
r esponse s t r at egi es ,  and t r ai ni ng and exer ci ses .  
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7.4.7 Update 

7. 4. 7. 1 General 

Mos t  of  s i gnat ur e- based I DPS,I DPS val ue equi val ent  t o onl y at t ack s i gnat ur e dat abase 
f or  t he anal ys i s  of  t he s i t uat i on.  I t  i s  of t en f ound new vul ner abi l i t i es  and 
at t acks,Ther ef or e we need t o be updat edI DPS at t ack s i gnat ur e dat abase. Or gani zat i ons  
shoul d at  l eas t Cons i der  t he f ol l owi ng f act or s:  

—Updat ed t i mel i ness ;  
—I nt er nal  di s t r i but i on of  val i di t y;  
—I mpl ement at i on;  
—Af f ect  t he sys t em.  

7. 4. 7. 2 Feature-based IDPS updates timeliness 

The cur r ent  at t ack s i gnat ur es  t o det ect  known at t acks  i s  necessar y mai nt enance. To 
ensur e t he at t ack s i gnat ur es  i n r eal  t i meUpdat e,at leastShoul d addr es s  t he f ol l owi ng 
i s sues: 

—When t hey f i nd or  expl oi t  a speci f i c vul ner abi l i t y,  I DPS vendor s  r el ease updat es  
how f as t  at t ack char act er i s t i cs ;  

—Not i f i cat i on pr ocedur e i s  r el i abl e;  
—Whet her  t he at t ack s i gnat ur e updat es  t o ensur e t he aut hent i ci t y and i nt egr i t y;  
—I f  t he at t ack t o be cus t omi zed f eat ur es  wi t hi n t he or gani zat i on,  whet her  t hey have 

enough avai l abl e t echnol ogy;  
—I n r esponse t o hi gh- r i sk vul ner abi l i t i es  i mmedi at e or  sus t ai ned at t ack,  whet her  

wr i t t en or  have t he poss i bi l i t y of  r ecei vi ng a cus t om at t ack s i gnat ur es .  

7. 4. 7. 3 The effectiveness and implementation of internal distribution 

Whet her  t he or gani zat i on can qui ckl y di s t r i but e and i mpl ement  speci f i c updat e wi t hi n 
a cer t ai n t i me f r ame al l  r el evant  sys t ems.I n many cases,shoul dModi f y at t ack s i gnat ur e 
updat es  t o i ncl ude speci f i c I P addr es ses  and por t s .  Speci f i cal l y, At least within the 
enterprise network trust boundariesShoul d be asked t o answer  t he f ol l owi ngques t i on: 

—I n t he case of  t he manual  di s t r i but i on,  t he admi ni s t r at or  or  user  whet her  an at t ack 
s i gnat ur e updat es  wi t hi n an accept abl e t i me wi ndow;  

—I f  you can measur e t he ef f ect i veness  of  aut omat i c di s t r i but i on and i ns t al l at i on 
pr ocess ;  

—Whet her  t hey have ef f ect i ve mechani sms  f or  t r acki ng t he at t ack s i gnat ur e updat es  
change t he s i t uat i on.  

7. 4. 7. 4 Systemic effects 

I n or der  t o i mpact  on sys t em per f or mance wi l l  mi ni mi ze t he at t ack s i gnat ur e 
updat es,at leastShoul d answer  t he f ol l owi ng ques t i ons: 

—Updat ed at t ack s i gnat ur es  woul d not  af f ect  t he per f or mance of  i mpor t ant  s er vi ces  or  
appl i cat i ons ;  

—I s  i t  poss i bl e t o sel ect i vel y f ocus  updat ed at t ack s i gnat ur es ,  i t  i s  necessar y t o 
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avoi d conf l i ct s  and per f or mance af f ect  s er vi ce or  appl i cat i on.  

7. 4. 8 Alarm Policy 

I DPS conf i gur at i on and oper at i on of  t he moni t or i ng shoul d be based on or gani zat i onal  
s t r at egy. Or gani zat i on shoul d ensur e t hat  at  l eas t I DPS can suppor t  a speci f i c met hod of  
al ar m or gani zat i on' s  exi s t i ng i nf r as t r uct ur e.  Suppor t ed al ar m pr oper t i es  i ncl udi ng e-
mai l ,  web pages ,  t ext  messagi ng sys t em ( SMS) , SNMP event sAnd aut omat i cal l y bl ock t he 
at t ack sour ce.   

When dat a f or  evi dent i ar y pur poses  I DPS,I ncl udi ng t he bur den of  pr oof  car r i ed out  f or  
i nt er nal  di sci pl i ne,needi n accor dance wi t hLaws  and r egul at i ons  t o deal  wi t h,  management ,  
appl i cat i on or  submi t  I DPS dat a.  

7.4.9 Identity Management 

7. 4. 9. 1 General 

I n t he case of  human i nt er vent i on,I dent i t y management  i s  achi evedI DPS pr ove cr i t i cal  
i nf r as t r uct ur e and r emot e onl i ne upgr ade.  These capabi l i t i es  needed t o cr eat e and use a 
t r us t ed t hi r d par t yAs authority,Despi t e t he poor Di f f er ent ,  but  i t s  r ol eAnd of t en as sumed 
t o be a publ i c key i nf r as t r uct ur e aut hor i t y par t  s i mi l ar .  The abi l i t y f or  s eaml ess ,  
s ecur e,  cont r ol l abl e I DPS I DPS dat a and cor por at e i dent i t y exchange net wor k t r us t  
boundar y i s  al so ver y i mpor t ant .  

7. 4. 9. 2 Remote Attestation 

I DPS can cont ai n mi l l i ons  of  l i nes  of  code.  I n such a l ar ge code,Har d t o f i nd 
i nt ent i onal  i nser t i on of  mal i ci ous  sof t war e,I t  may al l owXu at t acker  cont r ol  I DPS out put .  
t her ef or e,Cor r ect I DPS sof t war e and har dwar e s t r i ct  access  cont r ol  i s  ver y i mpor t ant  t o 
i dent i f y,And appr opr i at e por t i onsPoi nt s  based on t he i dent i t y of  t he ent i t y t o i ni t i at e 
access  r eques t s .  I n t he case of  unmanned r emot e at t es t at i on i ns t r uct i on i s  i s sued,Pr ovi de 
t hi s  access  cont r ol Sys t em capaci t y.   

I n har dwar e,Pr oof  ver i f i cat i on appar at us  t o t he r emot e or  unmanned r unni ng on t he 
devi ce or  sof t war e by gener at i ng a hash val ue encr ypt ed cer t i f i cat eI dent i t y pi eces .  The 
s i mpl es t  f or m of  i dent i t y t hr ough an encr ypt edHashVal ues  t o r epr esent ,The encr ypt ed hash 
val ue i s  used t o di s t i ngui sh di f f er ent  sof t war ePr ogr am or  devi ce di scover y and change 
sof t war e.  I n t he r eques t  t he user  I DPS,Cer t i f i cat es  may be pr ovi ded t o any r emot e 
par t y,I n pr i nci pl eTher e i s  al so t he r ol e of  t he r emot e par t y ver i f i cat i on,whi ch i s I DPS i s  
bei ng used and i s  not  expect ed t o change t he sof t war e.  I f  t he sof t war e on I DPS been 
al t er ed,Gener at ed cer t i f i cat e wi l l  r ef l ect  t he code base I DPS has  been changed.   

I t  woul d I DPS,The pur pose i s  t o det ect  r emot e at t es t at i onI DPS sof t war e unaut hor i zed 
changes .  E. g,I f  t he at t acker Par t  has  been r epl aced or  modi f i ed an I DPS appl i cat i ons  wi t h 
mal i ci ous  or  al t er nat e ver s i ons  of  t he oper at i ng sys t em I DPS,Hash val ues  do not I t  wi l l  be 
r ecogni zed by t he r emot e ser vi ce or  ot her  sof t war e.  t her ef or e,Remot e par t y(Such asNet wor k 
oper at i ons  cent er  NOC)  can be det ect ed by t he vi r us  or Tr oj an des t r uct i on I DPS 
sof t war e,And wi l l  be abl e t o make a move on t hat  i nf or mat i on.  Because t he pr oof  i s  
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r emot e,ver susCombi ned wi t h ot her  I DPS I DPS shoul d al so know t he speci f i c I DPS has  been 
compr omi sed.  t her ef or ei nNot  r epai r ed bef or e t he I DPS,Send t hem t o avoi di nf or mat i on.   

Based on t he above r easons,I DPS advi sed t o r emot e net wor k oper at i on cent er  
( NOC) Cer t i f i cat e or  r epor t  i t s  s t at us ,  conf i gur at i on,  or Hi s  i mpor t ant  i nf or mat i on.  Pr oven 
abi l i t y t o i dent i f y or  I DPS I DPS abi l i t y t o as ses s  t he r obus t ness  and per f or m many I DPS 
conf i gur at i on and updat e oper at i ons  i s  cr i t i cal .  Mor e cl ear  i s,I t  pr oved t o be r emot e 
t es t i ngAbi l i t y I DPS i nt egr i t y. Af t er  summar yI DPS pr oof  r epor t  pr ovi des  t he s t at us  of  
net wor k def ense pos t ur e r evi ew,I t  i s  a key par t  of  t he over al l  as ses sment  of  t he abi l i t y 
of  t he net wor k s i t uat i on.  

7. 4. 9. 3 Online upgrade 

When t he r emot e at t es t at i on pr obl ems  det ect ed I DPS,Requi r e cor r ect i ve act i on t o 
al l evi at e t he pr obl em.  Thi s  can al l ow net wor k oper at or sCent er  ( NOC)  has  been pushed I DPS 
i dent i f y conf i gur at i on,  sof t war e updat es  and pat ches  t o compl et e.  The i ndus t r y has  
adopt ed t he t er m "onl i ne upgr ade",HanCover  f or  I T equi pment  ( i ncl udi ng I DPS) Dur i ng t he 
i ns t al l at i on of  t he cor r ect  sof t war e,  enf or ce secur i t y pol i ci es  and l oad t he 
conf i gur at i on dat a.  Onl i ne' s  goal  i s  t o upgr ade as  r emot e pr ocess i ng.  Whi ch saves  a 
s i ngl e phys i cal  access  t o I DPS l abor  cos t s,And al l ow mor e t i mel y mi t i gat i on 
askques t i on,I n par t i cul ar  at t ack s i gnat ur e updat es .  To be ef f ect i ve,I DPS onl i ne upgr ade 
capabi l i t y f r om t he need t o l aunch oper at i ons  cent er  s af el y,ByI DPS saf el y pul l .  I n t he 
l at t er  case,I DPS shoul d have secur e and aut omat i c abi l i t y t o sear ch new updat e sof t war e 
vendor s  f r om a r emot e s i t e and downl oad t he updat e has  been i dent i f i ed i n a t i mel y 
manner .  

7.5 Supplementary IDPS tools 

7. 5. 1 General 

The or gani zat i on shoul d r api dl y det ect  i nt r us i on and r educe t he damage caused by t he 
i nvas i on.  Ti s sue shoul d al so be appr eci at ed, For  achi evi ng t hese goal s,I DPS andI t  i s  not  
t he onl y and ( or )  per f ect  sol ut i on.  Some net wor k equi pment  and I T t ool s  pr ovi de t he 
abi l i t y t o I DPS pr ovi des .  The or gani zat i on shoul d cons i der  t he abi l i t y t o depl oy t he 
equi pment  and t ool s  t o enhance and compl ement  t he I DPS.  

Exampl es  of  t hese i ncl ude equi pment  and t ool s: 
—Fi l e I nt egr i t y Checker  
—Fi r ewal l  or  s ecur i t y gat eway 
—honey j ar  
—Net wor k Management  Tool s  
—Secur i t y i nf or mat i on and event s  management  ( SI EM)  t ool  
—HI V /  Cont ent  Pr ot ect i on Tool  
—Vul ner abi l i t y as ses sment  t ool s  

7. 5. 2 File Integrity Checker 

Fi l e i nt egr i t y checker  i s  t o as s i s t  I DPS anot her  cl as s  of  s ecur i t y t ool s .  They use 
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t he message di ges t  of  t he key f i l e and obj ect  code or  ot her  cr ypt ogr aphi c 
checksums,Compar ed wi t h a r ef er ence val ue,Mar ked di f f er ence or  change.  Si nce t he at t acker  
wi l l  of t en modi f y t he sys t em f i l es I t em,Use Encr ypt i on check code i n t he t hr ee s t ages  of  
t he at t ack i s  ver y i mpor t ant .  The f i r s t  s t age) ,They modi f i ed t he sys t em f i l es  t ar get ed 
f or  at t ack(E. g,Pl aced Tr oj ans).  s econd s t age) ,They t r i ed t o l eave t he back door  i n t he 
sys t em,so thatCan t hen r e- ent er .  The f i nal  s t age) ,They t r i ed t o cover  hi s  t r acksSo 
thatThe sys t em r espons i bl e may be unawar e of  t he at t ack.   

advant age: 
—Det er mi ne t he vendor - suppl i ed bug pat ch or  ot her  des i r ed change i s  al r eady appl i ed 

t o sys t em bi nar i es ;  
—Al l ow t o at t ack mar ks  f or  f as t ,  r el i abl e di agnos i s ,  especi al l y f or  t he sys t em has  

been at t acked f or  f or ens i c exami nat i on t i me;  
—At t acker s  of t en modi f y or  r epl ace sys t em f i l es ,  and use t echnol ogy t o pr eser ve f i l e 

at t r i but es ,  at t r i but es  t hese document s  ar e per i odi cal l y r evi ewed by t he sys t em 
admi ni s t r at or ;  us i ng a cr ypt ogr aphi c checksum code i nt egr i t y checki ng t ool s  can s t i l l  
det ect  any change or  modi f i cat i on;   

—Modi f i cat i on al l ows  t he dat a f i l e i s  i dent i f i ed.   
Shor t comi ng: 
—Dur i ng t he anal ys i s ,  t he i nf or mat i on may r equi r e t he sys t em s t ar t up and shut down,  

or  at  l eas t  t he ver i f i cat i on sys t em.  

7. 5. 3 Firewall 

Fi r ewal l (See al soGB /  T 25068. 2)The mai n r espons i bi l i t y i s  t o r es t r i ct  access  bet ween 
net wor ks .  Si mpl e f i r ewal l - based or gani zat i on can access  t he sour ce I P addr es s ,  
des t i nat i on I P addr es s  and por t  number  t o f i l t er Net wor k t r af f i c.E. gOr gani zat i ons  may onl y 
want  t o t akeBy e- mai l  s er ver (The por t  number 25) or web ser ver (The por t  number 80)Tr af f i c.  
however ,Appl i cat i on- l evel  Fi r ewal l  soFi l t er ed t o pr ovi de mor e compl ex appl i cat i on 
pr ot ocol  i nf or mat i on.  When t he f i r ewal l  i s  l ocat ed wi t hi n an encl osed ar ea when,I t  
r educesNI DPS need t o check t he f l ow.   

Whi l e some ar e t r yi ng t o s t op t r af f i c t hr ough t he f i r ewal l ,Most  f i r ewal l  t o moni t or  
net wor k i nf or mat i on cont ent  and l aunchCapaci t y war ni ng ar ea i s  l i mi t ed.  i n 
compar i son,NI DPS des i gned t o check t he net wor k packet , Cons t i t ut es  l egal  and i l l egal  
t r af f i c det ect i on and i nspect i onWhen measur ed mal i ci ous  cont ent  net wor k packet ,Can al ar m.  
I n many cases,I f  necessar y, NI DPS al ar m par amet er s  can be used t o change t he f i l t er i ng of  
t he f i r ewal l .   

When depl oyed i ns i de t he f i r ewal l  NI DPS,A pr oper l y conf i gur ed f i r ewal l  can gr eat l y 
r educe t heNI DPS number  of  check packet s .  Such NI DPS conf i gur at i on can gr eat l y i mpr ove t he 
accur acy of  NI DPS,Because when ent er i ngTr af f i c wi l l  be NI DPScont r ol Ti meCan 
eliminateCaused by t he scanni ng act i vi t yI nt er net  backgr ound noi se.  

7. 5. 4 honey jar 

Honeypot  sys t em i s  decoy j ar gon,To decei ve,  di sper sed,  and t r ans f er r ed t o l ur e 
at t acker s  seemi ngl y val uabl e i nf or mat i onSpend t i me on, butThi s  i nf or mat i on i s  act ual l y 
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f abr i cat ed,Wi t hout  any l egal  val ue t o t he user .  The mai n pur pose of  t he honeypot  i s  
cl os i ngTher e ar e a t hr eat  t o t he col l ect i on of  i nf or mat i on or gani zat i on,And l ur e 
i nt r uder s  away f r om cr i t i cal  sys t ems .   

Honeypot  i s  not  an oper at i ng sys t em,But  i t  can l ur e t he at t acker  t o mai nt ai n adequat e 
t i me onl i ne i nf or mat i on sys t em,So or gani zat i onsAssessment  i nt ent ,  ski l l  l evel  and met hod 
of  oper at i on of  t he at t acker .   

I nf or mat i on obt ai ned f r om t he act i vi t y anal ys i s  honeypot  i nt r uder  enabl e 
or gani zat i ons  t o bet t er  under s t and t he t hr eat s  and vul ner abi l i t i es  of  sys t ems,Ther eby 
i mpr ovi ngI DPS i nt o t he t i s sue oper at i ons .  I nf or mat i on by anal yzi ng act i on honeypot  
i nt r uder  can be obt ai ned f or  t he or gani zat i on I DPS s t r at egy,  or gani zat i onal  at t ack 
s i gnat ur e dat abase and hol i s t i c appr oach t o t he devel opment  of  t he or gani zat i on t o 
cont r i but e,The over al l  appr oach i s  t o avoi d t he t hr eat  of  a known t ype of  at t acker I DPS 
bes t  pr act i ces .   

I n al l  cases,Onl y af t er  t he or gani zat i on seek gui dance f r om l egal  advi ce i n,They 
shoul d use honeypot .  Fr om honeypot Dat a can be cons i der ed a f or m of  ent r apment  
t echnol ogy,Ther ef or e r equi r ed t o det er mi ne t he l egal i t y of  t hei r  dat a.  

Some of  t he advant ages  and di sadvant ages  of  a honeypot : 
advant age: 
—An at t acker  can be t r ans f er r ed t o t he sys t em t ar get  t hei r  i ndes t r uct i bl e;  
—Honeypot  does  not  manage aut hor i zed act i vi t i es ,  a honeypot  t o be capt ur ed any 

act i vi t y i s  cons i der ed t o be suspi ci ous ;  
—Admi ni s t r at or s  have mor e t i me t o deci de how t o r espond t o an at t acker ;  
—Can mor e eas i l y and mor e ext ens i ve sur vei l l ance oper at i ons  of  t he at t acker ,  t he 

moni t or i ng r esul t s  can be used t o i mpr ove t hr eat  model  and sys t em pr ot ect i on;  
—Can ef f ect i vel y capt ur e t he i nt er nal  s t af f  on t he net wor k snoopi ng.   
Shor t comi ng:  
—Thi s  devi ce was  used t o det er mi ne t he l egal i t y bad;  
—Once i ns i de t he t r ap sys t em,  an at t acker  coul d become angr y and t r i ed t o or gani ze 

t he sys t em mor e hos t i l e t o l aunch an at t ack;  
—I n or der  t o use t hese sys t ems ,  admi ni s t r at or s  and secur i t y manager s  need a hi gh 

l evel  of  pr opr i et ar y t echnol ogy.  

7. 5. 5 Network Management Tools 

Net wor k management  t ool s  wi t h di f f er ent  act i ve and pass i ve det ect i on t echnol ogy t o 
moni t or  t he avai l abi l i t y and per f or mance of  net wor k devi ces .  These t ool s  have t he 
i nf or mat i on col l ect ed by t he net wor k t opol ogy and member ComeNet wor k i nf r as t r uct ur e 
conf i gur at i on and management  f unct i ons .   

I nt er connect ed net wor k or  sys t em management  t ool s  and I DPS I DPS al ar m can hel p al er t  
t he oper at or  t o pr oper l y handl e and eval uat e t hei r  i mpact  on t he moni t or i ng sys t em.  

7. 5. 6 Information security events management (SIEM) tool 

SI EM t o or gani zat i onal  r epor t  uses  i nt egr at ed management  and al ar m cont r ol  pl at f or m.  
SI EM can col l ect  i nf or mat i on f r om I DPS,  f i r ewal l ,  sni f f er ,  et c. ,And can r educe 
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i nf or mat i on over l oad,  so t hat  t he anal ys t  can manage vas t  amount s  of  i nf or mat i on.  The 
second and mai n r eason i s  t hat  t he dat a col l ect i on l i ke t hi sToget her ,  we can make 
numer ous  smal l  s i ngl e packet  and mul t i pl e sour ces  as soci at ed t i me under  cont r ol  of  t he 
r adar ,andFor  a s i ngl eI DPS at t ack i t  may become f al se negat i ves .   

SI EM t ool  can al so be used t o pr ocess  dat a obt ai ned f r om I DPS.  usual l y,SI EM t ool s  ar e 
avai l abl e t o per f or m t he f ol l owi ng f unct i ons: 

—Col l ect  and mai nt ai n di f f er ent  sour ces  of  dat a secur i t y- r el at ed event s  i n a 
cent r al i zed dat abase may cont ai n dat a f r om one or  mor e of  t he I DPS,  l og f i l es  f r om 
net wor k devi ces  and hos t s  and event  dat a f r om ant i - vi r us  t ool s ;  

—Fur t her  pr ocess i ng of  t he col l ect ed dat a,  i n par t i cul ar  t o pr ovi de f ur t her  
f i l t er i ng,  aggr egat i on and cor r el at i on f unct i ons ;  

—Devel opment s  r el at ed:  t o det ect  t he mode of  non- r el at ed secur i t y vul ner abi l i t i es  by 
es t abl i shi ng a secur e and non- secur e scenar i os  r el at ed event s ;  

—Fi l t er  event s :  by r educi ng t he l evel  al ar m cor r el at i on based on t he cor r el at i on,  
e. g.  I DPS al ar m and secur i t y pat ch l evel ;  

—Pol ymer i zat i on event s :  by col l ect i ng and nor mal i zi ng t he s i t uat i on based on sour ce,  
des t i nat i on,  and t i me s t amp event s  such as  descr i bed,  t o mi t i gat e over f l ow al ar m I DPS;   

—Repor t s  r el at ed t o t he pol i ce and t o pr ovi de hel p t o conduct  i n- dept h anal ys i s  of  
t he col l ect ed dat a based on al ar m,  pr ovi des  a s i mpl e i nt er f ace usef ul .   

The mai n obj ect i ve of  SI EM t ool s  by pr ovi di ng an aut omat ed f ashi on,The di f f er ence 
bet ween hi gh- t hr eat  r el at ed al ar ms  and i r r el evant  or  no t hr eat Of  f al se pos i t i ves .  SI EM 
t ool  i s  pr oper l y conf i gur ed t o achi eve t he obj ect i ves  of  t hi s  i ndi spensabl e 
condi t i on,When pl anni ngSI EM t ool  i s  i nt r oduced,or gani zat i onShoul d cons i der  i t  as  an 
i mpor t ant  t ask.  When used wi t h t he sys t em I DPS,Conf i gur at i on r equi r es  a hi gh l evel  of  
exper t i s e and cons i der abl e wor kFor  t he t ot al  amount .  Af t er  pr oper  cons t r uct i on and 
conf i gur at i on,  SI EM t ool s  pr ovi de hi gh val ue- added,I n par t i cul ar ,  can pr ovi de val uabl e 
i nf or mat i on,Tr i gger  f ur t her  pr ocesses  and act i vi t i es,Such as  event  management . 

7.5.7 HIV / Content Protection Tool 

HI V /  cont ent  pr ot ect i on t ool s  f or  cr os s  t r af f i c and vi r us - speci f i c sour ces  of  
i nf or mat i on anal ys i s ,  t o pr ovi de addi t i onal  dat a t o suppl ement  t he I DPS t hr ough.  

7. 5. 8 Vulnerability assessment tools 

Vul ner abi l i t y as ses sment  i s  an i nt egr al  par t  of  t he r i sk as ses sment  r equi r ed,For  good 
secur i t y audi t /  Compl i ance checki ng and moni t or i ng s t r at egy,  i t  i s  al so val uabl e 
component s .  Thi s  as ses sment  al l ows  or gani zat i ons  t o l ook f or  vul ner abi l i t i es,And i n 
mos t Recommend cor r ect i ve act i on i n t he case t o r educe t he chance i nt r uder s  expl oi t  
vul ner abi l i t i es  i nvas i on.  t her ef or e,useVul ner abi l i t y as ses sment  can be gr eat l y 
r educedI DPS f i nd t he number  of  at t acks .   

Vul ner abi l i t y as ses sment  f ocuses  as ses s  t he ext ent  of  a gi ven hos t  f or  a gi ven 
vul ner abi l i t y i s  exposed.  Thi s  as ses sment  pr ocess  and t he i mpl ement at i on of  t he at t ack 
scr i pt  di f f er ent .  The r esul t  i s,I DPS t o det ect  vul ner abi l i t y as ses sment s  f ai l ur e does  not  
mean I DPS can not  det ect  t he at t ack.  The oppos i t e of ,I DPS det ect i on vul ner abi l i t y 
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scanni ng act i vi t y does  not  mean t he same I DPS can pr oper l y det ect  at t acks .   
Vul ner abi l i t y as ses sment  t ool s  used t o t es t  net wor k hos t  suscept i bi l i t y t o danger ous .  

Vul ner abi l i t y as ses sment  t ool  f or  use i n conj unct i on wi t h I DPS,  Whet her  i n at t ack or  
at t ack det ect i on r eact i on,  t hey ar e t o checkCheck t he val i di t y of  I DPS pr ovi des  a 
val uabl e met hod.  Vul ner abi l i t y as ses sment  t ool s I t  can be cl as s i f i ed based on t he hos t -
based or  net wor k.  By quer yi ng t he dat a sour ce hos t - based vul ner abi l i t y t ool s(Such as  f i l e 
cont ent ),  Conf i gur at i on det ai l s ,  and ot her  s t at us  i nf or mat i on,To as ses s  t he secur i t y of  
i nf or mat i on sys t ems .  Al l ow access  t o t he t ar get  hos t  hos t - based t ool s,Over  a r emot e 
connect i on r unni ng on t he hos t .  Net wor k- based vul ner abi l i t y t ool s  ar e used t o scan t he 
hos t  vul ner abi l i t i es  as soci at ed wi t h net wor k ser vi ces .  I n or der  t o per f or m a hos t  or  
net wor k vul ner abi l i t y as ses sment ,A cer t ai n l evel  manager s  wi t hi n t he or gani zat i on shoul d 
be appr oved by t he t es t .  Use vul ner abi l i t y as ses sment  t ool s  I DPS i s  a suppl ement  t o,  not  
a subs t i t ut e,  t o emphas i ze t hi s  poi nt  i s  ver y i mpor t ant .  

The advant ages  and di sadvant ages  of  us i ng vul ner abi l i t y as ses sment  t ool s  ar e:  
advant age:  
—Vul ner abi l i t y as ses sment  t ool s  f or  i nf or mat i on sys t em secur i t y s t at us  f i l e and 

pr oper l y i n or der  t o r e- es t abl i sh secur i t y basel i nes  r ol l back af t er  t he sys t em change,  
pr ovi des  an ef f ect i ve met hod;  

—Regul ar  use of  vul ner abi l i t y as ses sment  t ool  can r el i abl y i dent i f y changes  i n 
i nf or mat i on sys t ems  secur i t y decl ar at i on;  

—The bi gges t  advant age i s  t he vul ner abi l i t y as ses sment  t ool  t o hel p i dent i f y 
vul ner abi l i t i es ;  

—I t  al l ows  an or gani zat i on known vul ner abi l i t y and at t ack dat a mat ches  t o det er mi ne 
whet her  t he at t ack was  success f ul .  

Di sadvant ages  and pr obl ems: 
—Hos t - based vul ner abi l i t y as ses sment  t ool  i s  speci f i c pl at f or ms  and appl i cat i ons ,  i t  

i s  gener al l y mor e expens i ve i n t he es t abl i shment ,  management  and mai nt enance t han t he 
web- based t ool s ;  

—Net wor k- based vul ner abi l i t y as ses sment  t ool  i s  pl at f or m- i ndependent ,  hos t - based 
t ool s  ar e not  as  good as  mor e t ar get ed;  

—Vul ner abi l i t y as ses sment  i s  r esour ce consumi ng act i vi t i es ,  act i vi t i es  may be 
i mpr act i cal ,  or  t he sys t em or  net wor k under  r educed per f or mance onl y at  t he cos t  of  
oper at i on,  or  onl y t he dat e and t i me r eques t  oper at i on under  s t r i ngent  condi t i ons ;  

—I n many cases ,  vul ner abi l i t y as ses sment  i s  based on weeks ,  mont hs ,  or  even mor e 
r andom wi t h r espect  t o t he cont i nui t y of  per i odi c act i vi t i es ,  t i mel y det ect  s ecur i t y 
pr obl ems  can be a chal l enge,  and somet i mes  i mposs i bl e;  

—And I DPS as  vul ner abi l i t y as ses sment  t ool  i s  subj ect  t o f al se pos i t i ves  or  f al se 
negat i ves ,  shoul d be car ef ul l y anal yzed;  

—Repeat  vul ner abi l i t y as ses sment  can over l ook a l ot  of  anomal y- based I DPS r eal  
at t ack;  

—At t ack s i gnat ur e updat es  r equi r ed;  
—The sys t em does  not  det ect  unaut hor i zed net wor k- based vul ner abi l i t y as ses sment  t ool  

hos t .   
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Net wor k vul ner abi l i t y as ses sment  t es t i ng shoul d be l i mi t ed t o t he t ar get  sys t em,Over  
t he ent i r e pr ocess  shoul d be car ef ul  t o pr ot ect  t he pr i vacy of  any dat a col l ect ed.  Dat a 
col l ect ed by t he t ool  t o t he vul ner abi l i t y of  s ens i t i ve i nf or mat i on,An i nt r uder  may be 
used t o or gani ze a sys t em i nt r us i on,I t  shoul d t her ef or e pr ot ect  t hi s  i nf or mat i on.  

7. 6 Scalability 

I DPS bef or e use,  i nt o t he speci f i c t i s sue shoul d I DPS scal abi l i t y.  Many I DPS f ul l  r un 
at  a l ower  dat a t r ansmi ss i on r at e,  but  when t he bandwi dt h i ncr ease,  t he per f or mance woul d 
decr ease.  As  mor e and mor e packet  l os s  and t r eat ment  f ai l ur e,  I DPS per f or mance 
degr adat i on,  whi ch i n t ur n of t en l eads  t o f al se negat i ves  ( when t he at t ack pr oduces  no 
al ar ms)  and f al se pos i t i ves  ( gener at e an al ar m when t her e i s  no at t ack)  wer e 
s i gni f i cant l y i ncr eased.  I n ot her  wor ds ,  many I DPS not  sui t abl e f or  l ar ge- scal e or  wi del y 
di s t r i but ed ent er pr i se net wor k envi r onment .  

Scal abi l i t y i s  a concer n i n a wi de r ange of  appl i cat i ons  NI DPS depl oyment ,  but  i n t he 
case wher e t he hos t  r equi r es  hi gh per f or mance,  al so appl i es  HI DPS.  

7. 7 Technical Support 

Li ke ot her  sys t ems ,  l i ke,  I DPS r equi r e mai nt enance and suppor t .  I DPS i s  not  "pl ug and 
pl ay" t echnol ogy.  Many manuf act ur er s  t o cus t omer s  t o i ns t al l  and conf i gur e t he I DPS 
pr ovi des  exper t  suppor t .  Ot her  manuf act ur er s  expect  t he or gani zat i on empl oyees  t o i ns t al l  
and conf i gur e t he I DPS,  t hey onl y hel p by phone and e- mai l .  

Techni cal  suppor t  i s  dependent  on t he degr ee of  or gani zat i on and t he t ype of  I DPS 
vendor s  t er ms  of  t he cont r act ,  combi ned wi t h speci f i c cases  t o be i mpl ement ed.  Regar dl es s  
of  t he or gani zat i on' s  bus i ness  needs  i s  t o moni t or  cus t om or  l egacy sys t ems ,  or  t o 
cus t omi ze t he pr ot ocol  or  f or mat  of  t he r epor t  I DPS r esul t ,  t echni cal  suppor t  shoul d 
i ncl ude at  l eas t  hel p manuf act ur er s  adj us t  or  debuggi ng I DPS t o sui t  t he par t i cul ar  needs  
of  your  or gani zat i on.  

Or gani zat i on appr opr i at e t o pr ovi de t echni cal  suppor t  cont act  i nf or mat i on ( such as  e-
mai l ,  phone,  onl i ne chat ,  web- based r epor t i ng,  r emot e moni t or i ng or  r esponse ser vi ce) .  
Cont r act  t er ms  ar e usual l y el abor at e on t hese t echni cal  suppor t  s er vi ces  and r esponse 
t i mes .  And cont r act  manuf act ur er s  shoul d pr ovi de suf f i ci ent  access i bi l i t y t o t hese 
ser vi ces  t o suppor t  t he needs  of  event  pr ocess i ng or  ot her  s ens i t i ve per i ods .  

7. 8 Train 

Technol ogy al one i s  not  suf f i ci ent  i nt r us i on det ect i on sys t em.  The or gani zat i on 
shoul d r equi r e qual i f i ed t echni cal  per sonnel  eval uat i on,  s el ect i on,  i ns t al l at i on,  
oper at i on and mai nt enance of  I DPS.  Qual i f i ed per sonnel  r equi r ement s  I DPS i s  ver y hi gh,  i n 
many cases ,  r ecr ui t i ng,  hi r i ng,  r et ai ni ng t he cal l  of  dut y t o meet  t he I DPS has  a ver y 
di f f i cul t  exper i ence and knowl edge of  t he s t af f .  I n r esponse,  many or gani zat i ons  deci ded 
t o I DPS oper at i ons  out sour ced t o managed secur i t y ser vi ce pr ovi der s .  Thi s  choi ce pr esent s  
i t s  own pr obl ems  and t he r i sk of  t i s sue i n t r ai ni ng.  For  exampl e,  even i n t he case of  
mos t  of  i t s  cont i nued f unct i on out sour ci ng,  or gani zat i ons  al so shoul d be i mpor t ant  
knowl edge about  t he pr obl em t o s t af f  t r ai ni ng and oper at i on of  I DPS,  or  i t  may l ose 
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cont r ol  of  t he I DPS.  I n or der  t o achi eve opt i mal  appl i cat i on of  I DPS or gani zat i on t hat  
over sees  t he oper at i on of  out sour ced empl oyees  I DPS I DPS shoul d be f ami l i ar  wi t h t he 
pr act i ces  and pr ocedur es .  Thi s  t ype of  t r ai ni ng usual l y get  f r om vendor s  I DPS pr oduct s .  
The or gani zat i on shoul d be such as  I DPS vendor s  t r ai ni ng par t  of  t he cos t  of  pur chase.  

When I DPS vendor s  do not  pr ovi de t r ai ni ng as  par t  of  a package of  I DPS,  or gani zat i ons  
shoul d make t he appr opr i at e budget  t r ai ni ng oper at i ng per sonnel .  Thi s  t r ai ni ng shoul d 
cont i nue t o pr ovi de,  i n or der  t o al l ow changes  t o s t af f  t ur nover  and I DPS and i t s  
envi r onment .  

8 deploy 

8.1 General 

Accor di ng t o ear l i er  i n t hi s  s t andar d cont ent ,  i t  can onl y be success f ul  HI DPS or  
NI DPS depl oyment  i n t he f ol l owi ng ways :  

—Based on a compr ehens i ve needs  as ses sment  of  t he r i sk anal ys i s ,  i ncl udi ng I DPS 
secur i t y r equi r ement s ;  

—Car ef ul  s el ect i on of  I DPS depl oyment  s t r at egy;  
—I dent i f y or gani zat i onal  net wor k i nf r as t r uct ur e,  pol i ci es ,  and r esour ce l evel  

cons i s t ent  sol ut i ons ;  
—Mai nt enance and oper at i on of  I DPS pr of es s i onal  t r ai ni ng;  
—Devel op t r ai ni ng and exer ci ses  pr ocedur es  t o addr es s  and r espond t o I DPS al ar m.   
The t wo mai n advant ages  and l i mi t at i ons  of  I DPS,  I DPS t i s sue shoul d be cons i der ed i n 

conj unct i on wi t h net wor k- based and hos t - based I DPS t o pr ot ect  t he net wor k acr oss  t he 
or gani zat i on.  

8.2 Phased deployment 

The or gani zat i on shoul d cons i der  I DPS phased depl oyment .  Thi s  appr oach can al l ow 
empl oyees  t o gai n exper i ence and t o det er mi ne how much moni t or i ng and mai nt enance 
r esour ces  r equi r ed t o suppor t  I DPS oper at i on.  Changes  i n demand f or  each I DPS r ange of  
r esour ces  i s  ver y br oad,  hi ghl y dependent  on i t s  s ecur i t y sys t ems  and envi r onment al  
or gani zat i ons .  

I n a phased depl oyment ,  t he or gani zat i on shoul d s t ar t  f r om net wor k- based I DPS.  NI DPS 
ar e usual l y t he eas i es t  t o i ns t al l  and mai nt ai n t he I DPS.  The next  s t ep i s  t o use t o 
pr ot ect  cr i t i cal  s er ver - based I DPS hos t .  I n addi t i on,  i n or der  t o i mpl ement  appr opr i at e 
f unct i onal i t y and conf i gur at i on,  an or gani zat i on shoul d use vul ner abi l i t y as ses sment  t ool  
f or  per i odi c t es t i ng I DPS and ot her  s ecur i t y mechani sms .  

8.3 NIDPS deployment 

8.3.1 General 

NI DPS HI DPS when used i n conj unct i on wi t h,  shoul d ensur e t hat  t he t i s sue i n a 
cont r ol l ed oper at i on,  act i ve t es t i ng and t r ai ni ng envi r onment  has  been t he use of  ski l l ed 
per sonnel  NI DPS.  I n oper at i on pr i or  t o f ul l  depl oyment  of  NI DPS net wor k,  shoul d NI DPS 
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t es t  s ensor s  at  di f f er ent  l ocat i ons .  NI DPS nor mal  pos i t i on sensor  descr i bed i n FI G.  2 i n 
det ai l  bel ow.  When depl oyi ng t he net wor k sensor ,  an or gani zat i on shoul d bal ance t he 
r el at i onshi p bet ween depl oyment  and ongoi ng oper at i onal  cos t s  and t he act ual  l evel  of  
pr ot ect i on r equi r ed.  

I n addi t i on,  especi al l y i n t he hi gh- speed net wor k envi r onment ,  t he need t o obser ve 
t he ext ent  t o I P packet  l os s ,  packet  l os s  r at e as  t oo hi gh wi l l  s er i ous l y i ncr ease t he 
number  does  not  mat ch t he pat t er n,  r esul t i ng i n i ncr eased f al se pos i t i ves  even 
under r epor t i ng.  To be ef f ect i ve,  i t  may need a hi gher  capt ur e r at e may pr ovi de a sui t abl e 
net wor k i nt er f ace car d or  r educi ng t he packet  l os s  r at e as  a r emedy s i mi l ar  t echni ques .  

I n or der  t o moni t or  t he net wor k depl oyment  NI DPS,  par t i cul ar l y i n t he case of  us i ng a 
swi t ch or  TAP,  dat a capt ur e met hod shoul d be cons i der ed.  When depl oyed NI DPS,  phys i cal  
s epar at i on of  t i s sue used shoul d swi t ch,  or  t he cor e r at her  t han exchange VLAN s i mi l ar  
t echni ques .  Typi cal l y,  t he swi t ch al l ows  onl y a s i ngl e Swi t ch Por t  Anal yzer  ( SPAN)  por t  
f unct i on at  any gi ven t i me.  SPAN por t  swi t ch al so i ncr eased CPU usage,  and when t he CPU 
has  r eached t he end,  SPAN commonl y used t o s t op dat a r epl i cat i on.  

Si mi l ar l y,  when t he por t  used f or  net wor k debuggi ng,  I DPS become non- f unct i onal .  The 
or gani zat i on shoul d open t he por t  t o NI DPS f unct i on.  To deal  wi t h t hi s ,  or gani zat i on 
shoul d cons i der  net wor k TAP ( t es t  access  por t ) ,  i n par t i cul ar ,  combi ned ups t r eam and 
downs t r eam t r af f i c aggr egat i on TAP.  These devi ces  ar e t ypi cal l y pass i ve devi ces ,  any l oad 
i s  not  i ns t al l ed on t he i nf or mat i on packet .  When dat a col l ect i on i nt er f ace so t hat  t hey 
ar e not  vi s i bl e t o t he net wor k,  t hey al so i ncr ease t he l evel  of  s ecur i t y,  whi l e s t i l l  
hol di ng t he t wo l ayer s  swi t ch por t s .  TAP al so f eat ur es  mul t i pl e por t s ,  whi ch can debug 
net wor k pr obl ems  wi t hout  l os s  I DPS capabi l i t i es .  

 

Figure 2 Typical position NIDPS 

8.3.2 NIDPS located within the Internet firewall 

advant age:   
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—I dent i f yi ng f r om t he ext er nal  net wor k,  i t  has  penet r at ed t he boundar y at t ack 
pr ot ect i on;  

—You can hel p det ect  er r or s  i n f i r ewal l  conf i gur at i on pol i cy;  
—Moni t or i ng at t acks  agai ns t  t he DMZ ( demi l i t ar i zed zone)  i n t he sys t em;  
—I t  can be conf i gur ed f r om wi t hi n t he or gani zat i on t o det ect ,  at t acks  agai ns t  

ext er nal  t ar get s .   
Di sadvant ages :  
—Because of  i t s  cl ose t o t he ext er nal  net wor k i s  not  as  s t r ong pr ot ect i on;  
—Can not  moni t or  f i r ewal l  t o bl ock ( f i l t er  out )  at t acks .  

8.3.3 NIDPS located outside the Internet firewall 

advant age:  
—Al l ows  t he number  and t ype of  at t acks  f r om ext er nal  net wor ks  f or  f i l e management ;  
—I t  can be f ound not  bl ocked by a f i r ewal l  ( f i l t er ed)  at t acks ;  
—Reduce t he i mpact  of  deni al  of  s er vi ce at t acks ;  
—I n t he case of  cooper at i on wi t h ext er nal  t o i nt er nal  f i r ewal l  of  t he I DPS,  I DPS 

conf i gur ed t o as ses s  t he ef f ect i veness  of  t he f i r ewal l .   
Di sadvant ages :  
—When t he sensor  i s  l ocat ed out s i de t he boundar y of  net wor k secur i t y,  i t  i s  subj ect  

t o at t ack i t s el f ,  r equi r i ng a r ei nf or ci ng devi ce i nvi s i bl e;  
—A l ar ge amount  of  dat a gener at ed i n t hi s  pos i t i on,  so t hat  t he col l ect ed dat a I DPS 

anal ys i s  di f f i cul t ;  
—I DPS sensor s  and i nt er act i on management  pl at f or m may be r equi r ed t o open an 

addi t i onal  br each i n t he f i r ewal l ,  t he poss i bi l i t y of  ext er nal  access  management  consol e 
l ead.  

8.3.4 NIDPS located on an important backbone network 

advant age:  
—Moni t or  l ot  of  net wor k t r af f i c,  t hus  i ncr eas i ng t he l i kel i hood of  at t ack i s  

det ect ed;  
—I n t he case of  I DPS suppor t  an i mpor t ant  backbone net wor k,  deni al  of  s er vi ce 

at t acks  bef or e damage t o cr i t i cal  subnet s ,  have t he abi l i t y t o s t op t hem;  
—Aut hor i zed user s  i n a s ecur e i nt er nal  or gani zat i onal  boundar i es  t o det ect  

unaut hor i zed act i vi t y.   
Di sadvant ages :   
—Capt ur e and s t or e sens i t i ve or  r i sk t he conf i dent i al i t y of  dat a;  
—I DPS wi l l  pr ocess  l ar ge amount s  of  dat a;  
—Not  det ect ed not  by at t acki ng t he backbone net wor k;  
—Not  r ecogni ze subnet  hos t  at t acks  on t he hos t .  

8.3.5 Located in key subnet NIDPS 

advant age:   
—Moni t or i ng at t acks  agai ns t  cr i t i cal  sys t ems ,  s er vi ces  and r esour ces ;  
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—Al l ow l i mi t ed r esour ces  t o f ocus  on t he gr eat es t  val ue of  net wor k as set s .   
Di sadvant ages :  
—Secur i t y s i t uat i on subnet s  i nt er r el at ed i s sues ;   
—I f  t he al ar m i s  not  t r ansmi t t ed on t he pr i vat e net wor k,  I DPS key r el at ed t r af f i c 

may i ncr ease net wor k l oad subnet ;  
—I f  t he conf i gur at i on i s  i ncor r ect ,  I DPS may capt ur e and s t or e sens i t i ve 

i nf or mat i on,  and access  i nf or mat i on i n t he case wher e t he pat h i s  not  speci f i ed.  

8.4 HIDPS deployment 

Bef or e HI DPS be oper at i onal  depl oyment ,  t he or gani zat i on shoul d ensur e t hat  t he 
oper at or  but  act i ve envi r onment  f ami l i ar  wi t h i t s  f eat ur es  and capabi l i t i es  i s  pr ot ect ed.  
I DPS HI DPS par t i cul ar  ef f ect i veness ,  dependi ng on t he oper at or ' s  abi l i t y t o di s t i ngui sh 
bet ween t r ue and f al se al ar ms .  Thi s  r equi r es  t he or gani zat i on' s  net wor k t opol ogy,  
vul ner abi l i t i es ,  and r esol ve f al se al ar ms  and ot her  det ai l s  r el at ed knowl edge.  Over  t i me,  
t he HI DPS moni t or ed envi r onment ,  oper at i onal  exper i ence wi t h nor mal  or  subs t ant i al l y can 
i dent i f y t he t ype of  act i vi t y.  Due t o cons t ant l y moni t or  HI DPS,  or gani zat i ons  shoul d 
es t abl i sh a t i met abl e f or  i nspect i on I DPS out put .  Way HI DPS oper at i on shoul d gr eat l y 
r educe t he r i sk of  damage t o t he at t acker  HI DPS dur i ng t he at t ack.  

HI DPS f ul l  depl oyment  shoul d s t ar t  f r om a key ser ver .  Once HI DPS r out i ne oper at i ons ,  
ot her  s er ver s  can al so cons i der  t he depl oyment  HI DPS.  When t he hos t  f or  each speci f i c 
i ns t al l at i on and conf i gur at i on I DPS,  HI DPS i ns t al l  cos t l y and t ake a l ong t i me on al l  
hos t s  wi t hi n t he t i s sue.  Ther ef or e,  or gani zat i ons  shoul d f i r s t  i ns t al l  HI DPS on cr i t i cal  
s er ver s .  Thi s  met hod can r educe t he over al l  cos t  of  depl oyment  and al l ows  l es s  
exper i enced per sonnel  t o f ocus  on t he mos t  i mpor t ant  as set s  of  t he al ar m.  When t hi s  par t  
of  HI DPS r out i ne oper at i on,  t he or gani zat i on may have t o r evi s i t  t he i ni t i al  as ses sment  
of  i nf or mat i on secur i t y r i sks  and cons i der  i ns t al l i ng mor e HI DPS.  The or gani zat i on shoul d 
be depl oyed wi t h cent r al i zed management  and r epor t i ng capabi l i t i es  HI DPS.  These f eat ur es  
can gr eat l y r educe t he compl exi t y of  depl oyi ng pol i ce f r om HI DPS be managed i n t he ent i r e 
or gani zat i on.  I n t he case of  mass  depl oyment  HI DPS,  t he or gani zat i on may want  t o cons i der  
out sour ci ng t hei r  HI DPS oper at i on and mai nt enance t o i nf or mat i on secur i t y management  
ser vi ce pr ovi der s .  

8.5 Protection and information security protection IDPS 

I DPS dat abase s t or es  al l  dat a r el at ed t o t he suspi ci ous  act i vi t y and at t acks  i n t he 
or gani zat i on' s  i nf or mat i on i nf r as t r uct ur e i s  s ecur i t y- sens i t i ve.  Ther ef or e,  t he need f or  
dat a pr ot ect i on,  and r ecommends  t he f ol l owi ng cont r ol s :  

—Usi ng t he check code t o conf i r m t he i nt egr i t y of  t he s t or ed dat a;  
—I DPS t o encr ypt  s t or ed dat a;  
—Pr oper l y conf i gur ed dat abase,  i n par t i cul ar  t hr ough t he use of  access  cont r ol  

mechani sms ;  
—I ncl udi ng backup dat abase mai nt enance pr ocedur es ,  i ncl udi ng appr opr i at e t echnol ogy;  
—I DPS sys t em r unni ng t he dat abase wi l l  be suf f i ci ent l y r ei nf or ced t o r es i s t  

penet r at i on;  
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—I DPS sni f f i ng connect ed t o an Et her net  hub or  swi t ch ( r ecei ve onl y)  cabl e;  
—I DPS management  of  s epar at e net wor k l i ne.   
—Regul ar l y I DPS and connect i on sys t ems  vul ner abi l i t y as ses sment  and penet r at i on 

t es t i ng.  
Log shoul d be s t or ed on separ at e l og hos t ,  r at her  t han on t he l ocal  sys t em.  Advi sed 

t o avoi d unaut hor i zed modi f i cat i on or  del et i on I DPS l ogs ,  conf i gur at i on,  and wher ei n t he 
i nf or mat i on exchanged bet ween t he at t ack and t he col l ect or  I DPS sensor s .  

I DPS l og may cont ai n sens i t i ve or  pr i vat e i nf or mat i on,  i t  shoul d be pr ot ect ed i n 
s t or age and t r ansmi ss i on.  Respons i bl e f or  anal yzi ng aut hor i zed per sonnel  I DPS sensor s  or  
col l ect  i nf or mat i on f r om t he appr opr i at e pr ot ect i on of  such i nf or mat i on.  

9 operating 

9.1 General 

Bef or e I DPS oper at i on,  t he or gani zat i on shoul d:  
—Es t abl i shed pr ocess ,  pr ocedur es  and mechani sms  t o ensur e or gani zat i onal  

vul ner abi l i t y management  pr ocess  cover s  I DPS;  
—Pr epar at i on and GB /  T 20985 cons i s t ent  i nci dent  management  pr ocesses ;  
—When I DPS al ar m,  act i on shoul d be t aken of  t he pr ovi s i ons ;  
—I dent i f i cat i on al l ows  aut omat ed and semi - aut omat ed r esponses  of  condi t i on,  as  wel l  

as  how t o moni t or  t he r esul t s  of  t hi s  t ype of  r esponse t o ensur e saf e and pr oper  
i mpl ement at i on of  t he act i on;  

—Cl ear  and pr epar e l egal  cons i der at i ons .  

9. 2 IDPS debugging 

Af t er  I DPS depl oyment ,The or gani zat i on shoul d det er mi neI DPS al ar m f eat ur es ,  as  wel l  
as  when and how t o use t he I DPS al ar m f eat ur es  t o ensur e t hat  t he dai l y adj us t ment  of  
t hese char act er i s t i cs .   

Mos t  I DPS al ar m wi t h conf i gur abl e pr oper t i es , I t  al l ows  var i ous  Al ar m,i ncl ude:e-
mai l , Messagi ng sys t em, Mi nut ePage and Net wor k Management  Pr ot ocol  t r ap,And aut omat i cal l y 
bl ock t he at t ack sour ce.  Al t hough many pr oper t i es  t o choose f r om al ar m,But  i n t he 
or gani zat i on f ul l y under s t andI DPS i ns t al l at i on,And cl ear Bef or e I DPS behavi or al  
char act er i s t i cs  wi t hi n t he or gani zat i on' s  envi r onment Or gani zat i on shoul dConser vat i ve use 
t hem.  

As  ment i oned ear l i er  use,  SI EM t echnol ogy may have s i gni f i cant  val ue i n t he 
pr i or i t i zat i on and mi t i gat i on aspect s  of  I DPS al ar m,  f or  exampl e,  t he vul ner abi l i t y 
as ses sment  dat a and al ar m sys t em pat ch l evel  and conf i gur at i on I DPS compar e.  I n t hi s  
case,  t he net wor k t r af f i c anal yzer  and f ound t hat  t he use of  t he t ool  can be f ur t her  
i ncr eased val ue,  and al l owi ng f or  f ur t her  adj us t ment  of  al ar m r ul es .  

I n some cases , Organization should delay enables the full set alarm feature, until a 
sufficient time to try operational requirements and alarm possibility to achieve the best 

balance, and ultimately to allow customization of alarm rules and responsiveness. Then, 
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the organization can decide what features are unnecessary, which features more helpful 

than other properties, which properties are most beneficial to the organization.When an 
al ar m and r esponseWhen f eat ur es  i ncl ude aut omat i c r esponse t o at t acks,Especi al l y t hose 
t hat  al l owWhen I DPS i ns t r uct  t he f i r ewal l  t o bl ock at t ack t r af f i c sour ce has  been 
di scover ed,The or gani zat i on shoul d pay cl ose at t ent i on t o pr event  an at t acker  use 
t hi s I DPS char act er i s t i cs  deny l egi t i mat e user s  access,That  i s  s el f - i nf l i ct edDeni al  of  
s er vi ce at t acks .  i ni t i al ,These t ypes  of I DPS char act er i s t i cs  shoul d be pl aced i n t he semi -
aut omat i c mode,I n t hi s  mode, ,Det er mi ned by s t af f Advi sabi l i t y I DPS act i vat i on r esponse.  

9. 3 IDPS vulnerability 

I n t er ms  of  s ensor s  i n an unsaf e manner  embodi ment  I DPS,Li ke ot her  devi ces  on t he 
net wor k,  as  i t  i s  l i kel y t o be at t acked.  I n at t ackCl i ck t o under s t and t he case of  i t s  
exi s t ence,They ar e mor e i ncl i ned t o t r y and useI DPS any known vul ner abi l i t i es .  An 
at t acker  may at t empt  t o i ncapaci t at e t he I DPS,Or  f or ce i t  t o pr ovi de an er r or  message.  
Ot her ,a l ot  of I DPS secur i t y vul ner abi l i t i es,The sendi ng unencr ypt edLog f i l es ,  r es t r i ct i ng 
access  cont r ol  and l ack of  i nt egr i t y checks  on t he l og f i l e.  I n a s ecur e manner  
embodi ment  I DPS sensor s  and cont r ol  pl at f or m i s  necessar y,Pr ocess i ng and shoul dPot ent i al  
weaknesses  of  I DPS.  

9.4 Alarm processing IDPS 

9.4.1 General 

I DPS gener al l y pr oduce a l ot  of  out put .  I n or der  t o di s t i ngui sh ser i ous  al ar m and 
al ar m of  some wor t hl es s ,  a compr ehens i ve anal ys i s  of  t he or gani zat i on shoul d I DPS out put .  
Al ar m t ypi cal l y compr i ses  det ect i ng a conci se summar y of  t he at t ack,  i t  shoul d i ncl ude at  
l eas t :  

—Det ect i ng t he t i me or  dat e t o t he at t ack;  
—A sensor  det ect s  t he I P addr es s  of  an at t ack;  
—Vendor - speci f i c at t ack name;  
—St andar d name f or  t he at t ack ( i f  pr esent ) ;  
—Sour ce and des t i nat i on I P addr es s ;  
—Sour ce and des t i nat i on por t  number ;  
—For  net wor k pr ot ocol  at t acks .   
Some I DPS pr ovi des  a mor e gener al  met hod used by t he det ai l s  of  t he at t ack.  Thi s  

i nf or mat i on al l ows  t he oper at or  t o as ses s  t he sever i t y of  t he at t ack,  and shoul d cont ai n 
t he f ol l owi ng:  

—Text  descr i pt i on of  t he at t ack;  
—At t ack sever i t y;  
—The t ype of  damage caused by t he at t ack;  
—At t ack of  t he vul ner abi l i t y of  t he t ype of  use;  
—Vul ner abl e t o t he l i s t  of  sof t war e t ype and ver s i on number  of  t he at t acks ;  
—A l i s t  of  r el at ed pat ches ;  
—Publ i c consul t at i on can be used as  r ef er ence i nf or mat i on,  cont ai ni ng det ai l ed 
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i nf or mat i on about  t he at t ack or  vul ner abi l i t y.  

9.4.2 Information Security Incident Response Team (ISIRT) 

When an al ar m i s  r ecei ved,  an or gani zat i on shoul d have appr opr i at e i nf or mat i on 
secur i t y i nci dent  r esponse t eam ( I SI RT) .  I SI RT pl anni ng or gani zat i on shoul d es t abl i sh 
pr ocedur es  deal i ng wi t h secur i t y i nci dent s  ( such as  vi r uses ,  i nt er nal  sys t ems  mi suse,  and 
ot her  t ypes  of  at t acks ) .  Or gani zat i onal  pr ocedur es  shoul d out l i ne act i ons  when 
i nf or mat i on secur i t y i nci dent s  t o be t aken,  and t o es t abl i sh a t i met abl e f or  t he t r ai ni ng 
of  per sonnel ,  and t r ai ni ng s t af f  on dut y at  t he i nf or mat i on event  handl i ng pr ocess .  For  
mor e i nf or mat i on secur i t y i nci dent  r epor t i ng and handl i ng ar e di scussed i n GB /  T 20985 
i n.  

9.4.3 Outsourcing 

I n addi t i on t o I DPS pr oduct s ,  some secur i t y ser vi ce pr ovi der s  of f er  hos t ed I DPS 
ser vi ces ,  i ncl udi ng consul t i ng and oper at i ons  management  cent er .  Many or gani zat i ons  
pr ef er  t o out sour ce i t s  mai n suppor t  dut i es ,  i ncl udi ng t he managed secur i t y ser vi ces  t o 
t he ser vi ce pr ovi der ,  so t hey do not  have t he t r ai ni ng and r et ent i on of  s t af f  wi t h 
speci al i zed ski l l s .  When sel ect i ng I DPS pr oduct s  shoul d ser i ous l y cons i der  t he secur i t y 
ser vi ces  pr ovi ded by t he cus t odi an t o det er mi ne i f  economi cal l y f eas i bl e,  and t o pr ovi de 
an appr opr i at e l evel  of  suppor t  t o mai nt ai n conf i dent i al i t y.  When pr ovi di ng managed 
secur i t y ser vi ce sol ut i ons  I DPS vendor s  have deal i ngs ,  or gani zat i ons  shoul d ask vendor s  
at  l eas t :  

—What  have conf i dent i al i t y agr eement s ;  
—I DPS moni t or i ng per sonnel  need t o have what  ki nd of  qual i f i cat i ons ;  
—Super vi sor s  need t o have what  ki nd of  qual i f i cat i ons ;  
—What  bet ween t he ser vi ce pr ovi der  and t he or gani zat i on' s  i nt er nal  s ecur i t y 

per sonnel  l i ai son and communi cat i on pr ot ocol s  ar e;  
—To compl ement  t he or gani zat i on' s  abi l i t y,  whet her  manuf act ur er s  t o pr ovi de 

emer gency r esponse ser vi ces ;  
—Whet her  manuf act ur er s  t o pr ovi de f or ens i c i nves t i gat i on ser vi ces ;  
—Whet her  manuf act ur er s  of f er  s er vi ce l evel  agr eement s  ( SLA) ;  
—What  r epor t s  ar e avai l abl e,  whet her  t hey can be cus t omi zed accor di ng t o t he needs  

of  t he or gani zat i on;  
—Can cus t om i nspect i on pol i cy f or  t he or gani zat i on' s  envi r onment ,  or  i f  t hey have t o 

use a pr eset  def aul t  val ue;  
—I n or der  t o i mpl ement  t hese agr eement s ,  wi t h what  ki nd of  t echni cal  measur es ;  
—Ser vi ce pr ovi der  what  ki nd of  s ecur i t y per sonnel  di agnos t i c pr ocedur es .  
Af t er  car ef ul  cons i der at i on of  out sour ci ng SLA r equi r ement s  i ncl ude t he f ol l owi ng 

det ai l s :  
—Regul ar  cont ent  of  t he r epor t  ( dai l y,  weekl y,  et c. ) ;  
—Response t i me i ndex;  
—When t he at t ack occur r ed,  or gani zat i onal  mechani sms  ( such as  e- mai l ,  pager ,  SMS 

sys t ems ,  mul t i medi a sys t ems ,  t el ephones ,  et c. )  communi cat i ons ;  
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—Event  t r acki ng and management  pr ocedur es ;  
—Conf i dent i al i t y and Non- Di scl osur e Agr eement .   
advant age:  
—Under  t he same cos t ,  wi t h r espect  t o t he ser vi ce or gani zat i on t o pr ovi de t hei r  own,  

managed secur i t y ser vi ce pr ovi der  may pr ovi de a hi gher  l evel  of  s ecur i t y;  
—Typi cal l y t akes  l es s  cos t ,  f as t er  and mor e ef f i ci ent  r eal i zat i on of  7 ×  24h 

capaci t y;  
—Si nce many managed secur i t y ser vi ce pr ovi der  may access  a l ot  of  i nf or mat i on f r om 

di f f er ent  cus t omer s ,  t hey ar e bet t er  abl e t o handl e suspi ci ous  act i vi t i es  and 
i dent i f y at t acks ;  

—The t i s sue can be r educed ef f ect i vel y I DPS pr ocedur es  r equi r ed pl acement  t i me 
t oget her ,  and r epeat i ng t he t i me r equi r ed f or  al l  i mpl ement at i on det ai l s ;  

—Al t hough t he or gani zat i on needs  t o under s t and I DPS capabi l i t i es ,  but  wi t hout  
pr ovi di ng cont i nuous  pr of es s i onal  t r ai ni ng I DPS l at es t  t ool s  and capabi l i t i es  t o 
empl oyees .   

Di sadvant ages :  
—Shoul d moni t or  and audi t  t he out sour cer  t o compl y or gani zat i on' s  s ecur i t y 

r equi r ement s ,  r es t r i ct i ons  and pol i ci es ;  
—May expose sens i t i ve i nf or mat i on t o a t hi r d par t y or gani zat i on;  
—I f  not  handl ed car ef ul l y,  i t  coul d cos t  mor e t han t he i nt er nal  suppor t ;  
—You can depr i ve t he or gani zat i on cont r ol  over  sens i t i ve dat a.  

9.5 Response Options 

9.5.1 in principle 

Many I DPS wi de r ange of  suppor t  r esponse opt i ons  t hat  can be di vi ded i nt o act i ve or  
pas s i ve.  

9.5.2 Active Response 

Act i ve Response act i ons  i ncl ude aut omat i c det ect i on of  t he at t ack when t he I DPS 
t aken.  Pr ovi di ng act i ve r esponse t o i nt r us i on det ect i on sys t ems  ar e al so r ef er r ed t o as  
i nt r us i on pr event i on sys t em ( I PS) .  Act i ve r esponse f ur t her  cl as s i f i ed as  f ol l ows :  

—Col l ect i ng addi t i onal  i nf or mat i on of  suspi ci ous  at t acks ;  
—Change t he sys t em envi r onment ,  t o pr event  t he at t ack;  
—Af t er  t he al ar ms  do not  r equi r e human act i on,  t he I PS t ake pr event i ve measur es ,  and 

act i vel y r ej ect s  communi cat i on ( or )  t er mi nat i ng t he communi cat i on ses s i on.   
I DS and I PS have many s i mi l ar  f eat ur es ,  such as  packet  det ect i on,  acknowl edgment  

pr ot ocol ,  and at t ack s i gnat ur e mat chi ng s t at e anal ys i s .  However ,  t he depl oyment  of  each 
devi ce has  a di f f er ent  pur pose.  I PS r epr esent i ng a combi nat i on of  pr ot ect i on and 
i nt r us i on det ect i on capabi l i t i es ,  i t  det ect s  t he at t ack,  f ol l owed by a s t at i c or  dynami c 
way t o pr event  at t acks .  

I DS i s  a pas s i ve devi ce t hat  moni t or s  act i vi t y and l ook f or  known at t ack s i gnat ur es  
or  anomal i es .  I DS i s  a bypass  devi ce,  used t o t el l  what  ki nd of  mal i ci ous  act i vi t y has  
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occur r ed on t he net wor k.  Because pass i ve,  I DS l i t t l e chance of  l eadi ng t o a net wor k 
f ai l ur e.  

On t he ot her  hand,  I PS cer t i f i cat e- based and r ul e set s  or  pr e- def i ned pol i ci es  t hat  
al l ow or  deny access  t o r esour ces .  I PS i s  a s er i al  devi ce,  t o moni t or  t r af f i c and deci de 
whet her  some packet s  l os t ,  an unaut hor i zed di sconnect  connect or  compr i s i ng dat a,  or  t o 
al l ow t r af f i c t o pas s .  I n ot her  wor ds ,  I PS pr ovi ded by excl udi ng mal i ci ous  net wor k 
t r af f i c f or  t he pr ot ect i on of  i nf or mat i on as set s ,  and cont i nues  t o al l ow l egi t i mat e 
act i vi t y occur s .  I PS ar e t wo mai n t ypes :  

—Di r ect  sof t war e r unni ng on a wor ks t at i on or  s er ver ,  and can det ect  and pr event  
t hr eat s  t o t he l ocal  hos t  -  hos t - based I PS ( HI PS) ;  

—Net wor k- based I PS ( NI PS)  -  s t andar d bi ndi ng I DPS,  I PS and t he char act er i s t i cs  of  
t he f i r ewal l .  Tr af f i c i s  t r ans f er r ed t o t he det ect i on engi ne t o det er mi ne t r af f i c 
s i t uat i ons  caused by t hr eat s .  When mal i ci ous  t r af f i c i s  det ect ed,  an al ar m i s  gener at ed,  
t he mal i ci ous  t r af f i c i s  di scar ded.  

As  HI DS,  HI PS depends  on t he sof t war e i ns t al l ed di r ect l y on t he pr ot ect ed sys t em,  and 
cl osel y t i ed t o t he oper at i ng sys t em and ser vi ces .  Thi s  al l ows  t he sys t em t o moni t or  and 
cal l  t he oper at i ng sys t em or  i nt er r upt  API s ,  t o s t op and r ecor d t he at t ack.  NI PS bi ndi ng 
I DS,  I PS and t he char act er i s t i cs  of  t he f i r ewal l .  Packet s  may occur  wi t hi n t he i nt er f ace 
or  an ext er nal  i nt er f ace,  and i s  t r ansmi t t ed t o t he det ect i on engi ne t o det er mi ne whet her  
t he packet  i s  a t hr eat .  Upon det ect i ng mal i ci ous  packet s ,  an al ar m,  t he packet  i s  
di scar ded,  t he i nf or mat i on f l ow i s  mar ked as  mal i ci ous .  Thi s  makes  t he r emai ni ng packet s  
ar r i ves  at  t he par t i cul ar  TCP ses s i on I PS devi ce and i s  i mmedi at el y dr opped.  Feat ur es  
mor e sophi s t i cat ed I PS can pr event  i ndi vi dual  packet s  r at her  t han t he ent i r e s es s i on,  
t hey can dynami cal l y r econf i gur e t he f i r ewal l  r ul es  t o r out e t r af f i c t o a honeypot ,  or  a 
combi nat i on of  t hese act i vi t i es  and so on.  

HI PS sof t war e i nt er cept s  al l  r eques t s  t o t he sys t em of  pr ot ect i on.  So i t  shoul d be 
ver y r el i abl e,  and shoul d not  af f ect  t he bl ocki ng l egi t i mat e t r af f i c.  

advant age:  
—The abi l i t y t o det ect  and bl ock at t acks ;  
—Pr ovi de act i ve pr ot ect i on;  
—By r educi ng t he r esponse t o t he l og of  event s  i n cl ai m I DS,  i mpr oved oper at i onal  

ef f i ci ency.   
Di sadvant ages :  
—Ser i al  wor k,  t hus  cr eat i ng a pot ent i al  bot t l eneck and s i ngl e poi nt  of  f ai l ur e;  
—I DS i s  t o br i ng t he i mpact  of  f al se pos i t i ves  may be mor e ser i ous  and f ar - r eachi ng,  

t hat  i s  l i kel y t o cause a deni al  of  s er vi ce at t ack i t s el f ;  
—I s  bel ow t he expect ed t r af f i c l oad,  no s i gni f i cant  ef f ect  on t he f l ow r at e,  i t  

shoul d be anal yzed f or  each i nf or mat i on packet ;  
—Act i ve r esponse may be appl i ed t o onl y a subset  of  t he f eat ur e set ;  
—The HI PS sof t war e i s  t i ght l y i nt egr at ed i nt o t he oper at i ng sys t em ker nel ,  t he 

f ut ur e oper at i ng sys t em upgr ades  may cause pr obl ems .  

9.5.3 Reactive 
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Pass i ve r esponse pr ovi di ng i nf or mat i on t o an oper at or  or  a pr edet er mi ned pos i t i on.  
They r el y on I DPS oper at or  t o t ake f ol l ow- up act i on based on t he i nf or mat i on pr ovi ded.  
Pass i ve r esponse has  t he f ol l owi ng f or m:  

—Al ar m and not i f i cat i on,  usual l y t he scr een r epor t ed,  pop- ups  and pager  or  cel l  
phone i nf or mat i on;  

—Conf i gur e SNMP t r aps  i n r esponse t o a cent r al  management  consol e.  

9.6 Considerations legal 

9. 6. 1 General 

Cr i mi nal  i nves t i gat i on af t er  evi dence col l ect ed i nf or mat i on sys t ems  may cont ai n 
sens i t i ve i nf or mat i on,  empl oyee dat a or ,t hus,Respons i bl e shoul d save or  pr ocess  dat a and 
f ul l  compl i ance wi t h appl i cabl e l aws .  The or gani zat i on shoul d ensur e t hat  i t s  per sonnel  
ar e awar e of  t hi s  connect i onDut i es .  Thi s  s ect i on out l i nes  t he cons i der at i ons  r el at i ng t o 
t he l egal  aspect s  of  I DPS.  

9. 6. 2 Privacy 

Dur i ng nor mal  oper at i on,I DPS sys t em can col l ect  per sonal  i nf or mat i on,And i t  can be 
used t o moni t or  empl oyee act i vi t i es .  Thi sPr i vacy and may be subj ect  t o appl i cabl e 
r egul at i ons .  The or gani zat i on shoul d devel op and i mpl ement  s t r at egi es  t o ensur e t hat  any 
use of  I DPS i s  cons i s t ent  wi t h r el evant  pr i vacy and appl i cabl e l aw.  

9.6.3 Other legal considerations and guidelines 

I DPS i mpl ement at i on and oper at i ons  may be subj ect  t o ot her  l egal  and r egul at or y 
r equi r ement s ,  and depl oyment  appr oach r equi r es  I DPS or gani zat i on.  The i mpl ement at i on and 
oper at i on of  I DPS,  shoul d r evi ew and deal  wi t h l egal ,  r egul at or y and cor por at e pol i cy 
r equi r ement s .  Legal  and r egul at or y i s sues  ar e di scussed f ur t her  i n GB /  T 20985 i n.  

9. 6. 4 Obtain evidence 

I DPS l og can be used f or  f or ens i cs .  The or gani zat i on shoul d be appr eci at ed di scover y 
r eques t s  r el at ed, andI t  shoul d make appr opr i at e s t or age and pr ocess i ngCont r ol  I DPS l ogs  
t o ensur e t hat  t hi s  i nf or mat i on can accept  f or ens i c r evi ew.  You may al so need t o f i l e 
i nf or mat i on about  t he I DPS sys t ems  and pr ocesses  t o meet  f or ens i c and evi dent i ar y 
r equi r ement s .  
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A  A  

附 录 A 

(Informative) 

Intrusion detection and prevention systems (IDPS): Framework and issues to consider 

A. 1 Intrusion detection and prevention of the introduction 

Al t hough t he vul ner abi l i t y i nf or mat i on sys t ems  can l ead t o acci dent al  or  i nt ent i onal  
use,  i nt r us i on and at t ack,  but  because of  bus i ness  needs ,  or gani zat i ons  s t i l l  use t he 
i nf or mat i on sys t em and connect  i t  t o t he I nt er net  and ot her  net wor ks .  Ther ef or e 
or gani zat i ons  need t o pr ot ect  t hese i nf or mat i on sys t ems .  

Advances  i n t echnol ogy,  t he conveni ence of  access  t o i nf or mat i on cont i nues  t o 
i ncr ease,  but  new vul ner abi l i t i es  can ar i se.  At  t he same t i me,  t o expl oi t  t hese 
vul ner abi l i t i es  t o at t ack has  al so been s t r engt hened.  I nt r uder  i nvaded t he cont i nuous  
i mpr ovement  of  t echnol ogy and i nf or mat i on i n t hei r  f avor  ar e i ncr eas i ngl y easy t o obt ai n.  
I t  i s  al so i mpor t ant ,  due t o t he popul ar i t y of  comput er  knowl edge,  and advanced scr i pt i ng 
at t ack t ool s  avai l abl e,  t o at t ack t he necessar y t echnol ogy i s  weakeni ng.  Thus ,  an 
at t acker  can occur  wi t hout  one knows  f or  sur e what  wi l l  be abl e t o br i ng any har m or  
at t ack happeni ng.  

A f i r s t  l ayer  of  def ense pr ot ect i ng i nf or mat i on sys t ems  us i ng phys i cal ,  
admi ni s t r at i ve and t echni cal  cont r ol ,  shoul d i ncl ude i dent i f i cat i on and aut hent i cat i on,  
phys i cal  and l ogi cal  access  cont r ol ,  audi t i ng,  and encr ypt i on.  Or gani zat i ons  can f i nd a 
l i s t  of  r ecommended cont r ol  i n GB /  T 22081- 2016 i n.  However ,  f r om an economi c 
s t andpoi nt ,  al ways  pr ot ect  t he i nt egr i t y of  each i nf or mat i on sys t ems ,  s er vi ces  and 
net wor ks  ar e not  poss i bl e.  For  exampl e,  f or  a gl obal  use,  t her e i s  no geogr aphi cal  
boundar i es ,  and i t s  i nt er nal  and ext er nal  net wor k di f f er ence i s  not  obvi ous ,  di f f i cul t  t o 
i mpl ement  access  cont r ol  mechani sms .  I n addi t i on,  t he t r adi t i onal  per i met er  def enses  ar e 
no l onger  vi abl e,  because or gani zat i ons  ar e mor e and mor e t r us t  of  empl oyees  and bus i ness  
par t ner s  r emot e access .  I T envi r onment  caused by t he compl ex net wor k conf i gur at i ons ,  and 
t hese conf i gur at i ons  ar e dynami c,  i ncl udi ng access  t o mul t i pl e access  poi nt s  i n an 
or gani zat i on' s  I T sys t ems  and ser vi ces .  Accor di ngl y,  i n or der  t o r espond qui ckl y and 
ef f ect i vel y f i nd i nvas i on r equi r es  a s econd l ayer  of  def ense.  Thi s  l ayer  i s  mai nl y bor ne 
by t he Def ense i nt r us i on det ect i on and pr event i on sys t em ( I DPS) .  I n addi t i on,  t he 
f eedback has  been depl oyed I DPS can i mpr ove t he knowl edge of  t he vul ner abi l i t y of  
cor por at e i nf or mat i on sys t ems ,  and can hel p i mpr ove t he over al l  qual i t y of  t he 
or gani zat i on' s  i nf or mat i on secur i t y.  

Or gani zat i ons  get  I DPS sof t war e and ( or )  har dwar e pr oduct ,  or  s er vi ce pr ovi der  
depl oyment  by out sour ci ng t o I DPS I DPS I DPS f unct i ons ,  et c.  f r om t he mar ket .  I n any case,  
t he or gani zat i on shoul d know I DPS i s  not  a Pl ug and Pl ay devi ce,  t he ef f ect i ve depl oyment  
r equi r es  some under s t andi ng of  t he or gani zat i on of  t he I DPS.  

The ef f ect i veness  of  each cont r ol ,  or gani zat i ons  need t o as ses s  pr ove I DPS depl oyment  
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of  t he i nf or mat i on secur i t y r i sks  and I DPS depl oyment  i nt o t he i nf or mat i on secur i t y 
management  pr ocess .  I n addi t i on,  t he need t o cons i der ,  once t he i nt r uder  or  at t acker  
eavesdr op on t he i nf or mat i on cont ai ned wi t hi n t he I DPS have been depl oyed and cover i ng 
i t ,  t he or gani zat i on wi l l  encount er  enor mous  di f f i cul t i es .  These di f f i cul t i es  i ncl ude how 
t o i dent i f y and pr ove pr ot ect i ve measur es  ( such as  I DPS)  r equi r ement s .  Or gani zat i ons  and 
r el at ed ser vi ce sys t ems  or  s ecur i t y pol i cy s t at ement  shoul d be pr ot ect i ve measur es  i n 
or der  t o sel ect  t he pr oper  management  of  i nvas i ve r i sk.  These pr ot ect i ons  i ncl ude:  

El even r educe t he chance of  t he i nvas i on;  
El even ef f ect i ve i nt r us i on det ect i on and r esponse t hat  may occur .  
Li ke ever y cont r ol  as  or gani zat i ons  need t o as ses s  t he ef f ect i veness  of  pr oof  I DPS 

depl oyment  of  t he i nf or mat i on secur i t y r i sk,  and i nt o i t s  i nf or mat i on secur i t y management  
pr ocess .  I n addi t i on,  t he need t o t ake i nt o account ,  i n case i nt r uder s  and at t acker s  f r om 
i nt er cept i ng t he i nf or mat i on cont ai ned i n t he I DPS depl oyed and cover i ng i t ,  wi l l  f ace 
enor mous  di f f i cul t i es  i n t he or gani zat i on.  

When or gani zat i ons  cons i der  depl oyi ng I DPS,  you shoul d know:  
 El even pai r s  of  i nf or mat i on sys t ems  and ( or )  t he t ype of  net wor k i nt r us i on and 

at t acks ;  
 El even gener i c model  I DPS s t andar d ment i oned.  

A.2 Types of intrusions and attacks 

A. 2. 1 Brief introduction 

I nf or mat i on sys t ems  and i nt r uder  at t acker  can use t he i nf or mat i on sys t em and ( or )  a 
net wor k conf i gur at i on of  a def ect ,  def ect s  and t he i mpl ement at i on ( or )  t he concept  of  
def ect s ,  and can be ut i l i zed i n a user  abnor mal  behavi or .  

Vul ner abi l i t y woul d i nt r uder s  and at t acker s  access  t o pr ot ect ed i nf or mat i on sys t ems  
and t he i nf or mat i on pr ocessed or  s t or ed,  and under mi nes  t he conf i dent i al i t y,  i nt egr i t y 
and avai l abi l i t y of  i nf or mat i on and i nf or mat i on sys t ems .  These gi ve t he i nt r uder  t he 
i nvas i on and at t ack and at t ack i nf or mat i on sys t ems  and net wor ks  pr ovi de val uabl e 
i nf or mat i on,  and t hi s  i nf or mat i on can be used by mor e sophi s t i cat ed i nt r us i on or  at t ack 
t echni ques .  The or gani zat i on shoul d r ecogni ze not  onl y out s i de t he or gani zat i on who wi l l  
be t r yi ng t o i nvade and at t ack,  and t hat  t he i nt er nal  s t af f  may al so have such an 
i nt ent i on.  For  exampl e,  an aut hor i zed user  or gani zat i on' s  i nf or mat i on sys t ems  may at t empt  
t o gai n unaut hor i zed addi t i onal  pr i vi l eges .  Mal i ci ous  i nt r us i ons  and at t acks  can be used 
t o:  

El even i nf or mat i on gat her i ng,  t he at t acker  t r i es  t o r et r i eve det ai l s  i nf or mat i on 
col l ect ed t ar get  i nf or mat i on sys t em;  

El even at t empt  t o gai n unaut hor i zed sys t em pr i vi l eges ,  r esour ces  or  dat a;  
El even compr omi se t he sys t em,  sys t em r esour ces  may al l ow t he use of  f ur t her  at t acks ;  
El even i nf or mat i on l eakage,  i nt r uder  at t empt s  t o use t he pr ot ect ed i nf or mat i on ( such 

as  pas swor ds ,  cr edi t  car d dat a)  wi t h unaut hor i zed means ;  
Not  r ef use ser vi ce ( DoS)  at t ack,  t he at t acker  t r i es  t o t ar get  i nf or mat i on sys t em 
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ser vi ces  become s l ow or  suspend t hei r  s er vi ces .  
I n t er ms  of  poss i bl e vul ner abi l i t i es  and i nt r us i on at t acks ,  i nt r us i ons  and at t acks  

can be di vi ded i nt o:  
El even hos t - based;  
El even- based net wor k;  
El even based on a combi nat i on of  met hods .  

A. 2. 2 Host-based Intrusion 

Hos t - based I nt r us i on usual l y i nvas i ve act i vi t i es  t hat  may i nt r oduce damagi ng 
mal i ci ous  code ( f or  exampl e,  us i ng t he at t acks ,  Tr oj ans ,  wor ms  or  vi r uses ) ,  and occur  i n 
t he f ol l owi ng ar eas :  

El even appl i cat i on l ayer  ( SMTP,  DNS)  ( such as  f ake e- mai l ,  spam,  buf f er  over f l ow 
at t acks ,  r ace condi t i on at t ack,  mi ddl e at t ack) ;  

El even i dent i f i cat i on sys t em ( such as  t he use of  eavesdr oppi ng or  pas swor d guess i ng 
at t ack) ;  

El even Web- based ser vi ces  ( such as  at t acks  agai ns t  CGI ,  Act i veX or  J avaScr i pt  i s ) ;  
El even sys t em avai l abi l i t y ( such as  deni al  of  s er vi ce at t acks ) ;  
El even oper at i ng sys t em;  
El even net wor k and appl i cat i on management  sys t ems  ( such as  SNMP at t ack) .  

A. 2. 3 Network-based intrusion 

Net wor k- based i nt r us i on i s  gener al l y cons i der ed i nt r us i ons  at  t he f ol l owi ng 
l ocat i ons :  

El even phys i cal  l ayer  and dat a l i nk l ayer  communi cat i on pr ot ocol  and sys t em 
embodi ment  t her eof  ( e. g. ,  ARP spoof i ng,  MAC addr es s  cl one) ;  

El even net wor k l ayer  and t r anspor t  l ayer  communi cat i on pr ot ocol  has  been i mpl ement ed 
and t he sys t em ( I P,  I CMP,  UDP,  TCP)  ( eg I P-  spoof i ng,  I P-  debr i s  at t acks ,  s i mul t aneous  
f l oodi ng at t ack,  t he at t ack abnor mal  TCP header  i nf or mat i on) .  

A.3 Universal model intrusion detection process 

A. 3. 1 Brief introduction 

Sof t war e and ( or )  har dwar e pr oduct s  combi ni ng I DPS t hr ough aut omat ed moni t or i ng,  
col l ect i on and anal ys i s  of  i nf or mat i on sys t ems  or  net wor ks  of  suspi ci ous  event s ,  f ound 
s i gns  of  i nvas i on.  Uni ver sal  model  of  i nt r us i on det ect i on can be used t o def i ne a set  of  
f unct i ons .  These f unct i ons  i ncl ude:  t he or i gi nal  dat a sour ces ,  t he s i t uat i on det ect i on,  
anal ys i s ,  dat a s t or age,  and r esponse,  as  a f unct i on of  t hese separ at e component s  or  as  
par t  of  a l ar ger  sys t em embodi ment  of  t he package.  Fi gur e A. 1 way of  i l l us t r at i on of  
t hese i nt er r el at ed f unct i ons .  
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图A.1 Universal model Intrusion Detection 

A. 3. 2 Data Sources 

I nt r us i on det ect i on pr ocess  depends  on t he success  of  t he det ect ed i nt r us i on at t empt s  
dat a sour ce i nf or mat i on.  Dat a sour ces  can be det er mi ned as :  

Audi t  dat a el even di f f er ent  sys t em r esour ces :  audi t  r ecor ds  cont ai n dat a messages  and 
s t at us  i nf or mat i on,  t he r ange of  ver y det ai l ed dat a f r om t he hi gh- l evel  abs t r act i on of  
i nf or mat i on t o t he di spl ay t i me sequent i al  f l ow of  event s .  Avai l abl e sour ces  oper at i ng 
sys t em audi t  dat a l og f i l es ,  i ncl udi ng sys t em event s  and act i vi t y l ogs  gener at ed by t he 
oper at i ng sys t em,  such as  t he audi t  t r ai l  /  l og.  Can be a good sour ce of  appl i cat i on 
i nf or mat i on l og f i l e sys t em,  net wor k ser vi ces ,  such as  access  at t empt s  ar e al so t he r aw 
dat a;  

El even oper at i ng sys t em r esour ce al l ocat i on:  sys t em moni t or i ng par amet er s ,  such as  
t he wor kl oad of  CPU,  memor y ut i l i zat i on,  t he sys t em r esour ce shor t age,  t he i nput  /  out put  
r at e,  t he number  of  act i ve net wor k connect i ons ,  et c. ,  can hel p det ect  i nt r us i on;  

El even net wor k management  l ogs :  net wor k management  l ogs  pr ovi de a r obus t  l evel  of  
net wor k devi ces ,  devi ce s t at us  and s t at e t r ans i t i on i nf or mat i on;  

El even Net wor k Fl ow:  The net wor k f l ow pr ovi des  i nf or mat i on such as  sour ce and 
des t i nat i on addr es ses ,  and par amet er s  r el at ed t o t he saf et y of  t he sour ce and des t i nat i on 
por t s .  Opt i ons  di f f er ent  communi cat i on pr ot ocol s  ( such as  I P and TCP s t at e f l ag i ndi cat es  
t he sour ce or  t he r out e and t r y t o connect  conf i r mat i on)  t o I DPS i s  usef ul .  Because t he 
poss i bi l i t y of  col l ect i ng dat a bef or e bei ng mani pul at ed ver y smal l ,  so t he OSI  model  t o 
col l ect  r aw dat a on l ow- l evel  bas i s  i s  hel pf ul .  I f  onl y t he hi gher  l evel  of  abs t r act i on 
t o col l ect  r aw dat a ( such as  a pr oxy ser ver ) ,  t he i nf or mat i on may be l os t  on t he l ower  
l evel ;  

El even ot her  dat a sour ces :  ot her  dat a sour ces  i ncl ude f i r ewal l s ,  swi t ches  and 
r out er s ,  i ncl udi ng of  cour se I DPS par t i cul ar  s ensor  /  moni t or  agent .  

The or i gi nal  dat a sour ce i s  di vi ded i nt o t wo cat egor i es :  hos t  and net wor k.  Because i n 
t he f i el d of  i nt r us i on det ect i on t o di s t i ngui sh t he pos i t i on of  t he domi nant ,  I DPS i s  
al so di vi ded i nt o t wo t ypes :  hos t - based and net wor k- based.  Hos t - based I DPS can check t he 
audi t  t r ai l  /  l og,  and ot her  dat a f r om t he hos t  or  appl i cat i on.  I DPS net wor k mesh net wor k 
management  can check bl ogs ,  and dat a f r om f i r ewal l s ,  swi t ches ,  r out er s ,  and I DPS sensor  
Agent .  

A. 3. 3 Detection of events 
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The pur pose of  af f ai r s  det ect i on i s  t o det ect  and pr ovi de dat a secur i t y- r el at ed 
mat t er s ,  f or  anal ys i s .  

Det ect i on of  af f ai r s  may be s i mpl e af f ai r s  ( i ncl udi ng par t  of  t he event  or  at t ack 
dur i ng nor mal  oper at i on)  or  compl ex event s  ( i ncl udi ng t he s i mpl e s t at e of  af f ai r s  i s  
l i kel y t o r epr esent  a combi nat i on of  a speci f i c at t ack) .  However ,  t he s i t uat i on or  t he 
s i t uat i on dat a may not  be used as  evi dence of  i nvas i on.  

Si t uat i on det ect i on f unct i on i s  achi eved by moni t or i ng t he I DPS member .  They can be 
i ns t al l ed on a net wor k devi ce ( such as  r out er s ,  br i dges ,  f i r ewal l s ) ,  or  on a speci f i c 
comput er  ( such as  appl i cat i on ser ver s ,  dat abase ser ver s ) ,  dependi ng on or i gi nal  dat a 
sour ces  t o be det ect ed event s  dat a.  

Si nce t he det ect i on pr ocess  event s  gener at e a l ot  of  event s  dat a,  t he f r equency of  
det ect ed event s  can af f ect  t he over al l  ef f ect i veness  of  t he I DPS.  Thi s  s i t uat i on wi l l  
al so appl y t o t he f ol l owi ng anal ys i s .  

A.3.4 analysis 

A. 3. 4. 1 Brief introduction 

The pur pose i s  t o anal yze t he s i t uat i on anal ys i s  of  dat a and pr ocesses  event s  
det ect i on f unct i onal i t y pr ovi ded,  ar e t r yi ng t o f i nd,  and t he i nvas i on has  occur r ed or  i s  
occur r i ng.  

I n addi t i on t o t he event s  det ect ed dat a,  anal ys i s  can t ake advant age of  many sour ces  
of  i nf or mat i on or  dat a,  i ncl udi ng:  

El even r esul t  dat a pr evi ous l y anal yzed and s t or ed by t he dat a s t or age capabi l i t i es  of  
dat a;  

Sys t em- f r om i ndi vi dual s  or  ar e expect ed t o show how t he knowl edge ( as  known f r om t he 
t ask shoul d be car r i ed out  and shoul d be compl et ed by an aut hor i zed act i vi t y)  gener at es  
i nf or mat i on or  dat a;  

I ndi vi dual  or  sys t em- f r om undes i r abl e i nf or mat i on or  knowl edge of  how t o behave i n 
t he dat a ( such as  f r om a known at t ack or  known t o be har mf ul  act i ons )  gener at ed;  

Par t  ot her  r el evant  i nf or mat i on or  dat a,  such as  t he or i gi nal  suspect ed at t ack s i t e,  
t he i ndi vi dual  or  t he at t acker  pos i t i on.  

Ther e ar e t wo gener al  met hods  of  anal ys i s :  based on mi suse and anomal y- based.  Al so 
known as  knowl edge- based met hods  mi suse based met hod based anomal i es ,  al so known as  
behavi or - based appr oach.  

A.3.4.2 Based on method of misuse 

A. 3. 4. 2. 1 General 

Met hods  mi suse of  evi dence- based at t ack det ect i on mai n aspect s  of  t he s i t uat i on dat a 
and knowl edge known at t acks  and unaut hor i zed act i vi t i es  based on accumul at i on.  

Typi cal  met hods  based on mi suse of  t r yi ng t o known at t acks  on i nf or mat i on sys t ems  as  
wel l  as  speci f i c at t ack s i gnat ur es  pr evi ous l y cons i der ed t o be mal i ci ous  or  i nt r us i ve 
behavi or  and act i vi t i es ,  model i ng and codi ng t o i ncl ude a sys t em scan t o det ect  t hese 
i nf or mat i on sys t ems  at t ack s i gnat ur es .  Due t o mi nor  var i at i ons  known at t ack pat t er ns  or  
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known f eat ur e cal l ed at t ack,  t hus  somet i mes  cal l ed mi suse det ect i on f eat ur e- based I DPS.  
I n commer ci al  pr oduct s ,  t he mos t  common s i gnat ur e- based at t ack det ect i on t echnol ogy 

i s  speci f i ed f or  each cons i s t ent  wi t h t he mode of  at t ack or  unaut hor i zed act i vi t y s t at e 
of  af f ai r s ,  as  an i ndependent  at t ack s i gnat ur es .  However ,  mor e compl ex mechani sms  t o 
al l ow use of  a s i ngl e set  of  at t ack s i gnat ur es  t o det ect  unaut hor i zed act i vi t i es  and 
known at t acks .  

Not e t hat ,  when based on t he as sumpt i on t hat  t he s i t uat i on does  not  mat ch t he dat a 
mi suse at t ack s i gnat ur e met hod based,  does  not  mean t hat  t her e i s  i nt r us i on or  at t ack,  
but  does  not  mat ch some of  t he dat a may s t i l l  cont ai n evi dence of  i nvas i on or  at t ack,  t he 
evi dence i n f eat ur e model i ng at t ack i s  unknown.  

Cur r ent l y,  t he met hod of  anal ys i s  used wi del y mi sused based ar e:  

A. 3. 4. 2. 2 Attack signature analysis 

Thi s  appr oach may be t he mos t  common met hod of  i nt r us i on det ect i on,  i t  expect s  t he 
i nf or mat i on sys t em of  any saf et y- r el at ed behavi or  can pr oduce cor r espondi ng audi t  l og 
ent r i es .  

I nt r us i on scenar i o may be conver t ed t o t he audi t  l og sequence or  dat a mode,  t he dat a 
i nf or mat i on can be gener at ed i n a comput er  oper at i ng sys t em,  appl i cat i ons ,  f i r ewal l s ,  
swi t ches  and r out er s ,  moni t or s  or  s ensor s ,  or  speci f i c I DPS f ound.  Or  ot her  s equences  may 
be f ound i n t he net wor k at t ack s i gnat ur es  t r anspor t  s t r eam.  Anal ys i s  pr ot ocol  anal ys i s  i s  
a f or m of  net wor k at t ack s i gnat ur es  par t i cul ar ,  i t  uses  t he wel l - def i ned communi cat i on 
pr ot ocol  s t r uct ur e.  Pr ot ocol  anal ys i s  can handl e such packet ,  f r ame and connect i ng 
el ement s .  

By anal ys i s  pr ogr am,  col l ect i ng semant i c descr i pt i on of  known at t acks  or  at t acks  i t s  
f eat ur es  or  uni f i ed f or mat ,  and save i t  i n t he dat abase.  When t hey f i nd a par t i cul ar  
s equence or  at t ack s i gnat ur e mat ches  a pr edef i ned i nt r us i on f eat ur es ,  such as  t he audi t  
l og,  i t  means  have a i nt r us i on at t empt .  

At t ack s i gnat ur e anal ys i s  met hod can be used wi t h a t hr eshol d or  not  t he t hr eshol d 
val ue.  I f  t he t hr eshol d i s  not  def i ned,  when an at t ack s i gnat ur e i dent i f yi ng i . e.  t o 
gener at e an al ar m.  When t he def i ned t hr eshol d,  an al ar m i s  gener at ed onl y when t he 
char act er i s t i c exceeds  a t hr eshol d number  of  at t acks .  Thr eshol d may be t he r at i o of  t he 
number  or  ot her  measur e of  event s  per  uni t  of  t i me.  

The mai n di sadvant age i s  t he need t o at t ack s i gnat ur e anal ys i s  met hods  cons t ant l y 
updat ed at t ack s i gnat ur es  i n or der  t o di scover  new vul ner abi l i t i es  and ( or )  at t ack.  

A. 3. 4. 2. 3 expert system 

I f  mi suse i s  a met hod based exper t  sys t em cont ai ns  r ul es  descr i bi ng t he i nvas i on.  I f  
t he except i on- based met hod,  gener at i ng a set  of  r ul es  f or  a gi ven t i me,  t he r ecor di ng 
based on user  behavi or  s t at i s t i cs  user ' s  usage behavi or .  Rul es  shoul d be cons t ant l y 
updat ed t o accommodat e t he new descr i pt i on of  t he i nvas i on or  new usage model s .  

Af t er  t he audi t  s i t uat i on i s  conver t ed t o t he f act  t hat  i t s  s emant i c expr es s i on,  
ent er  t he exper t  sys t em.  I nt r us i on anal ys i s  capabi l i t i es  t o use t hese r ul es  and f act s  t o 
concl ude t hat  i n or der  t o det ect  i nt r us i ons  or  det ect  suspi ci ous  behavi or  i ncons i s t ent .  
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A. 3. 4. 2. 4 State Transition Analysis 

Thi s  t echni que i s  descr i bed a ser i es  of  goal s  wi t h i nvas i on and t r ans f or mat i on,  and 
r epr esent  t hem as  s t at e t r ans i t i on di agr ams .  St at e and sys t em s t at e ar e cons i s t ent  wi t h 
at t ack s i gnat ur es ,  and i ncl udes  s t at es  as soci at ed wi t h t hese Bool ean s t at ement s  t hat  
shoul d be conver t ed t o meet  t he ot her  s t at es .  

A.3.4.3 Anomaly-based approach 

A. 3. 4. 3. 1 General 

The obser vat i on of  t he i nt ended use of  ot her  convent i onal  pr of i l e def i ned by t he 
nor mal  oper at i on of  t he obser vat i on sys t em or  par amet er s ,  t he met hod based on t he f ocus  
on t he abnor mal i t y of  t he behavi or  pr edi ct i on or  conj ect ur e t ypi cal l y f ound 
unconvent i onal  behavi or .  A pr of i l e i s  a par t i cul ar  pr edef i ned pat t er n of  event s ,  
gener al l y a s er i es  of  event s  as soci at ed wi t h,  f or  compar i son pur poses  s t or ed i n a 
dat abase.  

Not e t hat ,  when based on t he as sumpt i on t hat  t he s i t uat i on dat a does  not  mat ch t he 
at t ack s i gnat ur e f or  except i on- based r epr esent at i ves  of  i nvas i on or  at t ack,  but  some of  
t he dat a does  not  mat ch may s t i l l  cont ai n t he nor mal  evi dence or  unaut hor i zed behavi or ,  
t he evi dence i n f eat ur e model i ng at t ack i s  unknown.  

At  pr esent ,  t he abnor mal  met hod of  anal ys i s  based on t he wi del y used ar e:  

A. 3. 4. 3. 2 To identify abnormal behavior 

Thi s  met hod i s  sui t abl e user  act i vi t y pat t er ns  mat ch t he at t ack s i gnat ur e anal ys i s  
and i mpr oper  act i vi t y mat ches .  

Thi s  met hod of  nor mal  or  aut hor i zed user  behavi or  model i ng t hr ough a ser i es  of  t asks  
t hat  t he user  t hr ough t he use of  non- s t at i s t i cal  t echni ques  ar e r equi r ed or  aut hor i zed t o 
per f or m on t he sys t em.  These t asks  ar e descr i bed as  des i r ed by t he user  or  aut hor i zed 
behavi or  pat t er ns ,  such as  t he r i ght  t o access  t o speci f i c f i l es  or  f i l e t ypes .  

I ndi vi dual  behavi or  f ound i n t he audi t  t r ai l  compar ed t o t he expect ed or  aut hor i zed 
mode when t he expect ed behavi or  pat t er ns  or  l i cens i ng mode i s  not  t he same,  an al ar m i s  
gener at ed.  

A. 3. 4. 3. 3 expert system 

( See A. 3. 4. 2. 3) .  

A. 3. 4. 3. 4 statistical methods 

I n t he anomal y- based i nt r us i on det ect i on met hods ,  t he mos t  commonl y used s t at i s t i cal  
met hods .  

By a number  of  di f f er ent  s ampl es  t o measur e t he user  or  sys t em behavi or  and s t or ed i n 
t he conf i gur at i on f i l e.  Combi ned wi t h t he cur r ent  conf i gur at i on f i l e on a r egul ar  bas i s  
has  been s t or ed pr of i l e,  and wi t h t he evol ut i on of  user  behavi or  t o be updat ed.  

Exampl es  of  t hese changes  i ncl ude t he number  of  each ses s i on l ogi n and l ogout  t i me,  
dur at i on,  r esour ce ut i l i zat i on,  di sk s t or age and pr ocessor  r esour ces  consumed wi t hi n a 
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ses s i on and a gi ven t i me.  
Pr of i l es  can be composed of  di f f er ent  t ypes  of  met r i cs ,  t hese t ypes  compr i s i ng:  
El even act i vi t y i nt ens i t y measur ement ;  
El even audi t  r ecor d di s t r i but i on measur e;  
El even cl as s i f i cat i on measur ement  ( e. g.  r el at i ve f r equency l og) ;  
El even count  measur ement  ( e. g. ,  a s et  of  val ues  f or  a par t i cul ar  user  CPU or  I  /  

O' s ) .  
Abnor mal  behavi or  i s  s t or ed by t he pr of i l e check t o det er mi ne,  i . e.  t o det er mi ne 

whet her  t he t hr eshol d i s  exceeded i n accor dance wi t h t he s t andar d devi at i on of  t he 
var i abl e.  

A. 3. 4. 3. 5 Neural Networks 

A neur al  net wor k i s  an al gor i t hm used t o s t udy t he r el at i onshi p bet ween i nput  and 
out put  vect or s  i n a r easonabl e way t o f i nd common r ul es  t o obt ai n new i nput  -  out put  
vect or s .  I nt r us i on det ect i on,  t he mai n pur pose neur al  net wor k l ear ni ng sys t em wi t hi n t he 
behavi or  of  char act er s  ( such as  user  daemon) .  I n s t at i s t i cs  advant ages  of  us i ng neur al  
net wor k t hat  r epr esent s  a s i mpl e neur al  net wor k wi t h nonl i near  r el at i onshi ps  bet ween 
var i abl es ,  but  al so i n sel f - l ear ni ng neur al  net wor k and r et r ai ni ng.  

A. 3. 4. 4 Combination method 

The met hod of  mi suse and abnor mal  based on can be combi ned t o expl oi t  t he advant ages  
of  each ot her .  I DPS depl oyment  of  t he hybr i d mode t o al l ow i nt r us i on det ect i on based on 
known at t ack s i gnat ur es  and unconf i r med mode ( such as  t he number  of  t i mes  a par t i cul ar  
user  l ogi n at t empt ) .  

Ther e ar e al so s t udi es  under way t o expl or e ot her  ways  or  met hods  of  det ect i ng 
i nt r us i on.  Pet r i  net s  such as  appl i ed r esear ch,  and s t udy of  comput er  i mmunol ogy,  
r el at i vel y new.  

A.3.4.5 Frequency Analysis 

A. 3. 4. 5. 1 General 

Raw dat a ( such as  audi t  t r ai l  or  l og)  i s  usual l y pr oduced cons t ant l y,  but  t hey may 
not  al ways  be pr ocessed or  anal yzed by t he s i t uat i on anal ys i s  of  t he s i t uat i on det ect i on.  

The f r equency anal ys i s  may be:  
El even cont i nuous ;  
El even per i odi cal l y;  
El even speci f i c envi r onment .  

A. 3. 4. 5. 2 Continuous or near real time 

When t he s i t uat i on cont i nues  t o l ook f or  speci f i c dat a det ect i on occur s ,  t he 
s i t uat i on i s  t he s i t uat i on or  act i vi t y and pr ovi des  dat a,  anal ys i s  s t i l l  ongoi ng.  

I t  shoul d be not ed t hat ,  i n some cases  bef or e i t  i s  det ect ed and r epor t ed,  i nt r us i on 
may be compl et ed,  because t he t i me of  occur r ence of  event s  and may det ect  and r epor t  t he 
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pr esence of  a t i me i nt er val  bet ween t he t i me i t  i s .  Ti me i nt er val  can be det er mi ned by 
t he par amet er s  such as  t he dat a sour ce event s ,  i nt r us i on det ect i on met hods  or  pr oper t i es ,  
whi ch r esul t s  i n t he t i me bet ween t he s t ar t  and i nt r us i ve i nvas i on di f f er ence t ar get  
sys t em.  

A. 3. 4. 5. 3 Periodic or batch processing 

I f  t he or i gi nal  dat a,  and ( or )  t he det ect ed dat a t r ans f er  event s  i nt o a s t or age 
medi um,  or  t he per i odi c det ect i on and ( or )  anal ys i s  of  t he dat a at  t he appr opr i at e t i me 
wi l l  be poss i bl e.  For  exampl e,  t o det ect  and anal yze I T sys t ems  at  l ow l oad,  such as  at  
ni ght  or  t hr ough a bypass  auxi l i ar y subsys t ems .  

A. 3. 4. 5. 4 Initiated only under certain circumstances 

Some anal ys t s  may be i ni t i at ed onl y under  speci f i c ci r cums t ances ,  such as  when 
al r eady i dent i f i ed a wi de r ange of  at t acks ,  and ar e caus i ng ser i ous  damage when.  I n t hi s  
case,  i t  can be t aken t o f ocus  on al l  aspect s  of  t he at t acks  and t he consequences  of  a 
compr ehens i ve anal ys i s .  These ways  somet i mes  cal l ed f or ens i c anal ys i s  can be used f or  t he 
pur pose of  l egal  pr oceedi ngs .  I f  t her e i s  expect ed l awsui t s ,  we need t o f ol l ow t he r ul es  
of  evi dence appl i cabl e.  

A. 3. 5 data storage 

The pur pose of  dat a s t or age f unct i on i s  t o s t or e secur i t y- r el at ed i nf or mat i on and 
make i t  avai l abl e f or  l at er  anal ys i s  and ( or )  r epor t s .  

Dat a s t or age may i ncl ude:  
- Det ect ed event s  and ot her  t ypes  of  necessar y dat a;  
- The r esul t s  of  t he anal ys i s ,  i ncl udi ng t he det ect ed i nt r us i on and suspi ci ous  event s  

( l at er  used t o coor di nat e suspi ci ous  s i t uat i on anal ys i s ) ;  
- Col l ect i on of  known at t acks  and nor mal  behavi or  pr of i l e;  
- Once t he secur i t y al ar m sounded,  col l ect  and pr eser ve evi dence i n det ai l  as  t he 

or i gi nal  dat a ( e. g. ,  f or  t r aceabi l i t y) .   
Mat t er s  shoul d have t he appr opr i at e dat a r et ent i on and dat a pr ot ect i on s t r at egi es ,  

handl e a var i et y of  concer ns ,  such as  t he compl et i on of  t he anal ys i s ,  dat a f or ens i cs  and 
evi dence pr eser vat i on,  and t o pr event  s ecur i t y- r el at ed i nf or mat i on t o be t apped.  

A. 3. 6 response 

The pur pose of  t he r esponse f unct i on i s  t he appr opr i at e anal ys i s  r esul t s  pr esent ed t o 
t he r espons i bl e per sonnel  ( such as  sys t em admi ni s t r at or s ,  s ecur i t y per son i n char ge) .  
Gener al l y,  t hese r esul t s  ar e pr esent ed i n t he f or m of  a gr aphi cal  user  i nt er f ace on t he 
management  consol e,  by ot her  means  e- mai l ,  t ext  messagi ng,  t el ephone and ot her  r el evant  
per sonnel  wi l l  be i nf or med of  t he r esul t s  i s  al so necessar y t o enhance and or gani ze a 
r esponse t o t he al ar m.  

Pass i ve r esponse f unct i on onl y when an al ar m consol e,  and act i ve r esponse 
capabi l i t i es  al so pr ovi de an appr opr i at e r esponse t o t he i nvas i on.  Havi ng an act i ve 
f unct i on i n r esponse t o i nt r us i on det ect i on sys t ems  ar e al so r ef er r ed t o as  i nt r us i on 
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pr event i on sys t em ( I PS) .  Some act i ve r esponse f unct i on by t he way,  pr ovi de cor r ect i ve or  
pr event i ve measur es  t o l i mi t  t he i nt r us i on or  mi ni mi ze t he i mpact :  

- Reconf i gur e i nt r us i on sys t em;  
- Lock i nvas i on account ;  
- Bl ockade ses s i on pr ot ocol .  
I nf or mat i on pr ovi ded i n r esponse f unct i on can hel p or gani ze r easonabl e aut hor i t y t o 

as ses s  t he sever i t y of  t he i nvas i on,  and deci ded t o i mpl ement  appr opr i at e 
count er measur es .  Or gani zat i ons  need t o ensur e t hat ,  t o as ses s  t he sever i t y of  t he 
i nvas i on and St r at egi es  t o be i mpl ement ed t o be cons i s t ent  wi t h t he i nf or mat i on secur i t y 
pol i ci es  and pr ocedur es  of  t he or gani zat i on.  

I n Chapt er  13 GB /  T 22081- 2016,  t he or gani zat i on can f i nd a l i s t  of  r ecommended 
cont r ol ,  i ncl udi ng r epor t i ng i nf or mat i on secur i t y event s ,  r espons i bi l i t i es  and pr ocedur es  
t o r ecover  f r om sys t em f ai l ur es  and cor r ect  s ecur i t y vul ner abi l i t i es  i n. GB /  T 20985Al so 
pr ovi de usef ul  i nf or mat i on on t he management  of  i nf or mat i on secur i t y i nci dent s .  

A.4 IDPS type 

A. 4. 1 Brief introduction 

As  descr i bed above,  t her e ar e t hr ee t ypes  of  I DPS:  I DPS based f eat ur e,  based I DPS 
abnor mal  s t at e I DPS pr ot ocol  anal ys i s .  Mos t  I DPS us i ng a var i et y of  det ect i on met hods  
( ei t her  al one or  i nt egr at ed)  t o pr ovi de a br oader  and mor e accur at e det ect i on.  Det ect i on 
maj or  cat egor i es  as  f ol l ows :  

I dent i f yi ng t he event  based on t he f eat ur e det ect i on means  known t hr eat  s i gnat ur es  
event s  wi l l  be obser ved compar ed.  Thi s  i s  ver y ef f ect i ve i n det ect i ng known t hr eat s ,  but  
many var i ant s  t o det ect  known t hr eat s  and unknown t hr eat s  l ar gel y i nef f ect i ve.  Based on 
t he f eat ur e det ect i on and t r acki ng can not  know t he s t at e of  t he compl ex communi cat i on,  
i t  can not  det ect  mos t  at t acks  i ncl ude a pl ur al i t y of  event s .  

,  I t  i s  def i ned based on a compar i son of  nor mal  act i vi t y and det ect i on of  
abnor mal i t i es  obser ved event s ,  t o i dent i f y s i gni f i cant  devi at i ons .  The t ypi cal  met hod of  
f or mi ng t he moni t or i ng act i vi t y pr of i l e over  t i me pr of i l e.  Then,  I DPS and t he 
char act er i s t i cs  of  t he cur r ent  act i ve pr of i l e as soci at ed wi t h a t hr eshol d val ue.  Anomal y 
det ect i on met hod can be ver y ef f ect i ve i n det ect i ng pr evi ous l y unknown t hr eat s  based.  FAQ 
anomal y det ect i on of  mal i ci ous  act i vi t y based on t he conf i gur at i on f i l e i s  acci dent al l y 
i ncl uded t he es t abl i shment  of  t he conf i gur at i on f i l e i s  not  adequat el y r ef l ect  t he 
compl exi t y of  r eal - wor l d comput i ng act i vi t i es ,  and pr oduce many f al se pos i t i ves .  

St at e pr ot ocol  anal ys i s ,  r ef er s  pr eset  pr of i l es  ( t he pr of i l e of  each act i ve pr ot ocol  
as  beni gn s t at e pr ot ocol  gener al l y accept ed t o be def i ned)  ar e compar ed t o i dent i f y 
event s  wi t h t he obser ved devi at i ons .  Unl i ke anomal y- based det ect i on ( us i ng a speci f i c 
hos t  or  net wor k conf i gur at i on f i l e) ,  dependi ng on t he gener al  s t at e pr ot ocol  anal ys i s  
pr of i l e suppl i er  devel opment ,  t he conf i gur at i on f i l e speci f i es  how a par t i cul ar  pr ot ocol  
shoul d be used and not  how t o use.  I t  i s  abl e t o under s t and and t r ack t he s t at us  of  t he 
pr ot ocol  s t at e has  t he concept ,  whi ch enabl es  i t  t o det ect  many ot her  met hods  can not  
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det ect  t he at t ack.  Pr obl em s t at e pr ot ocol  anal ys i s  i ncl ude t he devel opment  of  compl et e 
and accur at e pr ot ocol  model  i s  of t en ver y di f f i cul t  or  i mposs i bl e,  i s  ver y r esour ce 
i nt ens i ve,  and can not  det ect  t he at t ack i s  not  cont r ar y t o accept ed pr ot ocol  behavi or  
char act er i s t i cs .  

I DPS Ot her  t ypes  i ncl ude:  
- Appl i cat i on- based I DPS ( AI DPS) ,  whi ch i s  a speci al  t ype of  HI DPS HI DPS and has  

s i mi l ar  pr oper t i es .   
Gener al l y speaki ng I DPS can achi eve t he f ol l owi ng f unct i ons :  
- Moni t or  and anal yze sys t em event s  and user  behavi or ;  
- I dent i f yi ng a known at t ack pat t er ns  cor r espondi ng sys t em event s ;  
- I dent i f y s t at i s t i cal l y di f f er ent  f r om nor mal  act i vi t y pat t er ns  of  act i vi t y;  
- When an at t ack i s  det ect ed,  appr opr i at e t o r emi nd empl oyees  t hr ough r easonabl e 

manner ;  
- I n measur i ng per f or mance anal ys i s  engi ne codi ng secur i t y pol i ci es ;  
- Al l ow non- secur i t y pr of es s i onal s  t o per f or m i mpor t ant  s ecur i t y moni t or i ng;  
- I ncr ease t he per cei ved r i sk and t he abi l i t y t o f i nd t he at t acker ' s  puni shment ;  
- Many ot her  s ecur i t y devi ces  t o i dent i f y pr obl ems  coul d not  be pr event ed;  
- Coor di nat i on of  ot her  s af et y equi pment  ( such as  f i r ewal l s )  t o deal  wi t h t he 

s i t uat i on;  
- Ver i f y,  Li s t  and descr i be t hr eat s  t o t he or gani zat i on' s  i nf or mat i on net wor k sys t em;  
- Pr ovi de i nf or mat i on about  t he i nvas i on of  val uabl e i nf or mat i on t hat  suppor t  event  

handl i ng,  damage as ses sment ,  r es t or at i on wor k and l egal  act i vi t i es  speci f i c envi r onment .  
I DPS shoul d under s t and t he l i mi t at i ons  of  t he mai n l i mi t at i ons  i ncl ude:  
- Can not  det ect  new at t acks ,  we can not  capt ur e t he maj or i t y of  new var i ant  of  t he 

at t ack;  
- I r r epar abl e sour ces  of  er r or  and noi se;  
- The pr ocess  i s  di f f i cul t  t o ef f ect i vel y swi t ched net wor k;  
- Di f f i cul t  t o scal e t o a ver y l ar ge or  di s t r i but ed net wor k;  
- Di f f i cul t  t o det er mi ne t he phys i cal  and ( or )  t he pos i t i on of  t he i nt r uder  based I DPS 

vi r t ual  out put ;  
- Di f f i cul t  t o use NMS t o i nt egr at e di f f er ent  I DPS pr oduct s ;  
- I r r epar abl e secur i t y pol i cy and ( or )  s ecur i t y mechani sms  ( such as  f i r ewal l s ,  

i dent i f i cat i on and aut hent i cat i on,  l i nk encr ypt i on,  access  cont r ol  mechani sms  and vi r us  
det ect i on and r emoval )  def ect s  i n i nf r as t r uct ur e pr ot ect i on or  mi s s i ng;  

- I t  can not  det ect ,  r epor t  or  r espond qui ckl y t o t he speci f i c t ype of  at t ack;  
- Despi t e t he abi l i t y t o i dent i f y DoS at t acks ,  but  can s l ow down t he mos t  DoS at t acks ;  
- Det ect i ng new at t acks  can not  at t ack or  exi s t i ng var i ant s  ( whi ch onl y appl i es  

f eat ur e- based I DPS,  unavai l abl e f or  anomal y of  I DPS) ;  
- I n t he case of  human i nt er vent i on,  we can not  at t ack a det ai l ed anal ys i s ;  
- Can not  make up s i gni f i cant  def i ci enci es  i n t he or gani zat i on' s  s ecur i t y s t r at egy,  

pol i cy or  s ecur i t y ar chi t ect ur e;  
- You can not  make up f or  t he secur i t y f l aws  net wor k pr ot ocol ;  
- Usual l y,  I DPS out put  may cont ai n a s i gni f i cant  er r or  r at e,  especi al l y f al se 
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pos i t i ves ,  we need t o spend a l ot  of  t i me and r esour ces  t o sol ve;  
- I t  may be di sabl ed as  par t  of  t he at t ack sequence;  
- They coul d be expl oi t ed by at t acker s  t o gener at e f al se pos i t i ves ,  i n or der  t o 

di s t r act  at t ent i on f r om t he mai n at t ack;  
- I t  may pr oduce a l ar ge amount  of  audi t  i nf or mat i on,  whi ch may t ake up addi t i onal  

l ocal  s t or age sys t em;  
- Based I DPS al ar m aut omat i cal l y bl ock may cause secur i t y and avai l abi l i t y i s sues ;  
- I t  r equi r es  advanced t echnol ogy and sys t ems  knowl edge i n or der  t o ef f ect i vel y use 

t he I DPS.  

A. 4. 2 Host-based IDPS (HIDPS) 

HI DPS pr esent  wi t hi n one comput er  and pr ovi de pr ot ect i on f or  t hi s  par t i cul ar  machi ne.  
Thi s  al l ows  t he comput er ' s  oper at i ng sys t em t o check HI DPS l og dat a ( e. g. ,  audi t  t r ai l s  /  
l ogs ) ,  and ot her  l ocal  dat a.  HI DPS al so anal yze devel opment s  occur  wi t hi n t he appl i cat i on 
us i ng t he oper at i ng sys t em or  appl i cat i on l og f i l es .  

Oper at i ng sys t em audi t  t r ai l s  HI DPS gener al l y used by t he oper at i ng sys t em ker nel  
( cor e)  i s  pr oduced,  and t her ef or e i n mor e det ai l  t han t he sys t em l og and bet t er  
pr ot ect ed.  However ,  t hese sys t ems  ar e shor t er  t han l og audi t  t r ai l s  and easy t o 
under s t and.  

Some HI DPS des i gned t o suppor t  I DPS management  and cent r al i zed r epor t i ng 
i nf r as t r uct ur e,  whi ch can al l ow a s i ngl e management  consol e t o t r ack mul t i pl e hos t s .  
Ot her  HI DPS gener at i ng a message f or  compat i bi l i t y wi t h t he net wor k management  sys t em 
f or mat .  

And NI DPS di f f er ent ,  HI DPS coul d sense t he r esul t  of  an at t empt  t o at t ack,  because i t  
can di r ect l y access  and moni t or  dat a f i l es  and sys t em pr ocesses  at t acks  ar e usual l y 
t ar get ed.  For  exampl e,  HI DPS al l ow det ect i on of  at t acks  f r om t he mi s s i on- cr i t i cal  s er ver  
keyboar d.  

HI DPS i nt ended t o be used:  
- The speci f i c user  i dent i t y as soci at ed wi t h suspi ci ous  act i vi t y;  
- Obser ve and t r ack changes  i n user  behavi or ;  
- Es t abl i sh basel i ne sys t em secur i t y s t at us ,  and t r ack t he change f r om basel i ne;  
- Management  oper at i ng sys t em audi t i ng,  l oggi ng mechani sm and gener at ed dat a;  
- When dat a i s  encr ypt ed or  non- encr ypt ed f or m f or  t r ansmi ss i on and s t or age,  

appl i cat i on l ayer  pr ovi des  l oggi ng and sur vei l l ance;  
- Obser vat i on dat a changes  caused by t he at t ack;  
- Pr esent  i n t he sys t em moni t or i ng hi gh- speed net wor k and t he encr ypt ed net wor k;  
- Det ect  net wor k- based at t acks  I DPS can not  be f ound.   
HI DPS shoul d under s t and t he uni que l i mi t at i ons .  The mai n l i mi t at i ons  i ncl ude:  
- Speci f i c DoS at t acks  can cause HI DPS i nef f ect i ve;  
- HI DPS may consume hos t  r esour ces ,  i ncl udi ng t he r equi r ed hos t  audi t  l og dat a 

s t or age;  
- Because of  t he l ar ge number  of  i ns t al l at i ons  ( at  l eas t  one per  hos t ) ,  you may 

r equi r e compl ex i ns t al l at i on and mai nt enance;  
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- I n s t eal t h mode can not  be used,  because t he hos t  i s  t ypi cal l y addr es sed by a hi gher  
net wor k l ayer ;  

- I t  does  not  r ecogni ze at t acks  agai ns t  ot her  hos t s  or  net wor ks .  

A. 4. 3 Network-based IDPS (NIDPS) 

NI DPS f l ow moni t or i ng l eads  t o a hos t  sys t em i n t he net wor k.  Typi cal l y,  NI DPS by t he 
hos t  or  a s er i es  of  s i ngl e use sensor  l ocat ed i n a net wor k di f f er ent  compos i t i ons .  These 
cel l s  wer e anal yzed by t he l ocal  t r af f i c and r epor t  at t acks  t he cent r al  management  
consol e t o moni t or  net wor k t r af f i c.  Because t he sensor  i s  par t i cul ar l y usef ul  as  I DPS 
member ,  so t hey ar e l es s  l i kel y t o be pr ot ect ed agai ns t  at t ack.  Many such sensor s  hi gher  
net wor k l ayer  ar e not  vi s i bl e ( i . e.  i s  des i gned t o r un i n "s t eal t h"  mode) ,  t o make i t  
mor e di f f i cul t  f or  an at t acker  t o det er mi ne t hei r  pr esence and l ocat i on.  .  

And HI DPS r esponse t i me i s  di r ect l y r el at ed t o t he f r equency of  t he pol l i ng i nt er val  
by pr ovi di ng i nt r us i on suspi ci ous  ( e. g. ,  DoS at t acks )  i nf or mat i on occur s ,  NI DPS al l ows  
r eal - t i me or  near  r eal - t i me det ect i on and r esponse.   

NI DPS wi t h uni que f unct i onal  pr oper t i es ,  i t s  capaci t y i s  as  f ol l ows :  
- And t he hi gher  l evel  of  t he sensor  net wor k pr ot ocol  ( l ayer  3 and above usual l y)  

hi dden i n a "s t eal t h mode";  
- Us i ng a s i ngl e sensor  moni t or i ng t he f l ow of  a pl ur al i t y of  hos t s  on t he same 

net wor k segment ;  
- Many hos t s  t o i dent i f y t he i mpact  of  di s t r i but ed at t acks .   
NI DPS shoul d under s t and t he uni que l i mi t at i ons .  The mai n l i mi t at i ons  i ncl ude:  
- Can not  handl e encr ypt ed net wor k t r af f i c;  
- You may r equi r e mor e bandwi dt h t han HI DPS and f as t er  pr ocess i ng capabi l i t i es ,  

because shoul d NI DPS per f or mance equi val ent  t o t he capaci t y of  t he f l ow t o maxi mi ze t he 
per f or mance of  t he depl oyment  of  t he net wor k segment ;  

- NI DPS many f eat ur es  pr ovi ded may be pr ovi ded t o r equi r e speci al  t echni ques  i n moder n 
swi t ch- based net wor k i s  avai l abl e ( e. g. ,  s ensor  net wor ks ,  i t  needs  t o connect  t o a 
par t i cul ar  net wor k swi t ch por t  t o al l  ot her  por t s  mappi ng dat a) ;  

- Because of  i s sues  r el at ed t o t he appl i cat i on l ayer  pr ot ocol  decodi ng ( e. g. ,  HTTP,  
SMTP) ,  and some may NI DPS pr ocess i ng net wor k l ayer  ( I P)  or  t r anspor t  l ayer  ( TCP /  UDP)  
dat a packet  s egment  di f f i cul t i es  at t ack;  

- Usual l y we can not  obser ve whet her  t he at t ack was  success f ul .  

A. 5 Architecture 

I DPS can be achi eved i n di f f er ent  ways .   
I n smal l er  or gani zat i ons ,  or  t o pr ot ect  t he wel l - def i ned and r el at i vel y i ndependent  

sys t em,  a s i ngl e I DPS may be a good sol ut i on.  
    I n t he cons i der abl e and compl ex suppor t  net wor k i nf r as t r uct ur e,  envi r onment al  sys t ems  
and appl i cat i ons ,  a s i ngl e I DPS may not  be suf f i ci ent  or  can not  meet  t he r equi r ement s  of  
i nt r us i on det ect i on.  To meet  t hese r equi r ement s ,  may r equi r e mul t i pl e I DPS,  I DPS i s  
cus t omi zed f or  each subsys t em or  component  has  been def i ned.  I n t hi s  envi r onment ,  a 
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pl ur al i t y of  subsys t ems  or  component s  may at t ack agai ns t .  I n anot her  case,  an at t acker  
may be conf i gur ed f or  a par t i cul ar  component  or  subsys t em,  or  subsys t ems  r at her  t han 
vul ner abi l i t y member  i t s el f .  I n or der  t o det ect  at t acks  such cases ,  cor r el at e and anal yze 
dat a f r om di f f er ent  I DPS of  event s .  

I DPS t ar get  ar chi t ect ur e i s  based on an ef f i ci ent  and ef f ect i ve way t o achi eve 
i nt r us i on det ect i on f eat ur es .  I n t hi s  cont ext ,  about  t he t wo key ar chi t ect ur al  
cons i der at i ons  ar e:  

- And a pl ur al i t y of  i nt er connect ed I DPS as soci at ed manner ;  
- I DPS cent r al i zed or  di s t r i but ed ar chi t ect ur e t ask.   
Exampl e of  a l ayer ed i nt r us i on det ect i on ar chi t ect ur e shown i n Fi gur e A. 2.  

 

图A. 2 Layered intrusion detection architecture 

I n Fi gur e A. 2,  t he out put  member  and as soci at ed pl ur al i t y of  anal ys i s  ar e f ur t her  
aggr egat ed,  t o obt ai n a hi gher  l evel  of  anal ys i s  and cor r el at i on.  I n any mul t i - t i er  
appl i cat i on i nf r as t r uct ur e,  t her e may be mor e t han one l ocat i on t o oper at i onal  
r equi r ement s .  

I n t he cent r al i zed ar chi t ect ur e,  and sensor  means  det ect i ng t he s i t uat i on may s i mpl y 
col l ect  r aw dat a and sends  i t  t o t he i ndi vi dual  component s  f or  f ur t her  anal ys i s  and 
cor r el at i on.  Al t hough t hi s  met hod i s  s i mpl e des i gn,  but  i t  may not  s cal e wel l ,  and may 
appl y onl y t o smal l er  envi r onment s .  

Mor e scal abl e sol ut i on I DPS per f or m cer t ai n t asks  i n t he di sper s i on member ,  t he goal  
i s  t o r educe as  ear l y as  poss i bl e i n t hi s  pr ocess  t he r aw dat a,  and sends  t he r el evant  
mat t er s  t o t he next  l ayer  member .  Chai n member  may f ur t her  anal yze and cor r el at e event s  
dat a,  onl y t he r el evant  al ar m or  t r ansmi t t ed t o t he f i nal  s i t uat i on,  i . e. ,  t he cor e 
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member .  Such a sys t em may have some ver y compl ex t ask.  For  exampl e,  t hi s  r equi r es  
i ndi cat ed by at t acki ng t he cent r al  member  and f i nd t he cor r ect  manner  of  gi vi ng t he 
al ar m,  and t o conf i gur e t he f i l t er  member  as soci at ed anal ys i s  and cor r el at i on.  

A.6 IDPS management 

A. 6. 1 Brief introduction 

I n t he ent er pr i se net wor k i nf r as t r uct ur e,  management ,  i nt r us i on det ect i on and 
pr event i on sys t ems  ar e ef f i ci ent  and ef f ect i ve depl oyment  of  t hei r  cr i t i cal .  I DPS or der  
t o make mor e ef f i ci ent  management  subsys t em shoul d pr ovi de suf f i ci ent  f unct i onal i t y.  Thi s  
s ect i on di scusses  var i ous  aspect s  of  I DPS management .  

A.6.2 Configuration Management 

A. 6. 2. 1 General 

Conf i gur at i on management  pr ovi des  sever al  f eat ur es  f or  cont r ol l i ng,  ent i t y 
i dent i f i cat i on ( I DPS par t  of  t hose ent i t i es ) ,  and pr ovi de t he dat a col l ect ed t her ef r om.  
For  t he pur pose of  i nt r us i on det ect i on,  conf i gur at i on management ,  i ncl udi ng management  
and det ect i on of  t he cor r espondi ng r esponse mechani sm.  

A.6.2.2 Detection 

Configuring detection function including the sequence of events and developments violation of security 
policy and setting standards. This may also include a description of misuse mode and normal user behavior. 

A. 6. 2. 3 Response function 

Management  r esponse f unct i on det er mi nes  t he behavi or  of  t he secur i t y al ar m sys t em.  
Thi s  i ncl udes  cont r ol l i ng i n r esponse t o a var i et y of  mechani sms ,  such as  an audi bl e 
al ar m t o not i f y t he admi ni s t r at or ,  and ( or )  t he secur i t y per sonnel  and t he ses s i on 
t er mi nat i on.  I DPS shoul d al so be pr ot ect ed agai ns t  unaut hor i zed i ni t i al i zat i on r esponse.  
I f  an at t acker  f ound a way t o cheat  t he sys t em t o r espond t o t he i nvas i on does  not  exi s t ,  
i t  i s  poss i bl e t o i ns t al l  t han no I DPS cause mor e damage,  dependi ng on t he conf i gur at i on 
r esponse.  Response Management  Event  Management  pr ogr am shoul d be cons i s t ent  wi t h t he 
or gani zat i on.  

A. 6. 2. 4 Security Management Services 

Secur i t y ser vi ce management  i ncl udes  I DPS as  par t  of  t he secur i t y ser vi ces  
management .  I t  cont ai ns  cont r ol  user  cer t i f i cat es ,  conf i dent i al i t y,  i nt egr i t y,  and access  
cont r ol  s er vi ces .  Accor di ng t o t he user ' s  cr edent i al s ,  access  may be l i mi t ed,  t o r es t r i ct  
access  t o i nf or mat i on on t he secur i t y s i t uat i on on t he conf i gur at i on par amet er s ,  as  wel l  
as  an audi t  t r ai l .  

A. 6. 2. 5 Integration with other management systems 

I DPS r ecei vi ng net wor k management  sys t em and shoul d be managed under  t he pr ot ect i on 
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of  t he envi r onment ,  and management  sys t em ( or )  t he saf et y management  sys t em secur i t y 
i nt er f ace,  or  management  of  t hese sys t ems  t o become an i nt egr al  par t .  Thi s  i s  t he 
r eal i zat i on of  some t ype of  det ect i on ( e. g. ,  t he access  l og)  f unct i on and some t ype of  
r esponse may be necessar y.  Choi ce i s  i mpor t ant  not  t o separ at e or  i mpl ement ed I DPS 
because I DPS management  f unct i ons  shoul d be i nt egr at ed wi t h ot her  sys t em management  
f unct i ons .  

A.6.2.6 Security management operations 

A. 6. 2. 6. 1 General 

Secur i t y shoul d pr ot ect  t he management  oper at i ons  t o pr event  i nt r uder s  f r om access i ng 
i nf or mat i on or  I DPS I DPS cont r ol  of  r esour ces .  I DPS secur i t y management ,  i ncl udi ng 
aut hent i cat i on,  i nt egr i t y,  conf i dent i al i t y and avai l abi l i t y management  ser vi ces .  

Admi ni s t r at i ve pr i vi l eges  t o r un I DPS sys t em shoul d be ( compar ed t o ot her  management  
sys t ems  t hat  r equi r e secur i t y pol i cy)  ar e conf i gur ed accor di ng t o t he r equi r ed hi gh 
secur i t y l evel  s ecur i t y pol i cy.  Hos t  I DPS sensor s  usual l y r un an oper at i ng sys t em 
pr i vi l eged mode,  t her ef or e pr ej udi ce t he admi ni s t r at i on of  pr i vi l ege coul d r esul t  i n a 
ver y wi de r ange of  s ecur i t y vul ner abi l i t i es  and poss i bl e damage t o al l  hos t s  r unni ng I DPS 
agent s .  Based I DPS,  especi al l y hos t - based I DPS,  t he consequences  of  admi ni s t r at i ve 
pr i vi l eges  ar e of t en over l ooked secur i t y vul ner abi l i t i es ,  and at t acks  mos t  commer ci al  
pr oduct s  wi t h execut abl e i ns t r uct i ons  t o moni t or  t he hos t  r esponse opt i ons .  

Moni t or  devel opment s  det ect or s  and sensor s  t o ensur e pr oper  oper at i on and f unct i on of  
I DPS es sent i al  f or  success .  The event s  det ect or  i nf or mat i on f r om t he sensor s  i s  
t r ansmi t t ed t o t he det ect i on anal ys i s .  Fai l ur e t o mai nt ai n t hese devi ces  cont i nues  t o 
moni t or  t he saf et y f unct i on may l ead t o er r oneous  sensor ,  such as  sensor  f ai l ur e and a 
cent r al  sys t em ( and t hus  t he ent i r e or gani zat i on)  ar e not  awar e of  t hi s  t echni cal  
f ai l ur e.  Ther ef or e,  t he cent r al  sys t em wi l l  not  s end an al ar m or  r eadi ng t o s t i l l  bel i eve 
t hat  ever yt hi ng good cent r al  admi ni s t r at or .  

A. 6. 2. 6. 2 Differentiate 

Bef or e per f or mi ng management  oper at i ons  on t he managed ent i t y shoul d be appr opr i at e 
f or  i dent i f yi ng and aut hent i cat i ng.  Management  ent i t y may be a user  or  sys t em ent i t y.  

A. 6. 2. 6. 3 Integrity 

I t  shoul d pr ot ect  t he i nt egr i t y of  management  oper at i ons  t o pr event  at t acks .  Not  i n 
an unaut hor i zed manner  i nser t ,  del et e,  or  change management  oper at i ons .  

A. 6. 2. 6. 4 Confidentiality 

Management  shoul d pr ot ect  t he conf i dent i al i t y of  oper at i ons  i n or der  t o avoi d 
at t acks .  No unaut hor i zed manner  i nappr opr i at e t o specul at e any i nt ent i on of  management  
oper at i ons .  

A. 6. 2. 6. 5 Availability 
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For  net wor k i nf r as t r uct ur e,  I DPS i t s el f  or  sur vei l l ance t ar get  at t ack shoul d not  
af f ect  t he avai l abi l i t y of  managed ser vi ces .  For  exampl e,  when a deni al  of  s er vi ce at t ack 
occur s ,  i t  shoul d be f eas i bl e I DPS management .  Even I DPS f ai l s ,  i t  shoul d be poss i bl e t o 
manage t he I DPS.  I DPS and i t s  management  shoul d be i ncor por at ed i nt o bus i ness  cont i nui t y 
pl anni ng pr ocess .  

A. 6. 3 Management Model 

Cont r ol  and management  i s  es sent i al  f or  t he success f ul  i mpl ement at i on of  i nt r us i on 
det ect i on,  especi al l y i n a di s t r i but ed envi r onment  us i ng a l ar ge number  of  i nt r us i on 
det ect i on component .  Fi gur e A. 3 pr ovi des  an exampl e of  a t i er ed management  model ,  t hi s  
model  i s  per f ect  f or  l ar ge or gani zat i ons .  I n some cases ,  t he cent r al i zed cont r ol  means  
t hat  a s i ngl e poi nt  of  f ai l ur e,  i n some ci r cums t ances  may not  accept  t hi s  s i t uat i on.  I t  
wi l l  al so gi ve at t acker s  a s i ngl e poi nt  of  at t ack.  Thi s  coul d gi ve t he at t acker  t he 
oppor t uni t y t o del ay at t ack det ect i on,  and pr event s  t he admi ni s t r at or  t o t ake appr opr i at e 
act i on.  

 

图A. 3 Intrusion Detection Management Model 

I n addi t i on t o us i ng t he hi er ar chi cal  model  i n many col l ect i ons ,  you may al so use 
ot her  appr opr i at e management  r el at i onshi p col l ect i on:  

- Many t o many:  mul t i pl e management  consol es  can manage mul t i pl e di s t r i but ed agent s ;  
- To- many:  one Management  Consol e can manage mul t i pl e di s t r i but ed agent s ;  
- One:  one Management  Consol e can manage an agent .  

A.7 Implementation and deployment issues 

A. 7. 1 Brief introduction 

When deci s i ons  need t o depl oy I DPS,  t her e ar e many i mpor t ant  i s sues  and 
cons i der at i ons .  Al l  I DPS not  i dent i cal ,  t her ef or e,  ent er pr i ses  i n t he depl oyment  I DPS 
eval uat e,  shoul d cons i der  t he r equi r ement s  of  ent er pr i ses  accor di ng t o t hei r  I T r i sk 
management  and secur i t y pol i ci es .  



                                     GB / T 28454-XXXX 

51 

A. 7. 2 effectiveness 

When depl oyi ng I DPS t o be eval uat ed,  an i mpor t ant  cons i der at i on i s  t he ef f i ci ency.  
Eval uat i on of  I DPS ef f i ci ency s t andar ds  ar e:  

- Accur acy:  When t he I DPS act i vi t i es  mi s t aken at t ack ( such as  f al se pos i t i ves )  or  I DPS 
t o at t ack mi s t aken f or  l egi t i mat e act i vi t i es  ( such as  f al se negat i ves ) ,  t he er r or  wi l l  
occur .  Any t ype of  f ai l ur e t o t he t ot al  number  of  event s  det ect ed r at i o wi l l  
s i gni f i cant l y af f ect  t he avai l abi l i t y of  I DPS.  The r at i o of  f al se pos i t i ves  and f al se 
negat i ves  may be an i mpor t ant  s ecur i t y pol i cy par amet er s ,  and may i ndi cat e t he 
i mpl ement at i on of  anal yt i cal  bi as .  

- Per f or mance:  Per f or mance I DPS i s  t o speed t he col l ect i on,  s t or age and pr ocess i ng 
audi t  event s .  I f  I DPS poor  per f or mance can not  be det ect ed i n r eal  t i me.  On t he ot her  
hand t he per f or mance of  t he net wor k l oad I DPS may ar i se.  

- Compr ehens i veness :  When I DPS can not  det ect  t he at t ack,  t her e wi l l  be no 
compr ehens i ve.  Thi s  measur e i s  mor e di f f i cul t  t o as ses s  t he eval uat i on i ndex compar ed 
wi t h ot her ,  because compr ehens i ve under s t andi ng of  as saul t  or  abuse of  t he pr i vi l eges  i s  
not  poss i bl e.  

- Faul t  Tol er ance:  I DPS i t s el f  shoul d be r es i s t ant  t o at t ack,  especi al l y deni al  of  
s er vi ce at t acks ,  and shoul d be des i gned accor di ng t o t hi s  t ar get .  Thi s  i s  par t i cul ar l y 
i mpor t ant  because mos t  I DPS r uns  on t op of  commer ci al  oper at i ng sys t ems  or  har dwar e,  i t  
i s  known her e vul ner abl e.  

- Ti mel i ness :  I DPS mus t  be per f or med as  soon as  poss i bl e and send i t s  anal ys i s  r epor t  
t o t he per son i n char ge of  s ecur i t y r esponse can be made bef or e ext ens i ve damage caused,  
t he same shoul d al so pr event  t he at t acker  f r om cor r upt i ng dat a,  dat a sour ce or  I DPS 
i t s el f .  

A. 7. 3 Feature 

When depl oyi ng I DPS,  anot her  i mpor t ant  cons i der at i on i s  t he f unct i onal i t y of  t he 
pr evi ous  sect i on di scussed.  The f ol l owi ng wi l l  di scuss  some of  t he f unct i onal  aspect s  of  
cont ent :  

- Use encr ypt i on or  exchange envi r onment ,  hos t - based I DPS wel l  sui t ed f or  encr ypt i on 
and exchange envi r onment .  Because hos t - based sys t ems  depl oyed on a var i et y of  hos t  
compani es ,  t hey can over come t he depl oyment  chal l enges  f aced by net wor k- based I DPS i n 
exchange and encr ypt i on envi r onment .  

- Det ect i ng an at t ack,  t he sour ce net wor k- based dat a al l ow t he t i me of  t he at t ack by 
pr ovi di ng dat a t o det ect  mal i ci ous  and suspi ci ous  at t acks  ( such as  deni al  of  s er vi ce 
at t acks )  t o det ect  and r espond t o r eal - t i me,  and al so pr ovi des  a mor e r api d r esponse and 
not i f i cat i on.  Net wor k- based I DPS can det ect  a hos t - based sys t ems  mi s s  at t acks .  Many abl e 
t o i dent i f y t hem by l ooki ng up t he I P header  when deni al  of  s er vi ce at t acks  and 
f r agment ed packet  t r ansmi t t ed i n t he net wor k based onl y.  

- Compr ehens i ve anal ys i s  of  hos t - based and net wor k- based dat a,  bot h t he hos t  and t he 
use of  some of  I DPS net wor k dat a sour ces  t o t he i nt egr at ed member  hos t s  and net wor ks .  As  
di scussed i n 6. 1,  net wor k- based and hos t - based I DPS sol ut i ons  have t hei r  own uni que 
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advant ages  and s t r engt hs ,  can compl ement  each ot her .  Ther ef or e,  hos t - based and net wor k-
based i nt r us i on det ect i on t echnol ogy can be i nt egr at ed anal ys i s ,  i n or der  t o cr eat e a 
mor e power f ul  def ense i nf or mat i on sys t ems .  

A. 7. 4 IDPS deployment and operations personnel 

I DPS or gani zat i on sel ect ed may be t he mos t  advanced,  and bet ween subsys t ems  and I DPS 
wi t h t he or gani zat i on' s  I T sys t ems ,  s er vi ces  and ( or )  net wor k can be wel l  i nt egr at ed.  
However ,  mos t  f eat ur es  shoul d be manual l y oper at ed by per sonnel  wi t h t he t r ai ned and 
under s t and i nt r us i on det ect i on,  I T secur i t y ( i ncl udi ng net wor k secur i t y) ,  and t he I T 
or gani zat i on ( i ncl udi ng net wor k t opol ogy and conf i gur at i on) .  

I nt r us i on det ect i on pr ocess  i ncl udi ng t he i ns t al l at i on of  I DPS and have t he human 
r esour ces  have t he f ol l owi ng capabi l i t i es :  

- Cus t om I DPS have t o be abl e t o f i nd and depl oy I T envi r onment s  I DPS- r el at ed mat t er s ;  
- When t he al ar m di sappear s ,  expl ai n what  I DPS t o expr es s ;  
- I n r esponse t o t he I DPS l ook r eal  al ar m,  devel op pol i ci es  and pr ocedur es ;  
- Cor r ect  t he cause of  t he vul ner abi l i t y of  t he success  of  t he i nvas i on.   
These l abor  i nt ens i ve oper at i ons  beyond t he scope of  I DPS i ns t al l ed i nt r us i on 

det ect i on pr ocess  and shoul d be an i nt egr al  par t  of .   
Anal ys i s  anal yze dat a col l ect ed by t he sensor  t o det ect  s i gns  of  unaut hor i zed or  

suspi ci ous  act i vi t i es  or  event s ,  t hese s i gns  may i ndi cat e t hat  t he pr obe i s  /  s can t he 
net wor k i nt r us i on has  occur r ed or  mal i ci ous  at t ack i s  i n pr ogr es s .  I f  t her e i s  no manual  
i nput ,  conf i gur at i on,  and i nt er pr et  t he out put  adj us t ment  suppor t  I DPS,  aut omat ed par t  
wi l l  not  be abl e t o r un.  

When t he I DPS i s  pr oper l y conf i gur ed,  i t  pr ovi des  i nf or mat i on shoul d be car ef ul l y 
anal yzed t o under s t and i nt r us i ons  occur  i n t he net wor k.  I DPS r equi r es  i nt ens i ve 
i nt er act i on of  peopl e,  not  know what  t o wai t  f or  t he net wor k t o r ej ect  packet s  t hat  do 
not  want .  I DPS r equi r es  ski l l ed per sonnel  t o under s t and when t he out put  I DPS be r egar ded 
as  mer el y f al se pos i t i ves  ( l egi t i mat e act i vi t i es  wer e as  i nvas i on)  or  f al se negat i ves  
( t he i nvas i on act i vi t y occur r ed,  but  was  i dent i f i ed as  non- i nvas i ve) .  

Response f unct i ons  i ncl ude manual  and aut omat ed t ool s .  For  exampl e,  mos t  of  t he 
cur r ent  I DPS t o poi nt s  accor di ng t o a pr edef i ned al ar m cr i t er i on Al ar m sever i t yCl as s ,  
r ar el y poi nt  out  what  shoul d be done when an al ar m occur s .  Because of  t oday' s  mos t  I DPS 
pr oduce a l ot  of  f al se pos i t i ves ,  and i n mos t  cases  t he f i r s t  l evel  of  r esponse woul d 
i nvol ve qui t e i nexper i enced oper at or s ,  l eadi ng t o f ur t her  aggr avat e t he s i t uat i on.  Even 
i f  t he oper at or  has  t he honor  or gani zat i ons  bot h knowl edge and exper i ence,  t hey can not  
know how t o r espond t o each of  t he det ect ed i nt r us i ons  pr oper l y.  On t he ot her  hand,  t he 
s i t uat i on i n t he t ense per i od of  r api d expans i on,  t he r api d r esponse of  t he I DPS i s  ver y 
i mpor t ant  t o t he pol i ce.  For  t hese and ot her  r easons ,  t o pr ovi de t he oper at or  t hr ough 
car ef ul  cons i der at i on,  t o an over vi ew of  t he speci f i c t ypes  of  I DPS gui de al ar m shoul d 
t ake s t eps  t o deal  wi t h ext r emel y i mpor t ant .  I f  t hese gui del i nes  ar e not  avai l abl e,  t hen 
t he r esponse of  t he I DPS al ar m may be i nadequat e,  di sor gani zed or  over r eact i on.  Tot al l y 
dependent  aut omat i c r esponse mechani sm i s  unwi se.  

By pat t er n mat chi ng t he payl oad of  known vul ner abi l i t i es  or  by mal i ci ous  byt ecode 
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f eat ur e,  I DPS may det ect  a zer o day expl oi t ,  i n t hi s  unusual  s i t uat i on,  per sonnel  shoul d 
be coor di nat ed wi t h t he appr opr i at e vendor  has  t o be awar e of  an unknown t he new 
vul ner abi l i t y has  been di scover ed and t he vul ner abi l i t y i s  at t acki ng an or gani zat i on' s  
net wor k.  

A. 7. 5 Other implementation considerations 

When cons i der i ng t he i mpl ement at i on,  oper at i on,  and when t he i nt egr at i on sel ect i on 
I DPS,  t her e ar e ot her  i mpor t ant  f eat ur es  as  f ol l ows :   

- User  i nt er f ace;  
- The l ayout  of  t he sensor  net wor k,  t he sensor  net wor k can be pl aced on a f l exi bl e 

suppor t  t o a r ange of  det ect i on and r esponse s t r at egi es ,  such as  t he det ect i on of  an 
at t ack at t empt  ext er nal  f i r ewal l ;  

- Sys t em f aul t  t ol er ance,  sys t em i nt egr i t y i s  t he mos t  i mpor t ant  concer n,  i s  an 
exampl e of  deni al  of  s er vi ce at t acks .  I f  poss i bl e,  t he communi cat i on bet ween t he I DPS 
appr opr i at e sensor s ,  moni t or s  and net wor k manager s  bei ng i ndependent l y moni t or ed out s i de 
t he net wor k.  Thi s  wi l l  i mpr ove t he saf et y and avai l abi l i t y;  

- I DPS as sur ance;  
- Ease of  use,  such as  ease of  use;  
- I DPS of  scal abi l i t y;  
- I nt er oper abi l i t y wi t h ot her  s ecur i t y pr oduct s ;  
- Vendor  suppor t  l evel  and qual i t y;  
- Management ,  I DPS Pl ug and Pl ay devi ces  ar e not  t ypi cal l y r equi r ed t o anal yze and 

i nt er pr et  t he ar t  I DPS out put ;  
- Har dwar e and sof t war e r equi r ement s ;   
- Document s ;  
- Cos t s ,  i n addi t i on t o sof t war e,  har dwar e and i ns t al l at i on cos t s ,  as  wel l  as  

educat i on,  t r ai ni ng,  oper at i on and mai nt enance cos t s .  

A.8 Intrusion detection problem 

A. 8. 1 Intrusion detection and privacy 

Pr i vacy has  become a pr obl em of  t he use of  I DPS.  When l ooki ng f or  hi dden mal i ci ous  
and suspi ci ous  cont ent  speci f i c at t ack s i gnat ur es  or  pat t er n r ecogni t i on or  i nt r us i on 
det ect i on net wor k t r ansmi ss i on r equi r ement s  anal ys i s  and ( or )  oper at i ng sys t em audi t  
t r ai l .  

Net wor k t r af f i c or  t he s i t uat i on of  dat a col l ect i on may cont ai n some per sonal  dat a,  
t hat  dat a r el at i ng t o a speci f i c per son.  Har dwar e or  I P addr es s  may be an exampl e of  t he 
above dat a.  Ther ef or e,  i nt r us i on det ect i on coul d be moni t or i ng t hei r  behavi or  and user  
t ool s .  I f  t he i nt r us i on det ect i on i s  used t o det ect  t he " i nt er nal "  i nt r uder s ,  i e t he 
or gani zat i on empl oyees  shoul d cons i der  t hei r  i mpact .  

I f  you use i nt r us i on det ect i on,  we shoul d cons i der  t hr ee pr i nci pl es  r ef l ect  t he 
pr i vacy chal l enges :   
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- I nt r us i on det ect i on sys t em mus t  meet  t he pr ot ect ed obj ect  or  dat a;   
- Dat a col l ect i on ( net wor k packet s ,  audi t  l ogs )  mus t  be f ul l y sat i s f i ed t he pur pose of  

pr ot ect i on;  
- Shoul d devel op and appl y pol i cy t hat  cover s  t he pr i vacy of  per sonal  i nf or mat i on 

col l ect ed I DPS cl ai med.  
The f i r s t  aspect  as  a means  of  i nt r us i on det ect i on t ool  does  not  r equi r e super vi s i on 

and empl oyee behavi or .   
The second aspect  shoul d be poi nt ed out  t hat  onl y t he col l ect i on and anal ys i s  of  dat a 

necessar y t o i dent i f y t he at t ack.  The at t ack s i gnat ur es  event s  dat a and I DPS of  
compar i son,  t he dat a ar e no l onger  needed shoul d be del et ed or  show s i gns  of  at t ack dat a,  
show s i gns  of  at t ack by secur i t y- r el at ed dat a shoul d be s t or ed.  However ,  i n some cases  
del et ed dat a may be i nappr opr i at e,  t he s i t uat i on may need t o ar chi ve dat a f or  subsequent  
i nspect i on,  as  f or  t r aceabi l i t y at t acker  or  f or  f ut ur e f or ens i c anal ys i s .  Some dat a may 
at  f i r s t  appear  t o be beni gn.  Af t er  f ur t her  anal ys i s ,  i t  may pr ove t o be r el at ed t o an 
at t ack.  Lat er ,  dat a col l ect i on may al so pr ove r el evant  t o at t ack.  I n any case,  i t  shoul d 
s t r engt hen t he pr ot ect i on of  dat a i n or der  t o avoi d access  a var i et y of  pur poses ,  
i ncl udi ng pr i vacy.  The act i on t aken shoul d be cons i s t ent  wi t h t he or gani zat i on' s  s ecur i t y 
pol i cy.  

Dat a shoul d be s t or ed i n accor dance wi t h t he pol i cy f or  some t i me,  and t hen saf el y 
des t r oyed t o pr ot ect  t he pr i vacy of  al l  par t i es .  Thi s  t i me t o t he f or ens i cs  and l aw 
enf or cement  a l ot  of  t i me t o i nves t i gat e,  and i n t he f ut ur e may be subj ect  t o 
unaut hor i zed access  t o t he sys t em,  do not  l eave sens i t i ve dat a no l onger  needed.  

The t hi r d aspect  i mpl i es  t he need f or  a gl obal  pr i vacy pol i cy bas i s  and ( or )  any l aw 
appl i cabl e t o sens i t i ve per sonal  i nf or mat i on pr ot ect i on and pr i vacy of  per sonal  
i nf or mat i on management  or gani zat i on.   

Cur r ent l y,  t her e ar e f ew speci al i zed i nt r us i on det ect i on as soci at ed wi t h l egal  and 
r egul at or y r equi r ement s .  Expect  t he l aw or  r egul at i ons  pr ovi de adequat e pr ot ect i on f or  
t he pr i vacy of  i ndi vi dual s ,  whi l e al l owi ng I DPS and r el at ed event s  l og col l ect i on and use 
enough dat a t o i dent i f y pot ent i al l y devas t at i ng i nvas i on.  Some count r i es  have r egul at i ons  
cont ai n enough s t andar d,  and t he use of  per sonal  dat a r el at ed pur poses .  Some count r i es  
have r egul at i ons  on t he pr ot ect i on of  per sonal  dat a of  s t af f ,  and s t af f  i nvol ved i n t hei r  
per sonal  dat a pr i vacy r i ght s  r egul at i ons .  I n addi t i on,  di f f er ent  nat i onal  r egul at i ons  and 
t r eat i es  on cr oss - bor der  dat a f l ows  may af f ect  t he i nt r us i on det ect i on and pr i vacy.  

I f  t he l egal  and r egul at or y r equi r ement s  t o moni t or  s t af f  act i vi t i es ,  such as  l ogs  
and event s  t hr ough speci f i c I DPS sensor  /  Moni t or  Agent ,  t hen i t  shoul d cl ear l y i nf or m 
empl oyees  and cont r act or s ,  and conf i r med bef or e t he oper at i on s t ar t s .  Thi s  can be 
achi eved by s i gni ng t he f or m of  empl oyment  cont r act  t er ms ,  speci f i c f i l es  or  el ect r oni c 
not i ce.  

A. 8. 2 Invasion of shared data 

Shar i ng dat a and i nvas i on I DPS exper i ence f or  al l  or gani zat i ons  ar e act i vel y us i ng 
t he I DPS i s  benef i ci al .  For  exampl e,  a s i mi l ar  i nvas i on by many ot her  or gani zat i ons  wer e 
anal yzed,  so t hat  a number  of  or gani zat i ons  f or  ear l y war ni ng of  i nvas i on i s  poss i bl e,  or  
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t he i nvas i on of  a new i nf or mat i on wi l l  be usef ul  f or  many ot her  or gani zat i ons .  I DPS use 
of  empi r i cal  i nf or mat i on may hel p ot her  or gani zat i ons  t o i mpr ove t hei r  I DPS oper at i on.  

However ,  i t  i s  r ecogni zed t hat  mos t  or gani zat i ons  al r eady af f ect i ng t hei r  I T sys t ems  
t her eby af f ect i ng t he i nvas i on of  publ i c knowl edge of  i t s  bus i ness  oper at i ons  t o be 
uni ver sal  consensus .  These smal l  publ i c knowl edge t o be mi s l eadi ng,  t he i mpact  of  l ar ge 
bus i ness ,  such as  pr of i t abi l i t y,  s t ock pr i ces .  Based on t hi s ,  t he or gani zat i on,  t he mos t  
appr opr i at e appr oach i s  t o par t i ci pat e i n cooper at i on pr ogr ams ,  t her eby pur i f yi ng t he use 
of  i nf or mat i on sour ces  and I DPS i nvas i on,  maki ng i t  anonymous .  These pr ogr ams  col l ect  
anonymous  knowl edge i s  t he f oundat i on f or  communi t y ser vi ce I DPS dat abase i nf or mat i on i n 
t he above.  Thi s  dat abase shoul d be used f or  i nt r us i on det ect i on:  

- Coor di nat i on vul ner abi l i t y conf i gur at i on,  i nvas i on and use det ai l s  of  t hese t ypes  of  
conf i gur at i on i ns t r uct i ons ;  

- Pr ocess i ng l ar ge amount s  of  i nf or mat i on on a sampl e of  t he i nvas i on,  i n or der  t o 
make t he r i ght  s t at ement  on t he i nvas i on of  t he pr er equi s i t es  i n t er ms  of  t he t ype of  
i mpact ,  t r aces  t he di f f i cul t i es ,  r emedi al  measur es ;   

- I f  bot h t ypes  of  di s t i nct  t r aces  wer e obser ved,  t hen t he s t or age of  dat a on i nvas i ve 
t ype of  t echnol ogy,  and shar e maj or  di f f er ence bet ween t he t wo;  

- Ensur e t r ace i nf or mat i on i s  downl oaded t o suppor t  t he i nvas i on of  new s t r uct ur ed 
f or mat  descr i bed;   

- When t hey f i nd new vul ner abi l i t i es ,  updat e r ul es  and ( or )  change t he par amet er s ;  
- Can be ext r act ed aut omat i cal l y gener at e new r ul es  may i dent i f y a new i nvas i on ( e. g. ,  

s i gnat ur e,  par amet er s ,  et c. ) .   
I DPS moder n dat abase may be l i kened t o a vi r us  det ect i on sys t em,  t he l at t er  t ypi cal l y 

havi ng a net wor k- based aut omat i c updat e f unct i on.  
I nt r us i on i nt r us i on event  dat abase i s  not  t he dat abase,  whi ch s t or es  i nf or mat i on 

about  t he at t ack case evi dence.   
I n GB /  T 32920- 2016 det ai l s  t he cons i der at i ons  t o shar e event  i nf or mat i on.  Dat a 

model ,  f or mat  and secur e exchange pr ot ocol  has  been devel oped and s t andar di zed i n t he 
I ETF t o f aci l i t at e aut omat i c exchange of  dat a i nt r us i on.  I nt er nat i onal  s t andar ds ,  
i ncl udi ng RFC5070 event  aut omat i on Obj ect  Descr i pt i on Exchange For mat  ( I ODEF) ,  RFC6545 
r eal - t i me net wor k def ense ( RI D)  and RFC6546 t r ansmi ss i on of  r eal - t i me net wor k def ense.  
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B  B  

附 录 B 

(Informative) 

GB / T 28454-XXXX with GB / T 28454-2012 technical differences 

1,  modi f i ed f or  t he i nt r us i on det ect i on sys t em I DS I DPS i nt r us i on det ect i on and 
pr event i on sys t em,  an i nt r us i on pr event i on sys t em I PS i nt o t he s t andar d r ange;  

2,  t o modi f y t he s t andar d r ange;  
3,  modi f i ed nor mat i ve r ef er ences  ci t ed r ef er ences  pr epar ed ( see 2)  accor di ng t o t he 

s t andar d cont ent ;  
4,  par t  of  t he t er m:  no l onger  f ol l ow t he GB /  T 28454- 2012 t er m pr epar at i on i deas ,  

not  adopt ed i n t he def i ni t i on 25069- 2010 GB /  T,  but  di r ect l y us i ng t he def i ni t i on of  t he 
i nt er nat i onal  s t andar d,  modi f yi ng some of  t he t er ms ,  i ncl udi ng "at t ack",  "deni al  of  
s er vi ce" ,  "demi l i t ar i zed zone",  " i nt r uder "  " i nvas i on",  "r out er " ,  "swi t ch",  "Tr oj an 
hor se" ,  accor di ng t o i nt er nat i onal  s t andar ds  var i at i ons ,  modi f i cat i ons ,  some of  t he 
t er ms ,  i ncl udi ng "at t ack s i gnat ur es" ,  "  pas swor d hash " , "  f i r ewal l  " , "  hos t  " , "  i nt r us i on 
det ect i on sys t em " , "  i nt r us i on pr event i on sys t em " , "  onl i ne upgr ade " , "  pr obe " , "  t es t  
access  poi nt  " ,  an i ncr ease of  some t er ms ,  i ncl udi ng" di s t r i but ed deni al  of  s er vi ce 
at t ack " , "  i nt r us i on det ect i on and pr event i on sys t ems ,  ""  vi r us ,  ""  vi r t ual  pr i vat e 
net wor k " , "  vul ner abi l i t y "of  t er ms  and def i ni t i ons  ( see 3) ;  

5,  an i ncr ease of  some abbr evi at i ons ,  i ncl udi ng AI DPS,  DMZ,  DDoS,  DoS,  I DPS,  I  /  O,  
I ODEF,  HI DPS,  SI EM,  VPN,  del et e abbr evi at i ons  NI DS,  SI M ( see 4) ;  

6,  I DPS sel ect i on cons i der at i ons ,  add,  del et e,  and modi f y some of  t he i s sues  ( see 
7. 4) ;  

7,  SI EM modi f i cat i on f unct i on,  as soci at ed wi t h an i ncr ease of  t he s i t uat i on,  t he 
s i t uat i on was  f i l t er ed,  t he pol ymer i zat i on event s  ( see 7. 5. 6) ;  

8,  due t o t he i ncr eased i nt r us i on pr event i on sys t em,  modi f y "When or gani zat i ons  have 
secur i t y r equi r ement s  t o r egi s t er  aspect s  of  I DS pr oduct s ,  s ee GB /  T 20275" t o "When t he 
or gani zat i on has  r eques t ed l evel  of  s ecur i t y aspect s  of  I DPS pr oduct s ,  s ee GB /  T 20275 
and GB /  T 28451 "( see 9. 3. 1) . ;  

9,  t he modi f i ed cl as s i f i cat i on I DPS,  I DPS and expl anat i ons  gi ven t hr ee t ypes  ( see 
A. 4. 1) ;  

10,  i ncr eased dat a shar i ng case r el evant  i nt er nat i onal  s t andar ds  ( see A. 8. 2) .  
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